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Ltix is an Elixir library for building LTI 1.3 tool applications. It handles
the OIDC launch flow, JWT verification, and claim parsing so you can focus on
what your tool actually does.
# Platform initiates login - build the redirect
{:ok, %{redirect_uri: url, state: state}} =
  Ltix.handle_login(params, launch_url)

# Platform sends the signed JWT - validate and parse
{:ok, context} = Ltix.handle_callback(params, state)

context.claims.roles          #=> [%Role{type: :context, name: :instructor}, ...]
context.claims.resource_link  #=> %ResourceLink{id: "link-1", title: "Assignment 1"}
context.registration          #=> your struct from StorageAdapter.get_registration/3
Features
	Two-function launch API - handle_login/3 and handle_callback/3
cover the entire OIDC flow
	LTI Advantage - Assignment and Grade Services, Names and Role
Provisioning, and Deep Linking
	Storage-agnostic - implement three required callbacks in Ltix.StorageAdapter
to use any persistence layer
	Framework-agnostic - works with Phoenix, bare Plug, or any Elixir
web framework
	Structured claims - roles, context, resource links, and service
endpoints parsed into typed structs
	Spec-referenced errors - classified as :invalid, :security, or
:unknown, and most have a spec_ref referencing the relevant spec section
	Testing utilities - Ltix.Test provides a simulated platform for
integration tests without a real LMS

Installation
Add :ltix to your dependencies.
def deps do
  [
    {:ltix, "~> 0.2"}
  ]
end
Documentation
	Getting Started
	What is Ltix?
	LTI Advantage Concepts
	Storage Adapters
	Working with Roles
	Error Handling
	Advantage Services
	Memberships Service
	Grade Service
	Deep Linking
	JWK Management

License
MIT.
See LICENSE for details.


  

    Changelog

All notable changes to this project will be documented in this file.
v0.2.0
Ltix 0.2 has 60 breaking changes. Upgrading to 0.2 describes each one and what to change in your tool.
Security
	Ltix rejects a launch whose ID token is for a different login or a different registration than its login request.
	Ltix rejects an ID token an hour after its iat, and a token with iat or nbf in the future.
	Ltix rejects an ID token with an untrusted audience in an aud list, with critical header extensions, or with a missing or malformed iss, iat, or exp.
	Your storage adapter records a nonce only after Ltix has verified the ID token.
	Ltix sends platform requests only over HTTPS and only to public addresses. It follows a redirect or pagination link only to the scheme, host, and port of the first request.
	A request configured to skip TLS certificate verification returns an error.
	Ltix.JWT.KeySet fetches each key set URL at most once every 30 seconds.
	inspect output omits private keys and access tokens.

Storage adapter and keys
	Your storage adapter signs each JWT through the key_id and sign callbacks. Ltix.Registration has no tool_jwk field.
	Storage adapter callbacks receive your registration struct and the options of the call. The registration lookup receives the platform's deployment ID.
	A failing storage adapter callback returns StorageError.
	Ltix.JWK is a PEM-based struct that replaces JOSE.JWK. Ltix.JWK.new/1 builds a key from a PEM, a DER, a JWK map, or a public key alone.
	Ltix.JWT.KeySet is a process your application starts. It replaces the key set caches and the :jwks_cache setting.
	Ltix.Registration, Ltix.JWK, and Ltix.Deployment validate their fields strictly and report InvalidField. Registration URLs must be HTTPS.
	Ltix.OAuth and Ltix.Test accept any struct that implements Ltix.Registerable or Ltix.Deployable.

Launch claims and roles
	Ltix checks the type of each claim, reports every missing or invalid claim by its name in the token, and omits a malformed optional claim.
	Claim parsers can be modules that implement Ltix.LaunchClaims.Parser, and can override the built-in parsers. A failing claim parser returns InvalidClaim.
	Ltix tries custom role parsers in order from the longest prefix to the shortest.
	Role.administrator?/1 checks the institution role. Role.context_administrator?/1 checks the context role.
	Role.to_uri!/1 returns the URI of any role.
	The parser options are named claim_parsers and role_parsers in every function and in the application config.

Advantage services
	Ltix.OAuth.authenticate/2 authenticates a custom Advantage service from a launch context. Client.request/3 and Client.request_pages/3 send its requests.
	Ltix.OAuth.Client has a token field with an AccessToken. Its access_token, expires_at, and scopes fields are removed.
	AccessToken.expired?/1, AccessToken.to_map/1, AccessToken.from_map/1, and Client.require_unexpired/1 are added for caching and storing tokens.
	Client.refresh/1 returns the client unchanged until its token has expired.
	A client accepts a token with fewer scopes than requested. The require_all_scopes option returns an error when a scope is missing. ScopeMismatch lists the scopes a request needed.
	Token requests include the deployment ID, and the audience of the registration when it has one.
	get_results and get_members are renamed to list_results and list_members. stream_line_items, stream_results, and stream_members stream a collection page by page.
	List functions return CollectionTooLarge above 10,000 entries.
	Grade operations accept an endpoint option. AGSEndpoint.new/1 and MembershipsEndpoint.new/1 validate their URLs and scopes.
	delete_line_item/2 takes the line item as a line_item option.
	Scores are built from keyword lists or maps. Score, line item, and deep linking dates are DateTime values.
	to_json is replaced by to_map and JSON encoder protocol implementations for scores, line items, and content items. Grade results, members, and contexts have to_map too.
	Unrecognized member fields are in Member extensions. A malformed member returns an error.
	Ltix parses Link headers per RFC 8288, resolves relative next links, and stops paginating when a next link repeats a page.

Deep linking
	build_response/3 enforces accept_presentation_document_targets and accept_media_types, and reports every constraint violation with the index of the item.
	Content item options accept maps or keyword lists, including nested fields. Unknown options and extensions that would replace standard fields are rejected.
	A resource link accepts a grade service LineItem as its line item.
	verify_deep_linking_response returns SignatureInvalid for an invalid or malformed token.

Errors and options
	Every fallible operation has a bang variant.
	Functions raise InvalidOption for an unknown or invalid option.
	A function that finds one error returns it. A function that finds several returns an error class struct with them in errors.
	HTTP 401 and 403 responses return AccessDenied. A failed request returns TransportError with its URL and response headers.
	Malformed tokens, token responses, and service responses return Ltix errors.
	Ltix.Errors.status_code/1 returns the Plug status code of any exception.
	Abbreviated struct fields are spelled out, and module names use uppercase acronyms such as LIS, AGS, and JSON.

Telemetry
	Ltix emits telemetry events for OIDC login and callback, key set fetches, OAuth token requests and refreshes, the grade service, the memberships service, and deep linking.

Testing
	Ltix.Test.assert_storage_adapter! checks a storage adapter, including its signing callbacks.
	Ltix calls the storage adapter in your test config. setup_platform!/1 takes :registration and :deployment functions that create the records in your storage.
	Ltix sends each request in a test to the Req.Test stub named after the module that makes it, such as Ltix.GradeService. stub_get_members is renamed to stub_list_members.
	launch_params/2 and build_launch_context/2 take the same options, default to the instructor role, and include a course context.
	A test can launch from several test platforms.
	Ltix.Test compiles without the optional Plug dependency.

Dependencies
	Jason is an optional dependency for Elixir versions without the built-in JSON module.
	Ltix is tested on Elixir 1.17 through 1.20.

v0.1.0
Initial release with support for LTI 1.3 and LTI Advantage features:
	LTI 1.3 Core: OIDC launch flow, launch claim parsing, JWT verification
	Assignment and Grade Services 2.0
	Names and Role Provisioning Service 2.0
	Deep Linking 2.0



  

    What is Ltix?

Ltix is an Elixir library for handling LTI 1.3 launches on the tool side.
It handles the OIDC redirect flow, JWT signature verification, claim
parsing, and spec compliance so you can focus on what your tool actually
does.
Why a library?
LTI 1.3 connects learning platforms (Canvas, Moodle, Blackboard) with
external tools (quiz engines, coding sandboxes, video players). When a
student clicks a link in their course, the platform launches the tool
through a multi-step browser redirect with information about who the
user is, what course they're in, and what role they have.
The protocol is built on OpenID Connect and signed JWTs. Implementing it
correctly means handling the following.
	A three-step redirect flow with CSRF protection via state parameters
	JWKS fetching and caching to verify platform signatures
	JWT validation (signature, expiration, issuer, audience, nonce)
	Claim parsing (roles, context, resource links, service endpoints)
	Spec compliance across dozens of requirements from three IMS
specifications

This is security-critical work with little room for error. Getting the
nonce check wrong allows replay attacks. Getting the audience
check wrong means accepting tokens meant for other tools.
Two functions
Ltix does all of that in two function calls.
# Step 1: Platform initiates login — build the redirect
{:ok, %{redirect_uri: url, state: state}} =
  Ltix.handle_login(params, launch_url)

# Step 2: Platform sends the signed JWT — validate and parse
{:ok, context} = Ltix.handle_callback(params, state)
The result is a %Ltix.LaunchContext{} containing everything about
the launch.
context.claims.subject          #=> "user-12345"
context.claims.name             #=> "Jane Smith"
context.claims.email            #=> "jane@university.edu"
context.claims.roles            #=> [%Role{type: :context, name: :instructor}, ...]
context.claims.context          #=> %Context{id: "course-1", title: "Intro to Elixir"}
context.claims.resource_link    #=> %ResourceLink{id: "link-1", title: "Assignment 1"}
context.claims.target_link_uri  #=> "https://mytool.example.com/activity/42"

context.registration            #=> your struct from StorageAdapter.get_registration/3
context.deployment              #=> your struct from StorageAdapter.get_deployment/3
Between those two calls, Ltix has verified the JWT signature against
the platform's public keys, validated the token's expiration and
audience, checked the nonce and recorded it as used, parsed role URIs into
structured data, and confirmed the deployment exists.
Two calls per launch
handle_login/3 and handle_callback/3 are the only functions a
launch needs. Everything else (storage lookups, key fetching, token
validation) happens inside them. handle_login!/3 and
handle_callback!/3 do the same and raise on error. After a launch,
Ltix.GradeService, Ltix.MembershipsService, and Ltix.DeepLinking
take the returned context.
What Ltix handles vs. what you handle
Ltix handles the protocol. Your application handles everything else.
	Ltix's job	Your app's job
	Build the authorization redirect	Store the OIDC state in the session
	Fetch and cache the platform's public keys	Look up registrations and deployments
	Validate the JWT signature and claims	Record used nonces
	Parse roles, context, resource links	Decide what to do with the launch
	Return structured, typed launch data	Handle errors and show appropriate UI

This boundary is enforced through the Ltix.StorageAdapter behaviour,
a set of three required callbacks your application implements to
provide persistence, plus two optional ones for signing. Ltix never accesses your database directly.
Design choices
Storage-agnostic. Ltix doesn't assume your database, ORM, or
persistence strategy. You implement Ltix.StorageAdapter with three
required callbacks for registration lookup, deployment lookup, and
recording used nonces. Use Ecto, Mnesia, Redis, or anything else.
Framework-agnostic. Ltix works with Phoenix, bare Plug, or any
Elixir web framework. It takes maps in and returns structs out, with no
Plug dependencies in the core path.
Spec-referenced errors. When something goes wrong, Ltix returns
structured errors organized into three classes, :invalid (bad input),
:security (failed security checks), and :unknown (unexpected
failures). Most errors have a spec_ref field referencing the exact
spec section that was violated, so you can look up why a validation
failed.
{:error, %Ltix.Errors.Security.AudienceMismatch{
  claim: "aud",
  expected: "my-client-id",
  actual: ["wrong-client-id"],
  spec_ref: "Sec §5.1.3 step 3"
}}
Next steps
	LTI Advantage Concepts - understand the protocol
(registrations, deployments, the launch flow, roles, and nonces)
	Getting Started - integrate Ltix into a Phoenix
app step by step
	Ltix.StorageAdapter - the three required callbacks your app implements
	Ltix.LaunchContext - what a successful launch returns
	Ltix.LaunchClaims.Role - role parsing and predicates



  

    LTI Advantage Concepts

LTI 1.3 defines how learning platforms connect with external tools.
Understanding these concepts will help you configure Ltix, implement
your storage adapter, and debug launch issues. If you're already
familiar with LTI 1.3, skip ahead to
How Ltix fits in.
What is LTI?
Learning Tools Interoperability (LTI) connects learning platforms
(like Canvas, Moodle, or Blackboard) with external tools (like a
quiz engine, coding sandbox, or video player). When a student clicks
a link in their course, the platform launches the tool with
information about who the user is, what course they're in, and what
role they have.
LTI 1.3 uses OpenID Connect (OIDC) for the launch flow and signed
JWTs for the data payload.
Launch flow
An LTI launch is a three-step browser redirect.
sequenceDiagram
    participant P as Platform
    participant B as Browser
    participant T as Tool

    P->>B: User clicks LTI link
    B->>T: 1. POST /lti/login (iss, login_hint, target_link_uri)
    T->>B: 2. Redirect to platform auth endpoint (nonce, state)
    B->>P: Follow redirect
    P->>P: Authenticate user, build signed JWT
    P->>B: 3. POST /lti/launch (id_token, state)
    B->>T: Forward POST
    T->>T: Validate JWT, extract claims
    T->>B: Render launch
	Login initiation - the platform sends the tool a login request
for a user who wants to launch. The tool doesn't have the user's
identity yet. It just gets the platform's identity and a hint.
Ltix handles this in handle_login/3.

	Authorization redirect - the tool sends the browser to the
platform's auth endpoint with a nonce and state parameter. The
platform authenticates the user and builds a signed JWT.

	Launch - the platform POSTs the signed JWT back to the tool.
The tool validates the signature, checks the nonce, and extracts the
launch data. Ltix handles this in handle_callback/3.


The state parameter (stored in the session between steps 1 and 3)
provides CSRF protection. It proves the launch callback came from
the same browser session that initiated the login.
Registrations
A registration is the information your tool has about a platform.
It's created out-of-band when a platform administrator sets up your tool,
typically through a configuration UI on both sides.
A registration contains the following fields.
	Field	What it is
	issuer	The platform's identity URL (e.g. https://canvas.instructure.com)
	client_id	Your tool's OAuth2 client ID on that platform
	auth_endpoint	Where to redirect users for authentication
	jwks_uri	Where to fetch the platform's public keys
	token_endpoint	Where to request access tokens for service calls (optional)
	audience	The audience the platform expects in token requests, when it differs from the token endpoint (optional)

In Ltix, this is Ltix.Registration. Your Ltix.StorageAdapter
looks up registrations by issuer and client_id, both during login
initiation and again during launch validation.
Deployments
A deployment is a specific installation of your tool on a platform.
One registration (platform + client_id) can have many deployments,
for example a tool installed in three different departments of the
same university.
A deployment has a single deployment_id assigned by the platform.
It's immutable, case-sensitive, and guaranteed unique within the
registration.
In Ltix, this is Ltix.Deployment. Your storage adapter looks up
deployments during launch validation, after the JWT's deployment_id is
extracted.
Launch claims
The signed JWT in step 3 contains claims, which are structured data
about the launch. Ltix parses these into Ltix.LaunchClaims.
	Claim group	Examples	Struct field
	User identity	subject, name, email	claims.subject, claims.name
	Roles	instructor, learner, TA	claims.roles (list of %Role{})
	Context	course ID, title, label	claims.context
	Resource link	link ID, title	claims.resource_link
	Launch metadata	message type, version, target URI	claims.message_type, claims.target_link_uri
	Service endpoints	gradebook, names & roles	claims.ags_endpoint, claims.memberships_endpoint
	Custom	anything the platform adds	claims.custom, claims.extensions

The full launch result is Ltix.LaunchContext, which contains the claims
together with the matched registration and deployment.
Roles
Platforms send roles as URI strings. A user can have multiple roles
simultaneously, for example an instructor in the course and a
staff member at the institution.
Roles have three scopes.
	Context - course-level (instructor, learner, TA, content developer)
	Institution - org-level (faculty, student, staff, administrator)
	System - platform-level (system admin, account admin)

Ltix parses role URIs into Ltix.LaunchClaims.Role structs and
provides predicates like Role.instructor?/1 for authorization. See
Working with Roles for details.
Nonces
A nonce is a one-time-use random string that prevents replay attacks. The flow is as follows.
	During login, Ltix generates a nonce tied to the login's state and registration
	The nonce is included in the authorization request to the platform
	The platform returns it in the signed JWT
	During launch validation, Ltix checks the nonce against the state and calls your adapter to record it as used

If someone intercepts a JWT and tries to replay it, the nonce check fails because it was already used.
How Ltix fits in
Ltix handles the protocol (OIDC redirects, JWT parsing, signature
verification, claim validation). Your application handles the rest.
	Ltix's job	Your app's job
	Build the authorization redirect	Store the OIDC state in the session
	Validate the JWT signature and claims	Look up registrations and deployments
	Parse roles, context, resource links	Record used nonces
	Return structured launch data	Decide what to do with the launch



  

    Comparing Elixir LTI Libraries

Elixir's LTI ecosystem is small. If you need LTI 1.3 support, there are
two real options, Ltix and lti_1p3. This guide compares their design
philosophies so you can choose the right fit for your project.
Landscape
	Library	LTI version	Status	Hex downloads
	Ltix	1.3	Active	New
	lti_1p3	1.3	Active	~77,000
	lti	1.0 only	Unmaintained	~132,000 (legacy)
	plug_lti	1.x	Unmaintained	Not on Hex
	lightbulb	1.3	Active (Gleam, not Elixir)	~370

lti_1p3 comes from the
Simon Initiative at Carnegie Mellon University. It was generously
extracted from OLI Torus,
a large Phoenix/LiveView learning platform, and has been in production
since 2021. The same team maintains lightbulb, a Gleam LTI library
targeting the BEAM.
Ltix would not exist without lti_1p3. It was written after extensive
experience building tools on top of lti_1p3 and reflects lessons
learned about what a tool-focused LTI library could look like when
designed from scratch.
Different starting points
The libraries come from different contexts, which shaped their designs.
lti_1p3 was extracted from a production LMS. It supports both the
platform and tool sides of LTI, includes database-backed storage with
Ecto schemas, and reflects the needs of a large application that manages
its own registrations, JWKs, and platform instances.
Ltix was designed as a standalone library for tool developers. It
focuses on the tool side only, keeps storage abstract, and tries to
minimize the surface area a host app needs to implement.
Neither approach is wrong. They serve different audiences.
API comparison
Launch flow
Both libraries handle the three-step OIDC launch. The main difference
is how claims are returned.
Ltix parses claims into typed structs during validation.
{:ok, %{redirect_uri: url, state: state}} =
  Ltix.handle_login(params, launch_url)

{:ok, context} = Ltix.handle_callback(params, state)

context.claims.roles            #=> [%Role{type: :context, name: :instructor}]
context.claims.context.title    #=> "Intro to Elixir"
context.claims.target_link_uri  #=> "https://mytool.example.com/launch"
lti_1p3 returns the validated JWT as a map, preserving the
original claim URIs.
{:ok, state, redirect_url} =
  Lti_1p3.Tool.OidcLogin.oidc_login_redirect_url(params)

{:ok, claims} =
  Lti_1p3.Tool.LaunchValidation.validate(params, session_state)

claims["https://purl.imsglobal.org/spec/lti/claim/roles"]
#=> ["http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"]

claims["https://purl.imsglobal.org/spec/lti/claim/context"]["title"]
#=> "Intro to Elixir"
Storage
Ltix defines a single Ltix.StorageAdapter behaviour with three
callbacks for registration lookup, deployment lookup, and recording used
nonces. Two optional callbacks sign with your tool's key, so the
private key stays in your application or a key management service.
lti_1p3 provides three behaviours (DataProvider,
ToolDataProvider, PlatformDataProvider) with a broader callback
surface. This gives the host app more control over JWK lifecycle,
login hints, and platform instances. The companion package
lti_1p3_ecto_provider provides a ready-made Ecto implementation.
Error handling
Ltix uses Splode to define a
structured exception hierarchy. Errors are grouped into three classes
(:invalid, :security, :unknown) and most have a spec_ref field.
A single failure is returned as an error struct, and several
failures found at once are grouped in their class struct.
case Ltix.handle_callback(params, state) do
  {:ok, context} -> ...
  {:error, %{class: :security} = error} ->
    Logger.warning("Security: #{Exception.message(error)}")
end
lti_1p3 returns error maps with :reason and :msg keys.
case Lti_1p3.Tool.LaunchValidation.validate(params, state) do
  {:ok, claims} -> ...
  {:error, %{reason: :invalid_registration, msg: msg}} -> ...
end
Advantage services
Ltix wraps service authentication and queries behind an
authenticate-then-call pattern.
{:ok, client} = Ltix.MembershipsService.authenticate(context)
{:ok, roster} = Ltix.MembershipsService.list_members(client)
lti_1p3 provides separate modules for token acquisition and
service calls, giving more visibility into each step.
{:ok, token} = Lti_1p3.Tool.Services.AccessToken.fetch_access_token(
  registration, scopes, host
)
{:ok, members} = Lti_1p3.Tool.Services.NRPS.fetch_memberships(url, token)
Feature comparison
		Ltix	lti_1p3
	OIDC launch	Yes	Yes
	AGS	Yes	Yes
	NRPS	Yes	Yes
	Deep Linking	Yes	No
	Platform side	No (tool only)	Yes
	Ecto provider	No (you implement the adapter)	Yes (lti_1p3_ecto_provider)
	Test helpers	Yes (Ltix.Test)	In-memory provider

Dependencies
	Ltix	lti_1p3
	req	httpoison
	jose	joken
	splode	—
	zoi	—
	telemetry	—
	recase	—
	plug (optional)	—
	—	timex
	—	uuid
	jason (optional)	jason

Choosing between them
Ltix is a good fit when you are building a tool and want typed
claims, structured errors, and a small integration surface (three
required storage callbacks). It focuses on ergonomics and correctness for the
tool side of LTI.
lti_1p3 is a good fit when you need platform-side support, want
a ready-made Ecto storage layer, or prefer a library with several years
of production history. Its broader callback surface gives more control
over JWK lifecycle and platform management.
Next steps
	What is Ltix? - overview of Ltix's design
	Getting Started - integrate Ltix into a Phoenix app
	Ltix.StorageAdapter - the three required callbacks your app implements
	Error Handling - working with structured errors
	Advantage Services - OAuth and service calls
	Grade Service - posting scores and managing line items



  

    Threat Model

Ltix authenticates LTI launches and calls platform services for your tool. This guide covers who Ltix trusts, what it guarantees, and what is out of scope. A security report is a case where Ltix breaks one of these guarantees.
Trust
Ltix follows the trust model of the LTI specifications. Registering a platform is the decision to trust it. After that, Ltix accepts what the platform signs and what its services return, including the roles it assigns, the URLs in its launch claims, and the data in its responses.
Ltix also trusts your application's code and configuration, such as your storage adapter, claim parsers, role parsers, and options.
Everything else is untrusted.
	Party	Can	Can't
	Anyone on the internet	Send any request to your login and launch endpoints	Produce a token signed by a registered platform
	A user's browser	Change the requests it sends to your tool	Use another browser's login state
	An attacker on the network	Observe and change unencrypted traffic	Read or change HTTPS traffic between your tool and a platform
	A registered platform	Assert anything about its own users, courses, and deployments	Act as a different registration

Launches
A successful Ltix.handle_callback/3 means all of the following hold.
	Signature. The ID token is signed with RS256 by a key from the registration's key set URL. Ltix rejects every other algorithm and any token with critical header extensions.
	Registration. The token's issuer and audience match a registration your storage adapter returned. A token whose audience includes any other client isn't accepted.
	Expiry. The token hasn't expired and was issued within the last hour, allowing a few seconds of clock skew. Change the hour with the :max_token_age option.
	Browser. The launch arrived in the browser that started the login, for the registration that login found. The token's nonce has to match the state your application kept from Ltix.handle_login/3.
	Replay. The nonce hasn't been used before, as long as your storage adapter records each nonce once.
	Deployment. Your storage adapter returned a deployment for the token's deployment ID.

Ltix fetches a key set URL at most once every 30 seconds, however many launches arrive and whatever key IDs they have. A fetch retries a temporary failure up to three times. While a platform's key set URL is failing, launches for that platform return the error until 30 seconds have passed. The limit applies to each node separately.
Ltix rejects input only when authenticating the launch or doing what you asked depends on it. A launch with a malformed optional field still succeeds, and that field is left out.
Platform requests
Every request Ltix sends to a platform, for keys, tokens, or services, meets these rules.
	Addresses. Ltix connects only to public addresses. A request that would connect to a private network address or to your own machine returns Ltix.Errors.Security.LocalNetworkAccessDenied, whatever host name the URL uses. For a platform on your network or your machine, set local_network_access: :local or :loopback in your config or on the call.
	HTTPS. URLs have to be absolute HTTPS URLs without user information. HTTP is accepted only for loopback and local hosts. Disabling certificate verification returns an error.
	Redirects. Ltix follows a redirect only to the same scheme, host, and port.
	Pagination. Ltix follows a next page link only to the first page's origin, and returns an error when a link repeats a page.

Inspecting a Ltix.JWK, Ltix.OAuth.AccessToken, or Ltix.OAuth.Client hides the private key and the access token, so they stay out of logs and error reports.
Your application
These guarantees depend on what your application does. It keeps the login state in the user's session, records each nonce once, protects the routes it serves after a launch, and keeps its signing keys secret. Hardening Your Tool covers each step.
Out of scope
	A platform's own security, including a stolen platform signing key.
	An attacker who controls your application's server or its storage.
	Rate limiting your login and launch endpoints.

Reporting a vulnerability
Report vulnerabilities privately through GitHub's private vulnerability reporting on the Ltix repository, or by email to security@ltix.decoylex.com.
Next steps
	Hardening Your Tool - what your application has to do
	Concepts - how a launch works
	Storage Adapters - the callbacks your application implements



  

    Getting Started

This guide shows you how to add LTI 1.3 launch support to a Phoenix
application. By the end, your app will handle launches from Canvas,
Moodle, Blackboard, or any other LTI 1.3 platform. You'll also have a
clear list of what's left to get it production-ready.
You'll need an existing Phoenix app with Ecto. If you'd like to
understand the protocol before starting, read LTI Advantage
Concepts first.
Installation
Add the dependency
# mix.exs
defp deps do
  [
    {:ltix, "~> 0.2"}
  ]
end
Run mix deps.get to fetch the package.
Start the key set
Ltix verifies launches with each platform's public keys, which it gets from a key set. Add the key set to your supervision tree.
# lib/my_app/application.ex
children = [
  # ... your existing children (Repo, Endpoint, etc.)
  Ltix.JWT.KeySet
]
Set up key encryption
Your tool signs with private keys that you'll store in the database. Encrypt them there, so a database dump or a read-only breach doesn't expose your keys.
Use the encryption your app already has, or a key management service. If you have neither, we recommend Cloak. Follow its install guide to set up a vault and a binary field type. This guide calls that type MyApp.Encrypted.Binary.
Database schema
You need tables for four LTI concerns (signing keys, registrations,
deployments, and replay-prevention tokens) plus application tables for
users and courses. All the LTI schemas are under a MyApp.Lti context.
Migration
# priv/repo/migrations/XXXXXXXXXXXXXX_create_lti_tables.exs
defmodule MyApp.Repo.Migrations.CreateLtiTables do
  use Ecto.Migration

  def change do
    create table(:lti_jwks) do
      add :kid, :string, null: false
      add :public_key_pem, :text, null: false
      add :private_key_pem, :binary, null: false
      add :active, :boolean, default: true, null: false
      timestamps()
    end

    create unique_index(:lti_jwks, [:kid])

    create table(:lti_registrations) do
      add :issuer, :string, null: false
      add :client_id, :string, null: false
      add :auth_endpoint, :string, null: false
      add :jwks_uri, :string, null: false
      add :token_endpoint, :string
      add :jwk_id, references(:lti_jwks), null: false
      timestamps()
    end

    create unique_index(:lti_registrations, [:issuer, :client_id])

    create table(:lti_deployments) do
      add :deployment_id, :string, null: false
      add :registration_id, references(:lti_registrations), null: false
      timestamps()
    end

    create unique_index(:lti_deployments, [:deployment_id, :registration_id])

    create table(:lti_nonces, primary_key: false) do
      add :nonce, :string, primary_key: true
      add :expires_at, :utc_datetime, null: false
    end

    create table(:users) do
      add :lti_sub, :string, null: false
      add :name, :string
      add :email, :string
      add :registration_id, references(:lti_registrations), null: false
      timestamps()
    end

    create unique_index(:users, [:lti_sub, :registration_id])

    create table(:courses) do
      add :context_id, :string, null: false
      add :title, :string
      add :registration_id, references(:lti_registrations), null: false
      timestamps()
    end

    create unique_index(:courses, [:context_id, :registration_id])
  end
end
Run mix ecto.migrate.
Schemas
# lib/my_app/lti/jwk.ex
defmodule MyApp.Lti.Jwk do
  use Ecto.Schema

  schema "lti_jwks" do
    field :kid, :string
    field :public_key_pem, :string
    field :private_key_pem, MyApp.Encrypted.Binary, redact: true
    field :active, :boolean, default: true
    timestamps()
  end
end
The private key is encrypted in the database and left out of inspect. If you encrypt with something other than Cloak, use its field type in place of MyApp.Encrypted.Binary. The public key is stored next to it, so serving your key set never reads a private key.
# lib/my_app/lti/registration.ex
defmodule MyApp.Lti.Registration do
  use Ecto.Schema

  schema "lti_registrations" do
    field :issuer, :string
    field :client_id, :string
    field :auth_endpoint, :string
    field :jwks_uri, :string
    field :token_endpoint, :string
    belongs_to :jwk, MyApp.Lti.Jwk
    has_many :deployments, MyApp.Lti.Deployment
    timestamps()
  end
end

defimpl Ltix.Registerable, for: MyApp.Lti.Registration do
  def to_registration(registration) do
    Ltix.Registration.new(%{
      issuer: registration.issuer,
      client_id: registration.client_id,
      auth_endpoint: registration.auth_endpoint,
      jwks_uri: registration.jwks_uri,
      token_endpoint: registration.token_endpoint
    })
  end
end
# lib/my_app/lti/deployment.ex
defmodule MyApp.Lti.Deployment do
  use Ecto.Schema

  schema "lti_deployments" do
    field :deployment_id, :string
    belongs_to :registration, MyApp.Lti.Registration
    timestamps()
  end
end

defimpl Ltix.Deployable, for: MyApp.Lti.Deployment do
  def to_deployment(deployment) do
    Ltix.Deployment.new(deployment.deployment_id)
  end
end
# lib/my_app/lti/nonce.ex
defmodule MyApp.Lti.Nonce do
  use Ecto.Schema

  @primary_key {:nonce, :string, autogenerate: false}
  schema "lti_nonces" do
    field :expires_at, :utc_datetime
  end
end
# lib/my_app/user.ex
defmodule MyApp.User do
  use Ecto.Schema
  import Ecto.Changeset

  schema "users" do
    field :lti_sub, :string
    field :name, :string
    field :email, :string
    belongs_to :registration, MyApp.Lti.Registration
    timestamps()
  end

  def changeset(user, attrs) do
    user
    |> cast(attrs, [:lti_sub, :name, :email, :registration_id])
    |> validate_required([:lti_sub, :registration_id])
    |> unique_constraint([:lti_sub, :registration_id])
  end
end
# lib/my_app/course.ex
defmodule MyApp.Course do
  use Ecto.Schema
  import Ecto.Changeset

  schema "courses" do
    field :context_id, :string
    field :title, :string
    belongs_to :registration, MyApp.Lti.Registration
    timestamps()
  end

  def changeset(course, attrs) do
    course
    |> cast(attrs, [:context_id, :title, :registration_id])
    |> validate_required([:context_id, :registration_id])
    |> unique_constraint([:context_id, :registration_id])
  end
end
Context module
The MyApp.Lti context module handles persistence for launch data and
key management.
# lib/my_app/lti.ex
defmodule MyApp.Lti do
  alias MyApp.{Course, Repo, User}
  alias MyApp.Lti.{Deployment, Jwk, Nonce, Registration}

  import Ecto.Query

  def create_user!(%Ltix.LaunchContext{claims: claims, registration: registration}) do
    attrs = %{
      lti_sub: claims.subject,
      registration_id: registration.id,
      name: claims.name,
      email: claims.email
    }

    %User{}
    |> User.changeset(attrs)
    |> Repo.insert!(
      on_conflict: {:replace, [:name, :email, :updated_at]},
      conflict_target: [:lti_sub, :registration_id],
      returning: true
    )
  end

  def create_course!(%Ltix.LaunchContext{claims: claims, registration: registration}) do
    attrs = %{
      context_id: claims.context.id,
      registration_id: registration.id,
      title: claims.context.title
    }

    %Course{}
    |> Course.changeset(attrs)
    |> Repo.insert!(
      on_conflict: {:replace, [:title, :updated_at]},
      conflict_target: [:context_id, :registration_id],
      returning: true
    )
  end

  def create_jwk! do
    jwk = Ltix.JWK.generate()

    # Ecto's debug log prints query parameters, and the key is one of them.
    Repo.insert!(
      %Jwk{
        kid: jwk.kid,
        public_key_pem: jwk.public_key_pem,
        private_key_pem: jwk.private_key_pem
      },
      log: false
    )
  end

  def list_public_jwks do
    keys = Repo.all(from j in Jwk, where: j.active == true, select: {j.kid, j.public_key_pem})
    Enum.map(keys, fn {kid, pem} -> Ltix.JWK.new!(public_key_pem: pem, kid: kid) end)
  end

  # The platform left out client_id, so look up by issuer alone. An issuer
  # with several registrations is ambiguous and needs the client_id.
  def get_registration(issuer, nil) do
    case Repo.all(from r in Registration, where: r.issuer == ^issuer) do
      [registration] -> {:ok, registration}
      _none_or_several -> {:error, :not_found}
    end
  end

  def get_registration(issuer, client_id) do
    case Repo.get_by(Registration, issuer: issuer, client_id: client_id) do
      nil -> {:error, :not_found}
      registration -> {:ok, registration}
    end
  end

  def get_deployment(%Registration{id: registration_id}, deployment_id) do
    case Repo.get_by(Deployment, registration_id: registration_id, deployment_id: deployment_id) do
      nil -> {:error, :not_found}
      deployment -> {:ok, deployment}
    end
  end

  def validate_nonce(nonce, expires_at) do
    case Repo.insert_all(Nonce, [%{nonce: nonce, expires_at: expires_at}], on_conflict: :nothing) do
      {1, _} -> :ok
      {0, _} -> {:error, :nonce_already_used}
    end
  end

  def signing_key_id(%Registration{jwk_id: jwk_id}) do
    {:ok, Repo.get!(Jwk, jwk_id).kid}
  end

  def sign(key_id, message) do
    case Repo.get_by(Jwk, kid: key_id, active: true) do
      nil -> {:error, :unknown_key}
      jwk -> Ltix.JWK.sign(Ltix.JWK.new!(private_key_pem: jwk.private_key_pem, kid: jwk.kid), message)
    end
  end
end
Multitenancy
Where you draw tenant boundaries depends on your application. Two
approaches are common.
	Tenant per registration - each platform + client_id pair is a
tenant. This works well for cloud-hosted platforms like Canvas Cloud
or Schoology, where many institutions share a common issuer URL but
each institution gets its own client_id. The registration is your
natural tenant boundary.

	Tenant per deployment - a single registration can have multiple
deployments (e.g., a tool installed across departments). If you need
isolation within a single institution, use the deployment as your
tenant boundary instead.


The examples in this guide tenant on registration for simplicity.
Storage adapter
Ltix needs your application to look up registrations and deployments, to record used nonces (one-time values that prevent replayed launches), and to sign what your tool sends to platforms. You provide these through the Ltix.StorageAdapter behaviour.
# lib/my_app/lti/storage.ex
defmodule MyApp.Lti.Storage do
  @behaviour Ltix.StorageAdapter

  alias MyApp.Lti

  @impl true
  def get_registration(issuer, client_id, _opts), do: Lti.get_registration(issuer, client_id)

  @impl true
  def get_deployment(registration, deployment_id, _opts), do: Lti.get_deployment(registration, deployment_id)

  @impl true
  def validate_nonce(nonce, _registration, expires_at, _opts), do: Lti.validate_nonce(nonce, expires_at)

  @impl true
  def key_id(registration, _opts), do: Lti.signing_key_id(registration)

  @impl true
  def sign(_registration, key_id, message, _opts), do: Lti.sign(key_id, message)
end
The storage adapter is a thin wrapper that delegates to your context
module, where the actual queries are.
key_id/2 and sign/4 are optional. Ltix calls them to sign requests for Advantage services and deep linking responses, so a tool that only handles launches can leave them out.
Nil client_id
Older versions of some platforms may omit client_id from the login
request, in which case get_registration/3 receives nil as the
second argument. The issuer-only clause above handles that. See
Storage Adapters for details.
For more on nonce expiry, custom structs, and per-call adapter
overrides, see Storage Adapters.
Configuration
Set which storage adapter Ltix uses.
# config/config.exs
config :ltix,
  storage_adapter: MyApp.Lti.Storage
To override settings for a single call, pass options to the call. Ltix.handle_login/3 takes :storage_adapter and :storage_adapter_options. Ltix.handle_callback/3 takes :storage_adapter, :storage_adapter_options, :allow_anonymous, :max_token_age, :local_network_access, :req_options, :key_set, :claim_parsers, :role_parsers, and :clock_skew. See Ltix.handle_login/3 and Ltix.handle_callback/3 for what each option does.
Registering a platform
Before your tool can accept launches, you need to exchange configuration
with the platform. The 1EdTech specs leave this as an out-of-band
process. The platform gives you its URLs and a client ID, and you give
it your tool's launch URL and public key endpoint.
LTI Dynamic Registration
automates this exchange, but Ltix does not currently support it.
How you handle new registrations in your app is entirely up to you.
Some tools render a registration page when a launch arrives from an
unrecognized issuer/client_id pair. Others have an admin UI. For this
guide, we'll seed the data through IEx.
Generate a signing key
Your tool needs at least one RSA signing key to get started. Open IEx
and generate one.
$ iex -S mix

iex> alias MyApp.{Lti, Repo}

iex> jwk = Lti.create_jwk!()

For key rotation in production, see JWK Management.
Add a registration
Each platform you connect to needs a registration and at least one
deployment. Construct an Ltix.Registration before persisting to
validate that all the fields are correct and the launch will work.
iex> attrs = %{
...>   issuer: "https://canvas.example.edu",
...>   client_id: "10000000000042",
...>   auth_endpoint: "https://canvas.example.edu/api/lti/authorize_redirect",
...>   jwks_uri: "https://canvas.example.edu/api/lti/security/jwks",
...>   token_endpoint: "https://canvas.example.edu/login/oauth2/token"
...> }

iex> {:ok, _} = Ltix.Registration.new(attrs)
Once it passes validation, persist it.
iex> registration = Repo.insert!(%Lti.Registration{
...>   issuer: "https://canvas.example.edu",
...>   client_id: "10000000000042",
...>   auth_endpoint: "https://canvas.example.edu/api/lti/authorize_redirect",
...>   jwks_uri: "https://canvas.example.edu/api/lti/security/jwks",
...>   token_endpoint: "https://canvas.example.edu/login/oauth2/token",
...>   jwk_id: jwk.id
...> })

iex> Repo.insert!(%Lti.Deployment{
...>   deployment_id: "1",
...>   registration_id: registration.id
...> })
The exact URLs and IDs depend on your platform. Check your platform's
LTI developer documentation for where to find them.
Phoenix setup
Routes and pipeline
LTI launches differ from normal browser requests in two ways.
	Platforms POST directly to your tool, so CSRF protection must be
disabled on LTI routes.
	Launches typically happen inside an iframe on the platform, so
session cookies need SameSite=None, Secure, and Partitioned
to work in the third-party context.

Iframe strategy
Most LTI tools render inside the platform's iframe. If that's your
plan, configure SameSite=None and Partitioned on your session
cookie in the endpoint so it applies to all routes.
# lib/my_app_web/endpoint.ex

# Change your existing Plug.Session to:
plug Plug.Session,
  store: :cookie,
  key: "_my_app_key",
  signing_salt: "your-salt",
  same_site: "None",
  secure: true,
  extra: "Partitioned"
This is the simplest approach. Your entire app works in the iframe with a
single session cookie.
Partitioned gives the cookie a separate jar for each platform site that embeds your tool. Browsers that block third-party cookies still accept a partitioned one, so the session works inside the iframe in current versions of Chrome, Firefox, and Safari.
Iframe sessions
Without same_site: "None", the browser silently drops the session
cookie inside the iframe and your state check fails. This is the
most common source of "launch just silently fails" issues.
SameSite=None requires secure: true, which means HTTPS. You'll
need HTTPS in development too (e.g., via mix phx.gen.cert).
A partitioned cookie is only sent inside that platform's iframe. If
your tool opens itself in a new tab after the launch, the tab starts
without the session.
Three other approaches exist if rendering everything in an iframe doesn't
fit your app.
	New tab launches - set target to _blank in the platform's tool configuration. The launch opens a new browser tab, where browsers that block third-party cookies still accept yours. The platform still sends the launch as a cross-site POST, and browsers leave SameSite=Lax cookies off those, so the cookie that holds the login state still needs SameSite=None. This works well for apps with complex navigation that doesn't fit an iframe.

	Split rendering - serve a lightweight iframe view for the launch,
then link out to the full app in a new tab for deeper interaction.
This lets you keep SameSite=Lax on most routes while only the LTI
endpoints use SameSite=None.

	Platform storage - keep the login state in the platform's window, for browsers that block your cookie during the launch. See Keeping Login State in Platform Storage.


The examples below assume the iframe approach.
Routes
# lib/my_app_web/router.ex
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :lti_launch do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_flash
    # Override the default CSP to allow embedding. Adjust this if you want
    # to restrict which platforms can embed your tool.
    plug :put_secure_browser_headers, %{
      "content-security-policy" => "base-uri 'self'; frame-ancestors 'self' https:;"
    }
    # plug :protect_from_forgery <--- Omit this plug during the launch flow
    # since platforms POST directly to your tool.
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
  end

  pipeline :lti do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_flash
    plug :put_secure_browser_headers, %{
      "content-security-policy" => "base-uri 'self'; frame-ancestors 'self' https:;"
    }
    plug :protect_from_forgery
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
  end

  scope "/lti", MyAppWeb do
    pipe_through :lti_launch

    get "/login", LtiController, :login
    post "/login", LtiController, :login
    post "/launch", LtiController, :launch
  end

  # Platforms fetch your key set as JSON, so it needs no browser pipeline.
  scope "/lti", MyAppWeb do
    get "/jwks", LtiController, :jwks
  end

  scope "/lti", MyAppWeb do
    # Post-launch routes that require CSRF protection can go here with a different pipeline
    pipe_through :lti

    live "/dashboard", DashboardLive
  end

  # ... your other routes
end
Note two things about these pipelines.
	protect_from_forgery is omitted in the :lti_launch pipeline
because platforms POST directly to your tool. The LTI specification
provides for CSRF protection through the state and nonce
parameters, which Ltix validates for you. Past the launch, we
recommend enabling Phoenix's CSRF protection. This is done in the
:lti pipeline in the example above, but you can organize your
routes and pipelines however it makes sense for your app.
	put_secure_browser_headers overrides the default CSP to set
frame-ancestors 'self' https:, allowing any HTTPS origin to embed the
tool. Phoenix defaults to frame-ancestors 'self', which blocks
iframe embedding. If your tool has each platform's origin, you
could restrict frame-ancestors per tenant after launch, but the
login endpoint (and registration endpoint, if you implement dynamic
registration) must remain open. Whether the extra complexity is
worth it depends on your threat model.

Controller
# lib/my_app_web/controllers/lti_controller.ex
defmodule MyAppWeb.LtiController do
  use MyAppWeb, :controller

  alias MyApp.Lti

  require Logger

  def login(conn, params) do
    launch_url = url(conn, ~p"/lti/launch")

    case Ltix.handle_login(params, launch_url) do
      {:ok, %{redirect_uri: redirect_uri, state: state}} ->
        conn
        |> put_session(:lti_state, state)
        |> redirect(external: redirect_uri)

      {:error, error} ->
        launch_failed(conn, error)
    end
  end

  def launch(conn, params) do
    state = get_session(conn, :lti_state)

    case Ltix.handle_callback(params, state) do
      {:ok, context} ->
        user = Lti.create_user!(context)
        course = Lti.create_course!(context)

        conn
        |> delete_session(:lti_state)
        |> put_session(:user_id, user.id)
        |> put_session(:course_id, course.id)
        |> render(:launch, context: context, user: user, course: course)

      {:error, error} ->
        launch_failed(conn, error)
    end
  end

  def jwks(conn, _params) do
    json(conn, Ltix.JWK.to_jwks(Lti.list_public_jwks()))
  end

  # Error messages can include URLs and claim values, so they go to the
  # log, and the user sees a general message.
  defp launch_failed(conn, error) do
    Logger.warning("LTI launch failed: #{Exception.message(error)}")

    conn
    |> put_status(Ltix.Errors.status_code(error))
    |> render(:error, message: "The launch could not be completed.")
  end
end
The view module and templates follow.
# lib/my_app_web/controllers/lti_html.ex
defmodule MyAppWeb.LtiHTML do
  use MyAppWeb, :html

  embed_templates "lti_html/*"
end
<%!-- lib/my_app_web/controllers/lti_html/launch.html.heex --%>
<h1>Welcome, {@user.name}</h1>
<p>Course: {@course.title}</p>
<ul>
  <li :for={role <- @context.claims.roles}>{role.name}</li>
</ul>
<%!-- lib/my_app_web/controllers/lti_html/error.html.heex --%>
<h1>Launch failed</h1>
<p>{@message}</p>
The create-on-launch pattern shown here is common. It extracts the user
and course from the launch data, persists them, and sets up a session.
This particular setup aligns with the platform-centric approach described in the
Best Practices for LTI Assessment Tools.
If user accounts in your tool are separate from platform accounts (such as in
a standalone SaaS product), you might instead use a join table to link platform
users to your internal accounts. Use whatever account binding strategy works best
for your app.
For structured error matching (e.g., showing different messages for
security errors vs. invalid configuration), see
Error Handling.
Public key endpoint
The jwks action in the controller above serves your tool's public
keys as a JSON Web Key Set (JWKS). When you register your tool with a
platform, give it this URL (e.g., https://yourtool.com/lti/jwks).
The platform fetches your public keys from here to verify signed
requests from your tool during Advantage service calls (grades, roster,
etc.).
The endpoint serves the public keys stored with each signing key, so it never reads a private key. Include multiple keys during rotation so platforms can verify with either the current or previous key. See JWK Management for rotation strategies.
Next steps
You now have a working LTI launch. Here's what to do next before
going to production.
	Nonce cleanup - the nonces table grows with every launch. Add a periodic job (e.g., Oban) that deletes nonces past their expires_at. See Storage Adapters for an example.

	Key rotation - signing keys should be rotated periodically.
Serve both the old and new key from your public key endpoint during
the transition. See JWK Management.

	Hardening - CSRF protection after the launch, authorization from roles, redirect checks, and key handling. See Hardening Your Tool.

	Error handling - the controller above shows one general message.
Match on error classes to show users more helpful messages and choose
log levels. See Error Handling.

	Role-based authorization - decide what instructors, learners,
and TAs can do in your tool. See
Working with Roles.

	Grades and roster - send scores back to the LMS gradebook
and fetch class lists. See
Advantage Services.

	Tests - Ltix provides test helpers that simulate the full
launch flow without calling a real platform. See
Testing LTI Launches.




  

    Testing with the IMS Reference Implementation

The IMS LTI Reference Implementation
provides a free test platform you can launch from without needing access
to Canvas, Moodle, or Blackboard. This guide covers setting it up
with the tool you built with Ltix.
Before starting, complete the Getting Started guide
so you have a running tool with routes, a controller, and a storage adapter.
Create a platform
	Go to Manage Platforms and
click Add Platform
	Fill in a name, client ID (e.g. my-tool), and audience
	Generate keys at Generate Keys
and paste the public and private keys into the platform form
	Save the platform

Add a deployment
	View your platform and click Platform Keys
	Click Add Platform Key, give it a name and a deployment ID
(e.g. 1)
	Save and note the well-known/jwks URL on this page

Configure your storage adapter
Copy the values from the RI platform page into your storage adapter.
You need the following fields.
	RI Platform field	Storage field
	Issuer (shown on platform page)	Registration :issuer
	Client ID (what you entered)	Registration :client_id
	OIDC Auth URL	Registration :auth_endpoint
	well-known/jwks URL (from Platform Keys)	Registration :jwks_uri
	Deployment ID (from Platform Keys)	Deployment :deployment_id

Add a resource link
	View your platform and click Resource Links
	Fill in the form with these values.	Tool link url - https://localhost:4000/lti/launch
	Login initiation url - https://localhost:4000/lti/login


	Save

Add a course
	View your platform and click Courses
	Fill in a course name and save

Launch
	View your platform and click Resource Links
	Click Select User for Launch, then Launch with New User
	Scroll down and click Perform Launch

If everything is configured correctly, you'll see your launch page
with the parsed launch data (user info, roles, context, and resource
link).
Troubleshooting
If the launch fails without an error, check these common issues.
	Self-signed certificate not accepted. Visit https://localhost:4000
in your browser and accept the certificate warning before attempting a
launch. Otherwise the platform's redirect will fail without an error.
	Session cookie not sent. Make sure your endpoint uses
same_site: "None", secure: true, and extra: "Partitioned". See
Getting Started
for details.
	Mismatched issuer or client_id. Double-check that the values in
your storage adapter match the RI platform page exactly.

Known limitations of the reference implementation
The IMS Reference Implementation is useful for verifying a basic launch,
but it has significant bugs and gaps beyond that. Service endpoints
(AGS, NRPS) may return non-compliant responses, behave inconsistently,
or fail. Treat it as a smoke test for the OIDC login flow. For
thorough testing of Advantage Services, use a real LMS like Canvas or
Moodle. Even their sandbox environments will give you far more reliable
results.


  

    Storage Adapters

Ltix doesn't assume your database, ORM, or persistence strategy. Your
application manages all storage and provides lookups through the
Ltix.StorageAdapter behaviour. This guide covers what each callback
does, how to build a production-ready implementation with Ecto, and
common mistakes.
Callback overview
	Callback	When it's called	What it does
	get_registration/3	Login initiation and launch validation	Look up a platform by issuer and optional client_id
	get_deployment/3	Launch validation	Look up a deployment by registration and deployment_id
	validate_nonce/4	Launch validation	Record a nonce as used, and reject one already used
	key_id/2	Service authentication and deep linking responses	Return the ID of the key that signs for a registration
	sign/4	Service authentication and deep linking responses	Sign a message with that key

key_id/2 and sign/4 are optional. A tool that only handles launches doesn't need them.
The last argument of every callback is a keyword list of adapter options. It is [] when you pass none.
When storage fails, return {:error, reason} from any callback. The login or launch then returns {:error, %Ltix.Errors.Unknown.StorageError{}}, whose result is what the callback returned. A reason that is already an Ltix error is returned unchanged. Any other unexpected return value is also reported as a StorageError.
Registration lookups
@callback get_registration(
            issuer :: String.t(),
            client_id :: String.t() | nil,
            opts :: keyword()
          ) ::
            {:ok, Registerable.t()} | {:error, :not_found | term()}
Return any struct that implements Ltix.Registerable. The library
extracts the Ltix.Registration it needs via the protocol, and
your original struct is preserved in the Ltix.LaunchContext, so
you can access your own fields (database IDs, tenant info, etc.)
after a successful launch without an extra query.
Ltix calls get_registration/3 during login initiation with the login
request's issuer and client_id, and again during launch validation
with the ID Token's issuer and audience.
The client_id may be nil because some platforms don't include it in
the login initiation request. Your adapter must handle both cases.
def get_registration(issuer, nil, _opts) do
  case Repo.all(from r in PlatformRegistration, where: r.issuer == ^issuer) do
    [record] -> {:ok, record}
    _none_or_several -> {:error, :not_found}
  end
end

def get_registration(issuer, client_id, _opts) do
  case Repo.get_by(PlatformRegistration, issuer: issuer, client_id: client_id) do
    nil -> {:error, :not_found}
    record -> {:ok, record}
  end
end
Your Ecto schema implements Ltix.Registerable to map its fields. If a platform gives you an audience for token requests that differs from its token endpoint, store it and pass it as audience.
defimpl Ltix.Registerable, for: MyApp.Lti.PlatformRegistration do
  def to_registration(record) do
    Ltix.Registration.new(%{
      issuer: record.issuer,
      client_id: record.client_id,
      auth_endpoint: record.auth_endpoint,
      jwks_uri: record.jwks_uri,
      token_endpoint: record.token_endpoint
    })
  end
end
Ambiguous issuer-only lookups
If you support multiple registrations from the same issuer (different client_ids), an issuer-only lookup is ambiguous. A launch succeeds only for the registration the login found, so returning the first match fails launches for the others. Return {:error, :not_found} to require the platform to include client_id, as the example above does.
Deployment lookups
@callback get_deployment(
            registration :: Registerable.t(),
            deployment_id :: String.t(),
            opts :: keyword()
          ) ::
            {:ok, Deployable.t()} | {:error, :not_found | term()}
Return any struct that implements Ltix.Deployable. Like registrations,
your original struct is preserved in the Ltix.LaunchContext.
The registration parameter is the struct your get_registration/3 returned. The deployment_id is case-sensitive and assigned by the platform.
def get_deployment(%PlatformRegistration{id: registration_id}, deployment_id, _opts) do
  case Repo.get_by(PlatformDeployment,
         registration_id: registration_id,
         deployment_id: deployment_id
       ) do
    nil -> {:error, :not_found}
    record -> {:ok, record}
  end
end
defimpl Ltix.Deployable, for: MyApp.Lti.PlatformDeployment do
  def to_deployment(record) do
    Ltix.Deployment.new(record.deployment_id)
  end
end
Nonce management
Nonces prevent replayed launches. After Ltix verifies an ID token, it calls validate_nonce/4 with the token's nonce and the time the token expires. Record the nonce as used and return :ok, or return {:error, :nonce_already_used} if it's already recorded. Logins don't write anything to storage.
Recording has to be atomic, so only one of two launches with the same nonce succeeds. Keep each record until expires_at, then delete it.
In-memory (development)
use Agent

def start_link(_opts) do
  Agent.start_link(fn -> MapSet.new() end, name: __MODULE__)
end

@impl true
def validate_nonce(nonce, _registration, _expires_at, _opts) do
  Agent.get_and_update(__MODULE__, fn used ->
    if MapSet.member?(used, nonce),
      do: {{:error, :nonce_already_used}, used},
      else: {:ok, MapSet.put(used, nonce)}
  end)
end
Ecto (production)
A nonce table keyed by the nonce.
# Migration
create table(:lti_nonces, primary_key: false) do
  add :nonce, :string, primary_key: true
  add :expires_at, :utc_datetime, null: false
end
@impl true
def validate_nonce(nonce, _registration, expires_at, _opts) do
  case Repo.insert_all(LtiNonce, [%{nonce: nonce, expires_at: expires_at}], on_conflict: :nothing) do
    {1, _} -> :ok
    {0, _} -> {:error, :nonce_already_used}
  end
end
The insert is atomic. If two requests race with the same nonce, only one of them inserts a row.
Nonce expiry
Add a periodic cleanup job that deletes nonces past their expires_at.
Repo.delete_all(from n in LtiNonce, where: n.expires_at < ^DateTime.utc_now())
Signing
Ltix signs two things for your tool, the token requests for Advantage services and deep linking responses. It builds each JWT and calls your adapter to get the signature, so your private key stays wherever you keep it.
Both callbacks receive the registration struct you gave Ltix, either from get_registration/3 during a launch or as an argument to a function like Ltix.OAuth.authenticate/2. key_id/2 returns the ID of the key that signs for it. Platforms use that ID to find the public key in your key set. sign/4 receives the same ID with the message to sign.
For keys stored in your database, Ltix.JWK.sign/2 produces the signature.
@impl true
def key_id(%PlatformRegistration{signing_key_id: signing_key_id}, _opts) do
  {:ok, Repo.get!(SigningKey, signing_key_id).kid}
end

@impl true
def sign(_registration, key_id, message, _opts) do
  case Repo.get_by(SigningKey, kid: key_id) do
    nil -> {:error, :unknown_key}
    key -> Ltix.JWK.sign(Ltix.JWK.new!(private_key_pem: key.private_key_pem, kid: key.kid), message)
  end
end
For a key stored in a key management service, call the service from sign/4 and return {:ok, signature} with its RS256 (RSASSA-PKCS1-v1_5 with SHA-256) signature of the message.
Calling a service or building a deep linking response with an adapter that lacks these callbacks returns Ltix.Errors.Unknown.StorageError.
Putting it together
The following is a complete Ecto-backed adapter.
defmodule MyApp.LtiStorage do
  @behaviour Ltix.StorageAdapter

  import Ecto.Query
  alias MyApp.Repo
  alias MyApp.Lti.{LtiNonce, PlatformDeployment, PlatformRegistration}

  @impl true
  def get_registration(issuer, nil, _opts) do
    case Repo.all(from r in PlatformRegistration, where: r.issuer == ^issuer) do
      [record] -> {:ok, record}
      _none_or_several -> {:error, :not_found}
    end
  end

  def get_registration(issuer, client_id, _opts) do
    case Repo.get_by(PlatformRegistration, issuer: issuer, client_id: client_id) do
      nil -> {:error, :not_found}
      record -> {:ok, record}
    end
  end

  @impl true
  def get_deployment(%PlatformRegistration{id: registration_id}, deployment_id, _opts) do
    case Repo.get_by(PlatformDeployment,
           registration_id: registration_id,
           deployment_id: deployment_id
         ) do
      nil -> {:error, :not_found}
      record -> {:ok, record}
    end
  end

  @impl true
  def validate_nonce(nonce, _registration, expires_at, _opts) do
    case Repo.insert_all(LtiNonce, [%{nonce: nonce, expires_at: expires_at}], on_conflict: :nothing) do
      {1, _} -> :ok
      {0, _} -> {:error, :nonce_already_used}
    end
  end
end
The protocol implementations are defined for your Ecto schemas.
defimpl Ltix.Registerable, for: MyApp.Lti.PlatformRegistration do
  def to_registration(record) do
    Ltix.Registration.new(%{
      issuer: record.issuer,
      client_id: record.client_id,
      auth_endpoint: record.auth_endpoint,
      jwks_uri: record.jwks_uri,
      token_endpoint: record.token_endpoint
    })
  end
end

defimpl Ltix.Deployable, for: MyApp.Lti.PlatformDeployment do
  def to_deployment(record) do
    Ltix.Deployment.new(record.deployment_id)
  end
end
After a successful launch, context.registration is your
%PlatformRegistration{} and context.deployment is your
%PlatformDeployment{}, so you can access your own fields directly.
context.registration.id          #=> 42
context.registration.tenant_id   #=> 7
context.deployment.id            #=> 99
Testing your adapter
Use Ltix.Test.assert_storage_adapter!/2 to check registration and deployment lookups, returned records, nonce replay prevention, and signing. It returns :ok or raises ExUnit.AssertionError with the failing contract check.
Pass factories that persist the supplied registration and deployment details and return your application structs. Run against isolated test storage and clean up through your normal test setup.
test "storage adapter satisfies the contract" do
  parent = self()

  assert :ok = Ltix.Test.assert_storage_adapter!(MyApp.LtiStorage,
    registration: fn registration ->
      MyApp.Lti.create_registration!(Map.from_struct(registration))
    end,
    deployment: fn deployment, registration ->
      MyApp.Lti.create_deployment!(%{
        deployment_id: deployment.deployment_id,
        registration_id: registration.id
      })
    end,
    jwks: fn _registration -> MyApp.Lti.published_jwks() end,
    prepare_process: fn ->
      Ecto.Adapters.SQL.Sandbox.allow(MyApp.Repo, parent, self())
    end
  )
end
When your adapter has key_id/2 and sign/4, pass :jwks a function that returns the key set your JWKS endpoint serves. The check signs a message through your adapter and verifies it against the key in that key set whose ID key_id/2 returned. Leave :jwks out for an adapter without the signing callbacks.
Preserve the lookup identifiers supplied to your factories. If lookups preload associations or change metadata, pass registration_identity: & &1.id and deployment_identity: & &1.id, or projections suited to your records.
Omit :prepare_process when your adapter needs neither database sandbox access nor process-local setup. For adapters that auto-create deployments, pass auto_create_deployments: true and return distinct storage identities to check deployment ownership. See Ltix.Test.assert_storage_adapter!/2 for all options.
Adapter options
Pass :storage_adapter_options to give your adapter values from the request, such as a tenant. Every callback receives the list as its last argument.
def login(conn, params) do
  {:ok, %{redirect_uri: url, state: state}} =
    Ltix.handle_login(params, url(conn, ~p"/lti/launch"),
      storage_adapter_options: [tenant: conn.assigns.tenant]
    )

  conn
  |> put_session(:lti_state, state)
  |> redirect(external: url)
end
@impl true
def get_registration(issuer, client_id, opts) do
  case Repo.get_by(PlatformRegistration,
         tenant_id: opts[:tenant].id,
         issuer: issuer,
         client_id: client_id
       ) do
    nil -> {:error, :not_found}
    record -> {:ok, record}
  end
end
Ltix stores nothing between login and launch, so pass the same options to Ltix.handle_callback/3. Ltix.OAuth.authenticate/2, the service authenticate/2 functions, Ltix.OAuth.Client.from_access_token/2, and Ltix.DeepLinking.build_response/3 take the option too, and pass it to key_id/2 and sign/4. An Ltix.OAuth.Client keeps the options it was created with and uses them when it refreshes its token.
Deployment ID in registration lookups
Platforms usually send the deployment ID with the login request. When they do, get_registration/3 receives it as opts[:deployment_id], during login and again during the launch. Ltix has not verified it at that point. Use it to choose where to look. get_deployment/3 checks that the deployment exists.
To check an adapter that needs options, pass the same :storage_adapter_options to Ltix.Test.assert_storage_adapter!/2.
Per-call override
You can bypass the configured adapter for a specific call by passing
:storage_adapter in opts.
Ltix.handle_login(params, launch_url, storage_adapter: MyApp.TestStorage)
This is useful in tests or when different routes use different storage
backends.


  

    Upgrading to 0.2

Ltix 0.2 has 60 breaking changes. Each section of this guide describes the changes to one part of Ltix and what to change in your tool.
For every tool, read the sections on login and launch, the storage adapter, launch claims, the key set, and errors, platform requests, and tests. If your tool calls Advantage services or builds deep linking responses, also read the section on Advantage services.
Ltix 0.2 requires Elixir 1.17 or later.
# mix.exs
{:ltix, "~> 0.2"}
Compile with mix compile --warnings-as-errors while you upgrade. Without it, a storage adapter with the 0.1 callbacks compiles with only warnings.
Login and launch
Ltix rejects a token from a different login
In 0.1, Ltix checked that the state parameter matched the state in the session, and that your adapter had stored the token's nonce. It did not check that the nonce and the state came from the same login. Ltix accepted the token of one login with the state of another, and the two logins could be for different users or different registrations.
In 0.2, Ltix computes the nonce at login from the state and the registration that get_registration/3 returned. At launch, it computes the nonce again from the state in the session and the registration for the token, and returns NonceNotFound when the token's nonce is different.
A login that 0.1 handled has a random nonce, which 0.2 cannot compute from the state, so its launch returns NonceNotFound. A user who logged in before you deployed and launches after has to launch again from the platform.
What to change
Some platforms send no client_id in the login request. If your get_registration/3 returns the issuer's first registration when client_id is nil, Ltix computes the nonce from that registration, and a launch for any of the issuer's other registrations returns NonceNotFound. When client_id is nil and the issuer has more than one registration, return the one that has the deployment in opts[:deployment_id], or return {:error, :not_found}.
Ltix rejects a token an hour after its iat
In 0.1, Ltix accepted a token until its exp, and set no maximum on exp. To detect a replay, your adapter had to store the nonce until then.
In 0.2, Ltix accepts a token until its exp or an hour after its iat, whichever is earlier. After that, a launch returns TokenExpired. A launch returns MissingClaim when its token has no iat.
What to change
Check that your platforms send iat. To change the limit, set config :ltix, max_token_age: seconds, or pass :max_token_age to Ltix.handle_callback/3.
Keep the old behavior
Set max_token_age: :infinity. Ltix then accepts a token until its exp. A token still has to have iat.
Ltix rejects a token with iat or nbf in the future
In 0.1, Ltix did not check whether iat was in the future, and ignored nbf.
In 0.2, a launch returns TokenNotYetValid when its token's iat or nbf is more than 5 seconds in the future. A launch returns InvalidClaim when its token's nbf is not a number.
What to change
Keep your servers' clocks synchronized. If a platform's clock runs ahead of yours, pass a larger :clock_skew, in seconds, to Ltix.handle_callback/3.
Ltix rejects an aud list with other audiences
In 0.1, Ltix accepted an aud list that included your client_id and other values.
In 0.2, Ltix.handle_callback/3 returns AudienceMismatch for an aud list that includes any value other than your client_id.
What to change
Launch from each of your platforms, and check that Ltix.handle_callback/3 returns {:ok, context}.
Functions raise for an unknown option
In 0.1, functions ignored unknown options. Ltix ignored a misspelled option such as allow_anonymus: true and reported no error.
In 0.2, every function raises Ltix.Errors.Invalid.InvalidOption for an unknown option or an invalid option value.
What to change
Run your tests and fix each call that raises.
# 0.1
Ltix.handle_callback(params, state, allow_anonymus: true)
#=> {:error, %Ltix.Errors.Invalid.MissingClaim{claim: "sub"}}

# 0.2
Ltix.handle_callback(params, state, allow_anonymus: true)
#=> ** (Ltix.Errors.Invalid.InvalidOption) Option :allow_anonymus is unknown
Storage adapter
Ltix.StorageAdapter
	0.1	0.2
	get_registration/2	get_registration/3
	get_deployment/2	get_deployment/3
	store_nonce/2	removed
	validate_nonce/2	validate_nonce/4

Ltix.Registration
The tool_jwk field is removed.
Ltix.JWK
	0.1	0.2
	generate_key_pair/1, which returned two JOSE.JWK structs	generate/1, which returns one Ltix.JWK
	to_jwks/1 with a list of JOSE.JWK structs	to_jwks/1 with one Ltix.JWK or a list of them

Storage adapter callbacks receive your registration and opts
In 0.1, Ltix converted the struct your get_registration/2 returned to an Ltix.Registration, and passed that to get_deployment/2, store_nonce/2, and validate_nonce/2. Your adapter had to query for its own record again on every launch. Ltix called each callback with the issuer, client ID, or deployment ID, and you could not pass a callback any other value.
In 0.2, Ltix passes get_deployment/3 and validate_nonce/4 the struct your get_registration/3 returned. Every callback has opts as its last argument. opts is the keyword list you pass as :storage_adapter_options to Ltix.handle_login/3, Ltix.handle_callback/3, and the service functions, and [] when you pass none. In get_registration/3, Ltix adds :deployment_id to opts when the platform sent a deployment ID. Ltix has not verified that ID.
What to change
Add opts to every callback, and match on your own struct in get_deployment/3 and validate_nonce/4.
# 0.1
@impl true
def get_registration(issuer, client_id) do
  fetch(PlatformRegistration, issuer: issuer, client_id: client_id)
end

@impl true
def get_deployment(%Ltix.Registration{issuer: issuer, client_id: client_id}, deployment_id) do
  registration = Repo.get_by!(PlatformRegistration, issuer: issuer, client_id: client_id)
  fetch(PlatformDeployment, registration_id: registration.id, deployment_id: deployment_id)
end

# 0.2
@impl true
def get_registration(issuer, client_id, _opts) do
  fetch(PlatformRegistration, issuer: issuer, client_id: client_id)
end

@impl true
def get_deployment(%PlatformRegistration{id: registration_id}, deployment_id, _opts) do
  fetch(PlatformDeployment, registration_id: registration_id, deployment_id: deployment_id)
end
See Storage Adapters for a complete adapter and how to use opts.
Your adapter records a nonce at launch
In 0.1, Ltix called store_nonce/2 on every login, before it had verified anything. Anyone who knew the issuer of one of your registrations could add rows to your nonce table without limit.
In 0.2, Ltix stores nothing at login. At launch, it calls validate_nonce/4 after it has verified the token and compared the token's nonce with the one it computes from the session's state.
What to change
Delete store_nonce/2. In validate_nonce/4, insert the nonce and return :ok. Return {:error, :nonce_already_used} when the table already has the nonce. expires_at is when Ltix stops accepting the token, which is its exp or max_token_age after its iat, whichever is earlier. Delete rows whose expires_at has passed.
# 0.1
@impl true
def store_nonce(nonce, _registration) do
  Repo.insert!(%LtiNonce{nonce: nonce})
  :ok
end

@impl true
def validate_nonce(nonce, _registration) do
  case Repo.delete_all(from n in LtiNonce, where: n.nonce == ^nonce) do
    {1, _} -> :ok
    {0, _} -> {:error, :nonce_not_found}
  end
end

# 0.2
@impl true
def validate_nonce(nonce, _registration, expires_at, _opts) do
  case Repo.insert_all(LtiNonce, [%{nonce: nonce, expires_at: expires_at}], on_conflict: :nothing) do
    {1, _} -> :ok
    {0, _} -> {:error, :nonce_already_used}
  end
end
Empty the nonce table, add expires_at, and add a unique index on the nonce. With the index, insert_all/3 returns {0, _} for a nonce the table already has.
def change do
  execute "DELETE FROM lti_nonces", "DELETE FROM lti_nonces"

  alter table(:lti_nonces) do
    add :expires_at, :utc_datetime, null: false
  end

  create unique_index(:lti_nonces, [:nonce])
end
Logins and launches return StorageError for a storage failure
In 0.1, Ltix raised CaseClauseError when a callback returned a value it did not expect, such as {:error, :timeout}. It also accepted a deployment from get_deployment/2 whose deployment_id was different from the one in the token.
In 0.2, the login or launch returns Ltix.Errors.Unknown.StorageError in both cases. Its result field has the value your callback returned.
What to change
Return {:error, reason} from a callback when storage fails, and handle StorageError where you handle launch errors.
Registrations have no signing key
In 0.1, the registration's tool_jwk field had your private key. Every Ltix.LaunchContext and Ltix.OAuth.Client includes the registration, so in 0.1 each one included the key. If you stored a launch context in a Phoenix cookie session, Phoenix sent the key to the browser, because a cookie session is signed and unencrypted by default. Anyone with the key could act as your tool.
In 0.2, Ltix.Registration has no tool_jwk field, and Ltix.Registration.new/1 returns InvalidField when you pass it.
What to change
Delete tool_jwk from your Ltix.Registerable implementation.
# 0.1
Ltix.Registration.new(%{
  issuer: record.issuer,
  client_id: record.client_id,
  auth_endpoint: record.auth_endpoint,
  jwks_uri: record.jwks_uri,
  token_endpoint: record.token_endpoint,
  tool_jwk: record.tool_jwk
})

# 0.2
Ltix.Registration.new(%{
  issuer: record.issuer,
  client_id: record.client_id,
  auth_endpoint: record.auth_endpoint,
  jwks_uri: record.jwks_uri,
  token_endpoint: record.token_endpoint
})
Your storage adapter signs each JWT
In 0.1, Ltix signed with the key in the registration. Your application loaded the private key on every login and launch and kept it unencrypted in memory, even if you stored it in a key management service.
In 0.2, Ltix builds each JWT and calls your adapter for the signature.
What to change
Add key_id/2 and sign/4 to your adapter if your tool calls Advantage services or builds deep linking responses.
	In key_id/2, return {:ok, kid} for the key to sign with. Ltix puts the kid in the JWT header, and the platform uses it to find the public key in your key set.
	In sign/4, sign message with the key that has key_id. Return {:error, reason} when you have no key with that ID.

Ltix passes both callbacks the registration struct you gave it. When you call authenticate/2 with a registration, pass the struct your get_registration/3 returns. In 0.1, authenticate/2 took an Ltix.Registration.
A key is an Ltix.JWK struct with kid, public_key_pem, and private_key_pem. Ltix.JWK.new/1 builds one from a PEM, a DER binary, or a JWK map, and the private key is optional. If you followed the 0.1 JWK Management cookbook, you stored each key as JWK JSON. Decode the JSON and pass the map as :private_jwk. The Ltix.JWK has the kid from the JSON. Keep each key's kid, because platforms cache your key set. to_jwks/1 accepts keys that have no private key.
# 0.1
{private, _public} = Ltix.JWK.generate_key_pair()

def to_registration(record) do
  tool_jwk = record.private_jwk |> JSON.decode!() |> JOSE.JWK.from_map()
  Ltix.Registration.new(%{issuer: record.issuer, ..., tool_jwk: tool_jwk})
end

def jwks(conn, _params) do
  json(conn, Ltix.JWK.to_jwks(MyApp.Lti.list_private_jwks()))
end

# 0.2
jwk = Ltix.JWK.generate()

@impl true
def key_id(%PlatformRegistration{} = registration, _opts) do
  {:ok, MyApp.Lti.signing_key(registration).kid}
end

@impl true
def sign(_registration, key_id, message, _opts) do
  case MyApp.Lti.get_key(key_id) do
    nil -> {:error, :unknown_key}
    key -> Ltix.JWK.sign(Ltix.JWK.new!(private_jwk: JSON.decode!(key.private_jwk)), message)
  end
end

def jwks(conn, _params) do
  json(conn, Ltix.JWK.to_jwks(MyApp.Lti.list_public_jwks()))
end
See JWK Management for storing and rotating signing keys.
generate/1 creates 4096-bit keys by default. 0.1 created 2048-bit keys.
Keep the old behavior
Pass key_size: 2048 to generate/1, or set config :ltix, default_key_size: 2048.
Launch claims
Ltix.LaunchClaims
	0.1	0.2
	Ltix.LaunchClaims.AgsEndpoint	Ltix.LaunchClaims.AGSEndpoint
	Ltix.LaunchClaims.Lis	Ltix.LaunchClaims.LIS
	AgsEndpoint.scope	AGSEndpoint.scopes
	AgsEndpoint.lineitems	AGSEndpoint.line_items
	AgsEndpoint.lineitem	AGSEndpoint.line_item
	Lis.person_sourcedid	LIS.person_source_id
	Lis.course_offering_sourcedid	LIS.course_offering_source_id
	Lis.course_section_sourcedid	LIS.course_section_source_id
	DeepLinkingSettings.accept_lineitem	DeepLinkingSettings.accept_line_item

Ltix checks the type of each claim
In 0.1, Ltix did not check the type of a claim. When a platform sent a number as name, context.claims.name was that number.
In 0.2, Ltix.handle_callback/3 returns InvalidClaim when a required claim has the wrong type. It sets an optional claim that has the wrong type to nil.
What to change
Launch from each of your platforms. Check that Ltix.handle_callback/3 returns {:ok, context} and that the claims your tool reads are not nil.
Role.administrator?/1 returns true for an institution administrator
In 0.1, Role.administrator?/1 returned true for a course administrator and false for an institution administrator. Role.from_atom(:administrator) returned an institution administrator, so Role.administrator?([Role.from_atom(:administrator)]) returned false.
In 0.2, administrator?/1 returns true for an institution administrator, and context_administrator?/1 returns true for a course administrator.
What to change
Call Role.context_administrator?/1 where your code checks for a course administrator.
# 0.1
Role.administrator?(context.claims.roles)

# 0.2
Role.context_administrator?(context.claims.roles)
Key set
Ltix.JWT.KeySet
Ltix.JWT.KeySet.Cache, Ltix.JWT.KeySet.EtsCache, Ltix.JWT.KeySet.CachexCache, and the :jwks_cache setting are removed. get_key/3 returns an Ltix.JWK. In 0.1 it returned a JOSE.JWK.
Your application starts the key set
In 0.1, when a token's key ID was not among a platform's cached keys, Ltix deleted the cached keys and fetched them again. Ltix reads the key ID before it checks the signature, so it did this for forged tokens too. Anyone could post forged launches, and Ltix sent the platform one request for each.
In 0.2, Ltix.JWT.KeySet is a process that fetches each key set URL at most once every 30 seconds on each node. A launch raises KeySetNotStarted when the process is not running.
What to change
Add Ltix.JWT.KeySet to your supervision tree. If you configured :jwks_cache in 0.1, delete the setting, the cache module, and any Cachex child you started for it.
# 0.1
children = [
  MyApp.Repo,
  MyAppWeb.Endpoint
]

# 0.2
children = [
  MyApp.Repo,
  Ltix.JWT.KeySet,
  MyAppWeb.Endpoint
]
Advantage services
Ltix.GradeService
	0.1	0.2
	get_results/2	list_results/2
	delete_line_item(client, line_item)	delete_line_item(client, line_item: line_item)
	Score.to_json/1	Score.to_map/1
	LineItem.to_json/1	LineItem.to_map/1

Ltix.MembershipsService
	0.1	0.2
	get_members/2	list_members/2
	Member.lis_person_sourcedid	Member.lis_person_source_id
	Member.lti11_legacy_user_id	Member.lti_1_1_legacy_user_id

Ltix.DeepLinking
	0.1	0.2
	Ltix.DeepLinking.ContentItem.LtiResourceLink	Ltix.DeepLinking.ContentItem.LTIResourceLink
	Ltix.DeepLinking.ContentItem.HtmlFragment	Ltix.DeepLinking.ContentItem.HTMLFragment
	build_response/3 with :msg	build_response/3 with :message
	ContentItem.to_json/1	ContentItem.to_map/1
	ContentItem.item_type/1	removed

Ltix.OAuth.Client
	0.1	0.2
	client.access_token	client.token.access_token
	client.expires_at	client.token.expires_at
	client.scopes	client.token.granted_scopes
	refresh/1, which always requested a token	force_refresh/1

AccessToken.granted_scopes is a MapSet. In 0.1 it was a list.
AGSEndpoint.new/1 requires the scopes
In 0.1, you built a grade endpoint outside a launch as an %AgsEndpoint{} struct. When you left out scope, Ltix requested a token with no scopes, and post_score/3 returned ScopeMismatch.
In 0.2, AGSEndpoint.new/1 returns InvalidField when you leave out :scopes. MembershipsEndpoint.new/1 returns {:ok, endpoint}. In 0.1 it returned the endpoint.
What to change
Build endpoints with AGSEndpoint.new/1 and MembershipsEndpoint.new/1. Save context.claims.ags_endpoint.scopes from the launch when you save its URLs.
# 0.1
endpoint = %AgsEndpoint{lineitems: url, scope: scopes}
memberships = MembershipsEndpoint.new(memberships_url)

# 0.2
endpoint = AGSEndpoint.new!(line_items: url, scopes: scopes)
memberships = MembershipsEndpoint.new!(memberships_url)
Dates are DateTime values
In 0.1, dates in content items, line items, and score submissions were strings. Ltix did not check that a string was an ISO 8601 date before it sent the string to the platform.
In 0.2, each of these fields takes a DateTime, and Ltix sends it as an ISO 8601 string. The constructor returns InvalidField for a string.
What to change
Pass a DateTime for line item start and end dates, the times in a score's :submission, a file content item's expires_at, and a resource link's :available and :submission windows.
# 0.1
Score.new(user_id: id, submission: %{submitted_at: "2026-03-01T12:00:00Z"}, ...)

# 0.2
Score.new(user_id: id, submission: %{submitted_at: ~U[2026-03-01 12:00:00Z]}, ...)
List functions return an error above 10,000 entries
In 0.1, get_results/2 and list_line_items/2 fetched every page into one list, with no limit on its size.
In 0.2, list_results/2 and list_line_items/2 return CollectionTooLarge above 10,000 entries. get_members/2 had that limit in 0.1.
What to change
Stream a large collection with stream_line_items/2 or stream_results/2.
Keep the old behavior
Pass max_results: :infinity to list_results/2, or max_line_items: :infinity to list_line_items/2.
delete_line_item/2 takes the line item as an option
In 0.1, a line item was an option to post_score/3 and the second argument of delete_line_item/3. delete_line_item/3 raised FunctionClauseError for a line item without an id.
In 0.2, delete_line_item/2 takes the :line_item option, and returns MissingLineItemId for a line item without an id.
What to change
Pass the line item as :line_item.
# 0.1
:ok = GradeService.delete_line_item(client, line_item)

# 0.2
:ok = GradeService.delete_line_item(client, line_item: line_item)
from_access_token/2 and with_endpoints/2 accept a token with fewer scopes than you requested
A platform can grant fewer scopes than you request. In 0.1, authenticate/2 accepted a token with fewer scopes, and from_access_token/2 and with_endpoints/2 returned ScopeMismatch for the same token. You could not rebuild a client from a token that authenticate/2 had accepted and you had cached.
In 0.2, authenticate/2, from_access_token/2, and with_endpoints/2 all accept a token with fewer scopes. Each service call returns ScopeMismatch when the token does not have the scope for that call.
What to change
If your code handled ScopeMismatch from from_access_token/2 or with_endpoints/2, handle it from the service calls.
Keep the old behavior
Pass require_all_scopes: true to authenticate/2, from_access_token/2, or with_endpoints/3. The function returns ScopeMismatch for a token with fewer scopes.
access_token, expires_at, and scopes are removed from Ltix.OAuth.Client
In 0.1, Ltix.OAuth.Client had access_token, expires_at, and scopes fields, with values copied from the AccessToken. To cache the token, you had to build an AccessToken from those fields.
In 0.2, the three fields are removed, and client.token is the AccessToken.
What to change
Read the values from client.token, and cache client.token. To store it in a database or an external cache, store AccessToken.to_map(client.token) and read it with AccessToken.from_map/1.
# 0.1
client.access_token
client.expires_at
client.scopes

# 0.2
client.token.access_token
client.token.expires_at
client.token.granted_scopes
refresh/1 returns the client unchanged until its token has expired
In 0.1, refresh/1 requested a token every time you called it.
In 0.2, refresh/1 returns the client unchanged when its token has not expired. force_refresh/1 requests a token every time.
What to change
Call force_refresh/1 where you need a new token before the current one expires.
# 0.1
client = Client.refresh!(client)

# 0.2
client = Client.force_refresh!(client)
build_response/3 checks more of the platform's settings
In 0.1, build_response/3 checked items against the platform's accept_types, accept_multiple, and accept_lineitem settings. It did not check accept_presentation_document_targets or accept_media_types. It also checked an item's type before it merged the item's extensions, so extensions: %{"type" => "image"} replaced the type after the check.
In 0.2, build_response/3 also returns PresentationTargetNotAccepted for an item that accept_presentation_document_targets excludes, and MediaTypeNotAccepted for one that accept_media_types excludes. A content item constructor returns InvalidField for an extension key that has the name of a standard field. build_response/3 reads each item's type from the map that to_map/1 returns, and the Ltix.DeepLinking.ContentItem protocol has no item_type/1.
What to change
Rename :msg to :message. In your own Ltix.DeepLinking.ContentItem implementations, rename to_json/1 to to_map/1 and delete item_type/1.
# 0.1
DeepLinking.build_response(context, items, msg: "Saved")

defimpl Ltix.DeepLinking.ContentItem, for: MyApp.ProctoredExam do
  def item_type(_item), do: "https://myapp.example.com/proctored_exam"
  def to_json(item), do: %{"type" => "https://myapp.example.com/proctored_exam", "id" => item.id}
end

# 0.2
DeepLinking.build_response(context, items, message: "Saved")

defimpl Ltix.DeepLinking.ContentItem, for: MyApp.ProctoredExam do
  def to_map(item), do: %{"type" => "https://myapp.example.com/proctored_exam", "id" => item.id}
end
Errors, platform requests, and tests
Ltix.Errors
	0.1	0.2
	Ltix.Errors.Invalid.InvalidJson	Ltix.Errors.Invalid.InvalidJSON
	Ltix.Errors.Invalid.RosterTooLarge	Ltix.Errors.Invalid.CollectionTooLarge
	ScopeMismatch with a scope string	ScopeMismatch with a scopes list

See Error Handling for every error and its fields.
Every expected failure is an Ltix error
0.1 had two problems.
	Some functions returned a %Zoi.ParseError{}, an ArgumentError, a Req exception, or a string. Code that matched on Ltix errors did not match these.
	handle_callback/3 returned a missing required claim as %MissingClaim{}, and a missing field inside a claim as %Ltix.Errors.Invalid{errors: [%MissingClaim{}]}. A match on %MissingClaim{} did not match the second form.

0.2 makes these changes.
	A constructor returns Ltix.Errors.Invalid.InvalidField for an unknown, missing, or invalid field. Each constructor has a new!/1.
	A function that finds one error returns it. A function that finds several returns an error class struct with them in errors, such as %Ltix.Errors.Invalid{errors: [...]}.
	A request that gets a 401 or 403 from a platform returns Ltix.Errors.Security.AccessDenied. In 0.1, it returned TransportError.

What to change
Update each place you match on one of these errors.
# 0.1
{:error, %Ltix.Errors.Invalid{errors: [%Ltix.Errors.Invalid.MissingClaim{}]}} = LaunchClaims.from_json(claims)
{:error, %ArgumentError{}} = Score.new(score_given: 5, ...)
{:error, %Ltix.Errors.Invalid.MissingClaim{}} = Ltix.Deployment.new("")
{:error, %Ltix.Errors.Unknown.TransportError{status: 403}} = MembershipsService.get_members(client)
{:error, %Req.TransportError{}} = Ltix.OAuth.authenticate(registration, endpoints: endpoints)
{:error, "bad claim"} = Ltix.handle_callback(params, state, claim_parsers: parsers)

# 0.2
{:error, %Ltix.Errors.Invalid.MissingClaim{}} = LaunchClaims.from_json(claims)
{:error, %Ltix.Errors.Invalid.InvalidField{}} = Score.new(score_given: 5, ...)
{:error, %Ltix.Errors.Invalid.InvalidField{}} = Ltix.Deployment.new("")
{:error, %Ltix.Errors.Security.AccessDenied{status: 403}} = MembershipsService.list_members(client)
{:error, %Ltix.Errors.Unknown.TransportError{}} = Ltix.OAuth.authenticate(registration, endpoints: endpoints)
{:error, %Ltix.Errors.Invalid.InvalidClaim{}} = Ltix.handle_callback(params, state, claim_parsers: parsers)
Ltix sends requests only to public HTTPS addresses
In 0.1, Ltix sent requests to any URL a platform supplied. A key set URL, service URL, or pagination link could be an address on your internal network, and Ltix requested it. For an http:// service URL, Ltix sent your access token unencrypted.
In 0.2, Ltix sends requests only over HTTPS and only to public addresses. It follows a redirect or pagination link only to the scheme, host, and port of the first request. A request with verify: :verify_none in its :req_options returns an error.
What to change
A platform on the public internet needs no change. For a platform on your network or your machine, set :local_network_access in config :ltix or as an option to one call. With :local, Ltix also sends requests to private network addresses. With :loopback, it also sends them to loopback addresses. Ltix accepts an http:// URL only for a private or loopback address.
# 0.1
Ltix.handle_callback(params, state)

# 0.2, for a platform on a private network address
Ltix.handle_callback(params, state, local_network_access: :local)
:finch, :adapter, :unix_socket, and proxy settings in :req_options need local_network_access: :loopback, because Ltix cannot check the addresses they connect to.
Ltix.Test
	0.1	0.2
	mint_id_token/3	sign_id_token/3
	valid_lti_claims(overrides)	valid_lti_claims(platform, overrides)
	login_opts/1, callback_opts/1	removed
	generate_rsa_key_pair/0	Ltix.JWK.generate/1
	build_jwks/1	Ltix.JWK.to_jwks/1
	platform.private_key, platform.kid	platform.jwk
	platform.jwks	Ltix.JWK.to_jwks(platform.jwk)
	verify_deep_linking_response/2 returning {:error, :signature_invalid}	verify_deep_linking_response/2 returning {:error, %Ltix.Errors.Security.SignatureInvalid{}}

Ltix calls your storage adapter in tests
In 0.1, Ltix.Test.setup_platform!/1 started an in-memory storage adapter, and login_opts/1 and callback_opts/1 returned options that made Ltix call it. Ltix did not call your own adapter in tests. valid_lti_claims/1 used a fixed issuer and client ID, so launches with its tokens failed for a platform created with a different issuer or client ID. launch_params/2 and build_launch_context/2 had different default roles, and each ignored some options the other accepted.
In 0.2, setup_platform!/1 creates the platform's keys, registration, and deployment, and Ltix calls the :storage_adapter in your test config. launch_params/2 and build_launch_context/2 take the same options, default to the instructor role, and raise InvalidOption for an unknown option.
What to change
	Add :plug to your test dependencies and set config :ltix, req_options: [plug: {Req.Test, :ltix}]. Ltix then sends each request to the Req.Test stub named after the module that makes the request, such as Ltix.GradeService. Ltix ignores the :ltix name.
	Pass setup_platform!/1 a :registration function and a :deployment function that create the records in your storage.
	Pass setup_platform!/1 the key your adapter signs with as :tool_jwk. verify_deep_linking_response/2 checks the signature with that key.
	Start Ltix.JWT.KeySet before you call setup_platform!/1.

# 0.1
platform = Ltix.Test.setup_platform!()
Ltix.handle_login(params, launch_url, Ltix.Test.login_opts(platform))

claims = Ltix.Test.valid_lti_claims(%{"nonce" => nonce})
token = Ltix.Test.mint_id_token(claims, platform.private_key, kid: platform.kid)
jwks = platform.jwks

Ltix.Test.build_launch_context(platform,
  ags_endpoint: %{lineitems: url, scope: scopes},
  memberships_endpoint: %{url: memberships_url}
)

# 0.2
# config/test.exs
config :ltix, req_options: [plug: {Req.Test, :ltix}]

platform =
  Ltix.Test.setup_platform!(
    registration: fn registration ->
      MyApp.Lti.create_registration!(Map.from_struct(registration))
    end,
    deployment: fn deployment, registration ->
      MyApp.Lti.create_deployment!(%{
        deployment_id: deployment.deployment_id,
        registration_id: registration.id
      })
    end,
    tool_jwk: MyApp.Lti.create_key!()
  )

Ltix.handle_login(params, launch_url)

claims = Ltix.Test.valid_lti_claims(platform, %{"nonce" => nonce})
token = Ltix.Test.sign_id_token(claims, platform.jwk)
jwks = Ltix.JWK.to_jwks(platform.jwk)

Ltix.Test.build_launch_context(platform,
  ags_endpoint: %{line_items: url, scopes: scopes},
  memberships_endpoint: %{context_memberships_url: memberships_url}
)
Check your adapter with Ltix.Test.assert_storage_adapter!/2. See Testing LTI Launches.
Keep the old behavior
To use the in-memory adapter, set config :ltix, storage_adapter: Ltix.Test.StorageAdapter, start it with Ltix.Test.StorageAdapter.start_link(platforms: [platform]), and pass the pid to Ltix.Test.StorageAdapter.set_pid/1 in the test process.
Next steps
	Storage Adapters for a complete adapter and how to use opts
	JWK Management for storing and rotating signing keys
	Threat Model for the attacks Ltix defends against
	Hardening Your Tool for what your application has to do



  

    Working with Roles

LTI platforms send role URIs in the launch JWT. Ltix parses these into
structured %Role{} structs with predicates and filters for
authorization logic. Most tools just need the predicates in the next
section.
Checking roles
The most common check is "is this user an instructor or a learner?"
alias Ltix.LaunchClaims.Role

Role.instructor?(context.claims.roles)
Role.learner?(context.claims.roles)
Role.administrator?(context.claims.roles)
Role.context_administrator?(context.claims.roles)
Role.content_developer?(context.claims.roles)
Role.mentor?(context.claims.roles)
Role.teaching_assistant?(context.claims.roles)
Predicates match on the role name, including sub-roles. So
instructor?/1 returns true for both a principal Instructor and
an Instructor#TeachingAssistant. To check for only the principal role,
see Sub-roles below.
administrator?/1 checks for the institution administrator. The other predicates, including context_administrator?/1, check context roles. Use has_role?/4 for other checks.
Roles in launch claims
After a successful launch, roles are available on the claims struct.
{:ok, context} = Ltix.handle_callback(params, state)

context.claims.roles
#=> [%Role{type: :context, name: :instructor, ...}]

context.claims.unrecognized_roles
#=> ["http://example.com/custom-role"]
Recognized role URIs become %Role{} structs. Anything the parser
doesn't recognize goes into unrecognized_roles as raw URI strings.
Building authorization logic
The following is a typical pattern for an LTI tool.
defmodule MyAppWeb.LtiAuth do
  alias Ltix.LaunchClaims.Role

  def authorize(context) do
    roles = context.claims.roles

    cond do
      Role.administrator?(roles) -> :admin
      Role.teaching_assistant?(roles) -> :ta
      Role.instructor?(roles) -> :instructor
      Role.learner?(roles) -> :learner
      true -> :observer
    end
  end
end
Use the result to control access in your controller.
def launch(conn, params) do
  {:ok, context} = Ltix.handle_callback(params, get_session(conn, :lti_state))
  role = MyAppWeb.LtiAuth.authorize(context)

  conn
  |> put_session(:lti_role, role)
  |> put_session(:lti_user_id, context.claims.subject)
  |> redirect(to: dashboard_path(role))
end

defp dashboard_path(:admin), do: ~p"/admin"
defp dashboard_path(:instructor), do: ~p"/manage"
defp dashboard_path(_), do: ~p"/learn"
Role types
Every role has a type that determines its scope. A single launch can
include roles from any combination of these types. Which types matter
depends on what your tool does.
	A course-level tool (quiz engine, assignment viewer, coding
sandbox) primarily uses context roles, which describe the
user's role in the specific course being launched.
	A platform-level tool (analytics dashboard, account provisioning,
admin console) uses institution or system roles, which
describe the user's role at the organization or on the platform itself.

The convenience predicates (instructor?/1, learner?/1, etc.) check
context roles because that's what most tools need, except
administrator?/1, which checks the institution administrator. For
other institution or system role checks, use
has_role?/4.
Context roles
Context roles describe what the user does in the specific course or
activity being launched.
A person can have different context roles in different courses. An
instructor in CS101 might be a learner in MATH201. The platform sends
whichever context roles apply to the course being launched.
Context roles can have sub-roles that refine the principal role.
For example, Instructor#TeachingAssistant is an instructor-type role
with teaching assistant privileges. See Sub-roles for
details on how predicates handle these.
Common context roles are :instructor, :learner, :content_developer,
and :mentor. All major platforms send at least :instructor and
:learner. Canvas also sends :content_developer and :mentor.
Other platforms may or may not depending on configuration.
Institution roles
Institution roles describe who the person is at the organization,
independent of any course. These stay the same regardless of which
course is launched.
What counts as "institution" depends on the platform. It might be a
university, a school district, or an account in the platform's
hierarchy. For example, a Canvas account admin gets
institution#Administrator because Canvas maps its account-level admins
to institution roles, not system roles.
Common institution roles are :administrator, :faculty, :student,
and :staff. Only Canvas reliably sends institution roles by
default. Blackboard and Brightspace can be configured to send them,
while Moodle and Sakai generally do not.
System roles
System roles describe the person's role on the LMS platform itself.
They apply to the people who manage the software.
Common system roles are :test_user, :user, and :sys_admin. In
practice, only Canvas sends system roles, which are system#User as a
baseline for all users, system#SysAdmin for Instructure Site Admin
users, and system#TestUser for Student View launches.
Institution vs. system boundary
Each platform divides institution and system roles
differently, and most platforms don't send both types. Canvas is the
only major platform that reliably sends institution and system roles.
A root admin on a cloud-hosted Canvas instance gets
institution#Administrator, not system#Administrator.
If your tool needs to check for admin access, check both levels.
Role.has_role?(roles, :institution, :administrator) or
  Role.has_role?(roles, :system, :administrator)
On Moodle, admins may be sent as plain
context#Instructor, so role-based admin detection across platforms
may require platform-specific logic or custom parameters.
Sub-roles
Context roles can include a sub-role that refines the principal role.
For example, Instructor#TeachingAssistant and Instructor#Grader
are both instructor-type roles with different privileges.
Platforms should send the principal role alongside a sub-role (e.g.
both Instructor and Instructor#TeachingAssistant), but this is
not guaranteed. The predicates handle this correctly, so instructor?/1
matches any instructor, whether or not the principal role was sent
separately.
If your tool needs to distinguish between instructors and TAs, check
the sub-role first.
cond do
  Role.teaching_assistant?(roles) -> :ta
  Role.instructor?(roles) -> :instructor
  Role.learner?(roles) -> :learner
  true -> :observer
end
Sub-roles are not well-supported across platforms
No platform consistently sends sub-roles, and most sub-roles are not
sent by any platform. The only widely-supported sub-role is
Instructor#TeachingAssistant, which only Canvas and Sakai send by
default.  On Moodle, TAs are indistinguishable from instructors.
On Blackboard and Brightspace, it depends on the institution's
configuration. See Platform differences
for details.
Generic checks with has_role?/4
For checks beyond context-role predicates, use has_role?/4.
# Institution faculty
Role.has_role?(roles, :institution, :faculty)

# System administrator
Role.has_role?(roles, :system, :administrator)

# Exact match: principal instructor only (no sub-roles)
Role.has_role?(roles, :context, :instructor, nil)

# Exact match: specific sub-role
Role.has_role?(roles, :context, :instructor, :teaching_assistant)
Platform differences
Platforms vary significantly in which roles they send and how granular
they are. The table below shows what each platform sends by default.
	Behavior	Canvas	Moodle	Blackboard	Brightspace	Sakai
	TA as sub-role	✅ Yes	❌ No	❌ No	❌ No	✅ Yes
	ContentDeveloper	✅ Yes	❌ No	❌ No	❌ No	✅ Yes
	Mentor	✅ Yes	❌ No	❌ No	❌ No	❌ No
	Institution roles	✅ Yes	❌ No	❔ Configurable	❔ Configurable	❌ No
	System roles	✅ Yes	❌ No	❌ No	❌ No	❌ No
	Configurable mapping	❌ No	❌ No	✅ Yes	✅ Yes	✅ Yes

Canvas
Full mapping
Canvas has hardcoded role mappings that admins cannot change.
	TeacherEnrollment becomes membership#Instructor
	TaEnrollment sends both membership#Instructor and the
Instructor#TeachingAssistant sub-role
	StudentEnrollment becomes membership#Learner
	DesignerEnrollment becomes membership#ContentDeveloper
	ObserverEnrollment becomes membership#Mentor
	StudentViewEnrollment sends membership#Learner plus
system#TestUser
	Group members get membership#Member, group leaders get
membership#Member plus membership#Manager

Canvas also sends institution roles based on account-level
permissions. Account admins get institution#Administrator, and users with
a "teacher" base role get institution#Instructor. A root admin may
receive multiple institution roles. For system roles, ordinary users
get system#User, Instructure Site Admin users get system#SysAdmin.
Canvas is the most granular platform, so tools built against it may
over-rely on roles that other platforms don't send.
Moodle
Moodle is the least granular platform. It sends only two context
roles.
	membership#Instructor for anyone with the
moodle/course:manageactivities capability (teachers, TAs, course
creators, and admins alike)
	membership#Learner for everyone else

No sub-roles, no ContentDeveloper, no institution or system roles (site
admins may receive an institution Administrator in some configurations).
This means TAs, course designers, and instructors are all
indistinguishable in the LTI launch. This is a known
limitation.
Any tool that needs to work with Moodle cannot depend on sub-roles or
on distinguishing TAs from instructors via roles alone.
Blackboard
Role mapping options
Blackboard has admin-configurable role mapping. Before
configuration, all privileged users are sent as plain Instructor.
Administrators can map each Blackboard course role to a standard LTI
role from a dropdown that includes Administrator, ContentDeveloper,
Instructor, Learner, Manager, Member, Mentor, and TeachingAssistant.
Because the mapping depends on each institution's configuration, a tool
may receive any valid principal role from Blackboard. Sub-roles are
generally not sent. Guest Learners become plain membership#Learner.
Brightspace (D2L)
Brightspace has admin-configurable IMS role mapping (under Admin
Tools > IMS Configuration). Administrators map each Brightspace role
(Instructor, Teaching Assistant, Student, Guest, Administrator, Course
Builder, Librarian) to a standard IMS role.
The default mapping sends principal roles (membership#Instructor,
membership#Learner). TeachingAssistant is available as a configurable
option. Like Blackboard, what you receive depends on how each
institution configured their mapping.
Sakai
Sakai has explicit default mappings that are configurable via
lti.outbound.role.map in sakai.properties.
	admin and maintain roles become membership#Instructor
	access role becomes membership#Learner
	Teaching Assistant sends both membership#Instructor and the
Instructor#TeachingAssistant sub-role
	ContentDeveloper sends membership#ContentDeveloper

Per-tool overrides are also possible.
Practical takeaways
Don't rely on sub-roles for critical authorization. A TA is sent as
Instructor#TeachingAssistant from Canvas and Sakai, but as plain
Instructor from Moodle, Blackboard, and Brightspace. If you need to
distinguish TAs from instructors, use platform-specific custom
parameters or your own role management.
Design for the roles every platform sends. If your tool needs to work
across platforms, assume you'll only reliably get Instructor vs
Learner. Treat every other role as optional.
Blackboard and Brightspace roles are unpredictable. Their role mappings are
admin-configurable, so you might receive any valid IMS role depending on
how the institution set things up.
Filtering by type
Split roles into their three categories.
Role.context_roles(roles)       #=> [%Role{type: :context, ...}, ...]
Role.institution_roles(roles)   #=> [%Role{type: :institution, ...}, ...]
Role.system_roles(roles)        #=> [%Role{type: :system, ...}, ...]
Building roles from atoms
Role.from_atom/1 builds a %Role{} from a well-known atom. This is
handy in test helpers and anywhere you need a role struct without
writing a full URI.
Role.from_atom(:instructor)
#=> %Role{type: :context, name: :instructor, uri: "http://...#Instructor"}

Role.from_atom(:teaching_assistant)
#=> %Role{type: :context, name: :instructor, sub_role: :teaching_assistant, uri: "http://.../Instructor#TeachingAssistant"}

Role.from_atom(:faculty)
#=> %Role{type: :institution, name: :faculty, uri: "http://...#Faculty"}

Role.from_atom(:test_user)
#=> %Role{type: :system, name: :test_user, uri: "http://...#TestUser"}
The supported atoms are listed below.
	Atom	Type	Notes
	:instructor	context	Course instructor
	:learner	context	Course learner (enrolled in a specific course)
	:content_developer	context	Course designer
	:mentor	context	Observer / mentor
	:teaching_assistant	context sub-role	Resolves to Instructor#TeachingAssistant
	:context_administrator	context	Course administrator
	:administrator	institution	Institution-level admin
	:faculty	institution	Institution faculty member
	:student	institution	Enrolled at the institution (not course-specific, unlike :learner)
	:staff	institution	Institution staff
	:test_user	system	Synthetic test user (e.g. Canvas Student View)

:learner vs :student. :learner is a context role, meaning the
person is enrolled in a specific course. :student is an institution
role, meaning the person is enrolled at the institution. A user can be
a :student at an institution without being a :learner in any
particular course.

Unknown atoms raise ArgumentError. For roles not covered here, use
Role.parse/1 with the full URI string, or construct the %Role{}
struct directly. Role.to_uri/2 and Role.to_uri!/2 return the URI a
role has, converting a hand-built struct that has none.
Parsing roles directly
To parse role URIs outside of a launch (e.g. from a Names and Roles
Provisioning Service response), use Role.parse/1.
{:ok, role} = Role.parse("http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor")
#=> %Role{type: :context, name: :instructor, sub_role: nil, ...}

# Short forms work too
{:ok, role} = Role.parse("Learner")
#=> %Role{type: :context, name: :learner, ...}

# Batch parse with unrecognized separation
{parsed, unrecognized} = Role.parse_all(uri_list)


  

    Custom Role Parsers

Ltix parses standard LIS role URIs by default, but some platforms
send proprietary role vocabularies with their own URI namespaces. Without
a custom parser, those URIs are left as raw strings in unrecognized_roles.
context.claims.unrecognized_roles
#=> ["https://myplatform.example.com/roles/CourseAdmin"]
Register a custom role parser to parse them.
Implementing the behaviour
A role parser is a module that implements Ltix.LaunchClaims.Role.Parser.
The only required callback is parse/1, which receives a role URI string
and returns {:ok, %Role{}} or :error.
defmodule MyApp.Lti.PlatformRoleParser do
  use Ltix.LaunchClaims.Role.Parser

  alias Ltix.LaunchClaims.Role

  @base "https://myplatform.example.com/roles/"

  @roles %{
    "CourseAdmin" => :course_admin,
    "Facilitator" => :facilitator,
    "Grader" => :grader
  }

  @impl true
  def parse(uri) do
    suffix = String.replace_leading(uri, @base, "")

    case Map.fetch(@roles, suffix) do
      {:ok, name} ->
        {:ok, %Role{type: :context, name: name, sub_role: nil, uri: uri}}

      :error ->
        :error
    end
  end
end
The parser only receives URIs that match its registered prefix (see
Registration below), so you don't need to check
the prefix yourself.
Optional: to_uri/1
If you need to convert %Role{} structs back to URI strings (e.g. for
building NRPS responses or test fixtures), implement the optional
to_uri/1 callback. For a role without a URI, Role.to_uri/2
and Role.to_uri!/2 try the same parsers Role.parse/2 would, in the
same order, and take the same :role_parsers option.
@roles_inverse Map.new(@roles, fn {k, v} -> {v, k} end)

@impl true
def to_uri(%Role{type: :context, name: name, sub_role: nil}) do
  case Map.fetch(@roles_inverse, name) do
    {:ok, suffix} -> {:ok, @base <> suffix}
    :error -> :error
  end
end

def to_uri(_), do: :error
Registering parsers
Role parsers are registered as a map of URI prefix to parser module. The
prefix determines which URIs are passed to your parser. Ltix tries each
registered parser whose prefix matches the URI, longest prefix first,
then the built-in LIS parser.
Via application config (recommended for parsers that apply globally)
# config/config.exs
config :ltix, Ltix.LaunchClaims,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => MyApp.Lti.PlatformRoleParser
  }
Via handle_callback/3 (for per-call control)
Ltix.handle_callback(params, state,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => MyApp.Lti.PlatformRoleParser
  }
)
Via LaunchClaims.from_json/2 (for direct parsing)
Ltix.LaunchClaims.from_json(claims,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => MyApp.Lti.PlatformRoleParser
  }
)
Via Role.parse/2 (for parsing individual URIs)
Role.parse(uri,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => MyApp.Lti.PlatformRoleParser
  }
)
Per-call parsers merge with application config, with per-call taking
priority for overlapping prefixes. Registered parsers, including ones
under an LIS prefix, take precedence over the built-in LIS parser.
Using function parsers
For a one-off parser in a single call, you can pass an anonymous
function or captured function as the parser.
Role.parse(uri,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => fn uri ->
      case uri do
        "https://myplatform.example.com/roles/CourseAdmin" ->
          {:ok, %Role{type: :context, name: :course_admin, sub_role: nil, uri: uri}}

        _ ->
          :error
      end
    end
  }
)
Register parsers in application configuration as modules, because a release can't store an anonymous function in its configuration.
Function parsers can't convert back to URIs
For a role without a URI, Role.to_uri/2 and Role.to_uri!/2
only use module-based parsers that implement the to_uri/1 callback.
Function parsers are skipped during URI conversion.
Working with custom roles
Once registered, custom roles are parsed into %Role{} structs just
like standard LIS roles. They appear in context.claims.roles and work
with all the filtering and checking functions.
Role.context_roles(context.claims.roles)
Role.has_role?(context.claims.roles, :context, :course_admin)
The built-in predicates (instructor?/1, learner?/1, etc.) won't
match custom role names. Use has_role?/4 for custom roles.
Next steps
	Working with Roles for standard role predicates
and platform differences
	Custom Claim Parsers for parsing
vendor-specific extension claims
	Ltix.LaunchClaims.Role.Parser for the full behaviour reference
	Ltix.LaunchClaims.Role.LIS as a reference implementation



  

    Custom Claim Parsers

Ltix parses standard OIDC and LTI claims from the launch JWT
automatically. Unusable optional metadata becomes nil, while valid
fields remain available. Identity and required launch fields remain
validated. Any unrecognized claims are put in the extensions map as raw
values.
context.claims.extensions
#=> %{"https://myplatform.example.com/claim/analytics" => %{"session_id" => "abc123"}}
Register custom claim parsers to transform these raw values into
structured data.
Writing a claim parser
A claim parser is a module implementing the Ltix.LaunchClaims.Parser behavior. Its parse/1 callback takes the raw claim value and returns {:ok, parsed} or {:error, reason}.
defmodule MyApp.Lti.AnalyticsClaim do
  use Ltix.LaunchClaims.Parser

  defstruct [:session_id, :tracking_enabled]

  @impl Ltix.LaunchClaims.Parser
  def parse(%{"session_id" => session_id} = raw) do
    {:ok,
     %__MODULE__{
       session_id: session_id,
       tracking_enabled: Map.get(raw, "tracking_enabled", false)
     }}
  end

  def parse(_), do: {:error, "missing session_id in analytics claim"}
end
A 1-arity function with the same contract works too, such as fn raw -> {:ok, raw} end.
Registering parsers
Claim parsers are registered as a map of claim key to parser module or
function. The key is the full claim name as it appears in the JWT
(usually a namespaced URI for extension claims).
Via application config (recommended for parsers that apply globally)
# config/config.exs
config :ltix, Ltix.LaunchClaims,
  claim_parsers: %{
    "https://myplatform.example.com/claim/analytics" => MyApp.Lti.AnalyticsClaim
  }
Via handle_callback/3 (for per-call control)
Ltix.handle_callback(params, state,
  claim_parsers: %{
    "https://myplatform.example.com/claim/analytics" => MyApp.Lti.AnalyticsClaim
  }
)
Via LaunchClaims.from_json/2 (for direct parsing)
Ltix.LaunchClaims.from_json(claims,
  claim_parsers: %{
    "https://myplatform.example.com/claim/analytics" => MyApp.Lti.AnalyticsClaim
  }
)
Per-call parsers merge with application config, with per-call taking
priority for overlapping keys.
To replace a standard parser, register its claim key. The parsed value
appears in the corresponding LaunchClaims field.
Accessing parsed claims
Parsed extension claims remain in the extensions map, and their
values are your parsed values.
{:ok, context} = Ltix.handle_callback(params, state)

context.claims.extensions["https://myplatform.example.com/claim/analytics"]
#=> %MyApp.Lti.AnalyticsClaim{session_id: "abc123", tracking_enabled: true}
Missing claims
A parser runs only for claims present in the token. An absent extension claim is left out of extensions, and an absent standard claim leaves its LaunchClaims field nil. A claim sent as JSON null is passed to the parser as nil.
Error handling
When a parser returns {:error, reason}, the launch fails with Ltix.Errors.Invalid.InvalidClaim, whose message is the reason (a string as given, an exception's message, or any other term as inspect/1 shows it). A reason that is already an Ltix error is returned unchanged.
{:error, %Ltix.Errors.Invalid.InvalidClaim{} = error} = Ltix.handle_callback(params, state)

error.claim
#=> "https://myplatform.example.com/claim/analytics"

error.message
#=> "missing session_id in analytics claim"
Registering multiple parsers
You can register claim parsers and role parsers together in application
config.
config :ltix, Ltix.LaunchClaims,
  role_parsers: %{
    "https://myplatform.example.com/roles/" => MyApp.Lti.PlatformRoleParser
  },
  claim_parsers: %{
    "https://myplatform.example.com/claim/analytics" => MyApp.Lti.AnalyticsClaim,
    "https://myplatform.example.com/claim/proctoring" => MyApp.Lti.ProctoringClaim
  }
Next steps
	Custom Role Parsers for handling
proprietary role vocabularies
	Ltix.LaunchClaims for the full claims struct and from_json/2 options
	Error Handling for how parser errors are returned



  

    Error Handling

When a launch fails, you need to know what went wrong and how to
respond. Ltix returns {:error, exception} from both handle_login/3
and handle_callback/3, with errors organized into three classes using
Splode. You can match on the category
without knowing every individual error type.
Error classes
	Class	Module	Meaning
	:invalid	Ltix.Errors.Invalid	Bad input (malformed JWT, missing claims, unknown registration)
	:security	Ltix.Errors.Security	Security violation (bad signature, expired token, nonce replay)
	:unknown	Ltix.Errors.Unknown	Unexpected failure (network errors, bugs)

HTTP status codes
Every error has an HTTP status code derived from its class.
	Class	Status
	:invalid	400
	:security	401
	:unknown	500

Use Ltix.Errors.status_code/1 to get it.
case Ltix.handle_callback(params, state) do
  {:ok, context} ->
    handle_launch(conn, context)

  {:error, error} ->
    conn
    |> put_status(Ltix.Errors.status_code(error))
    |> text(Exception.message(error))
end
Plug.Exception
If your application depends on Plug, Ltix errors automatically implement
the Plug.Exception protocol. Phoenix error views and Plug.Debugger
use the correct status code without any extra work on your part.
Matching on class
Every Ltix error struct has a class field you can match on for
different handling per category.
case Ltix.handle_callback(params, state) do
  {:ok, context} ->
    handle_launch(conn, context)

  {:error, error} ->
    status = Ltix.Errors.status_code(error)

    case error.class do
      :invalid ->
        conn |> put_status(status) |> text("Bad request: #{Exception.message(error)}")

      :security ->
        conn |> put_status(status) |> text("Unauthorized: #{Exception.message(error)}")

      :unknown ->
        Logger.error("LTI launch failed: #{Exception.message(error)}")
        conn |> put_status(status) |> text("Internal error")
    end
end
Matching on specific errors
For finer control, match on the error struct directly.
case Ltix.handle_login(params, launch_url) do
  {:ok, result} ->
    # ...

  {:error, %Ltix.Errors.Invalid.RegistrationNotFound{issuer: issuer}} ->
    Logger.warning("Unknown platform attempted login: #{issuer}")
    conn |> put_status(404) |> text("Platform not registered")

  {:error, %Ltix.Errors.Invalid.MissingParameter{parameter: param}} ->
    conn |> put_status(400) |> text("Missing required parameter: #{param}")

  {:error, error} ->
    conn |> put_status(400) |> text(Exception.message(error))
end
Single and grouped errors
A single failure returns its error struct directly. When validation finds several problems at once, such as two malformed claims, they are grouped in their class struct and errors lists each one.
case Ltix.LaunchClaims.from_json(claims) do
  {:ok, claims} ->
    claims

  {:error, %Ltix.Errors.Invalid{errors: errors}} ->
    Enum.each(errors, &Logger.warning(Exception.message(&1)))

  {:error, error} ->
    Logger.warning(Exception.message(error))
end
The message of a grouped error lists the message of each error it contains.
Invalid options
Ltix raises Ltix.Errors.Invalid.InvalidOption when a function gets an unknown option, a missing required option, or an option with a value of the wrong type.
Ltix.JWK.generate(key_sise: 4096)
** (Ltix.Errors.Invalid.InvalidOption) Option :key_sise is unknown
Error messages and spec references
Every error produces a human-readable message via Exception.message/1
and most have a spec_ref field with the violated spec section.
error = %Ltix.Errors.Security.TokenExpired{spec_ref: "Sec §5.1.3 step 7"}

Exception.message(error)
#=> "JWT token has expired [Sec §5.1.3 step 7]"

error.spec_ref
#=> "Sec §5.1.3 step 7"
The spec reference is useful for debugging because it identifies exactly
which validation step failed.
Invalid errors
These indicate problems with the incoming data or the calling code.
	Error	Fields	When
	MissingParameter	parameter, spec_ref	OIDC login request missing a required param
	MissingClaim	claim, spec_ref	A JWT or platform response, such as a memberships page, is missing a required claim, such as sub or resource_link.id
	InvalidClaim	claim, value, message, spec_ref	A claim in a JWT or platform response has an invalid value, or a custom claim parser returned an error
	InvalidField	struct, field, value, reason, spec_ref	A constructor such as Ltix.Registration.new/1, Ltix.GradeService.Score.new/1, or Ltix.DeepLinking.ContentItem.Link.new/1 got an unknown, missing, or invalid field, or a line item to create or update has an invalid field
	InvalidOption	key, value, reason	A function got an unknown, missing, or invalid option
	InvalidJSON	spec_ref	The ID token is not a JWT whose header and payload are JSON objects
	RegistrationNotFound	issuer, client_id	No registration matches the issuer
	DeploymentNotFound	deployment_id	No deployment matches the JWT's deployment_id

Security errors
These indicate the launch failed a security check.
	Error	Fields	When
	SignatureInvalid	spec_ref	JWT signature doesn't verify against the platform's public key
	TokenExpired	spec_ref	JWT exp claim is in the past, or its iat claim is older than :max_token_age
	TokenNotYetValid	claim, spec_ref	JWT iat or nbf claim is in the future
	IssuerMismatch	expected, actual, spec_ref	JWT iss doesn't match the registration
	AudienceMismatch	claim, expected, actual, spec_ref	JWT aud is not the registration's client_id or a list containing only it, or azp is not the client_id
	AlgorithmNotAllowed	algorithm, spec_ref	JWT uses something other than RS256
	StateMismatch	spec_ref	OIDC state from callback doesn't match the session
	NonceMissing	spec_ref	JWT has no nonce claim
	NonceNotFound	spec_ref	Nonce wasn't issued by this tool
	NonceReused	spec_ref	Nonce was already consumed (replay attempt)
	KidMissing	spec_ref	JWT header has no kid field
	KidNotFound	kid, spec_ref	kid not found in the platform's JWKS
	LocalNetworkAccessDenied	url, address_space	The platform's key set is on a local or loopback address that :local_network_access doesn't allow
	AuthenticationFailed	error, error_description, error_uri, spec_ref	Platform returned an error response

Unknown errors
These indicate an unexpected failure outside the incoming request.
	Error	Fields	When
	StorageError	callback, result, reason	A storage adapter callback returned {:error, reason}, an unexpected value, or a deployment for a different deployment_id
	TransportError	status, body, headers, url, spec_ref	An HTTP request to the platform failed
	RedirectNotAllowed	status, url, location, spec_ref	A platform endpoint returned an unsafe redirect
	KeySetNotStarted	key_set	Raised when a launch needs a key set that is not started in the supervision tree
	Unknown	error	Any other unexpected failure

Deep linking errors
These errors come from Ltix.DeepLinking.build_response/3. Content item constructors such as Ltix.DeepLinking.ContentItem.Link.new/1 return InvalidField. Errors about one item in a response include its index in the list you passed.
	Error	Fields	When
	InvalidContentItem	index, value, reason, spec_ref	A response item is not a content item or has no valid type, or the items are not a list
	InvalidMessageType	message_type, spec_ref	The launch is not a deep linking request
	ContentItemTypeNotAccepted	index, type, accept_types, spec_ref	An item's type is not in accept_types
	ContentItemsExceedLimit	count, spec_ref	Several items when accept_multiple is false
	LineItemNotAccepted	index, spec_ref	A resource link has a line item when accept_line_item is false
	PresentationTargetNotAccepted	index, target, accept_presentation_document_targets, spec_ref	An item's iframe, window, or embed is not in accept_presentation_document_targets
	MediaTypeNotAccepted	index, media_type, accept_media_types, spec_ref	A file's media type does not match accept_media_types

Advantage service errors
These errors apply to LTI Advantage service calls (memberships, AGS,
etc.) and OAuth authentication.
Invalid
	Error	Fields	When
	ServiceNotAvailable	service, reason, spec_ref	The launch has no claim for the service, an endpoint or URL the operation needs is missing, the endpoint does not support the service version, or the registration has no token endpoint
	TokenRequestFailed	error, error_description, status, body, spec_ref	OAuth token request failed
	MalformedResponse	service, reason, spec_ref	Platform returned an unparseable response
	CollectionTooLarge	service, option, count, max, spec_ref	An eager fetch such as list_results/2 exceeded its limit option, such as max_results
	ScopeMismatch	scopes, granted_scopes, spec_ref	Client lacks every scope in scopes that would authorize the request
	InvalidEndpoint	service, spec_ref	Wrong endpoint struct passed to a service
	MissingLineItemId	line_item, spec_ref	A grade operation received a line item without an id

Security
	Error	Fields	When
	AccessDenied	status, body, url, spec_ref	Platform responded to a service request or key set fetch with HTTP 401 or 403
	LocalNetworkAccessDenied	url, address_space	A platform request would connect to a local or loopback address that :local_network_access doesn't allow
	AccessTokenExpired	expires_at, spec_ref	OAuth access token has expired

Unknown
	Error	Fields	When
	TransportError	status, body, headers, url, spec_ref	Ltix could not connect to the platform, or the endpoint URL is neither an absolute HTTPS URL nor an HTTP URL for a loopback or local host
	RedirectNotAllowed	status, url, location, spec_ref	The platform redirected to a different origin or an invalid location
	KeySetNotStarted	key_set	Raised when a launch needs a key set that is not started in the supervision tree

Logging recommendations
Invalid errors are usually the platform's fault (misconfiguration,
bad requests). Security errors could be attacks or clock skew. Unknown
errors need investigation.
{:error, error} ->
  case error.class do
    :invalid ->
      Logger.info("LTI invalid request: #{Exception.message(error)}")

    :security ->
      Logger.warning("LTI security violation: #{Exception.message(error)}")

    :unknown ->
      Logger.error("LTI unexpected error: #{Exception.message(error)}")
  end


  

    Advantage Services

After a successful launch, your tool can call the platform
to query rosters, post grades, or manage content. These platform APIs
are called Advantage services. This guide covers authenticating to
them and managing tokens in your application.
Calling a service after launch
A launch gives you a %LaunchContext{} containing the platform's
service endpoints. Authenticate and call a service directly in your
controller.
def launch(conn, params) do
  state = get_session(conn, :lti_state)
  {:ok, context} = Ltix.handle_callback(params, state)

  # Authenticate to the memberships service
  case Ltix.MembershipsService.authenticate(context) do
    {:ok, client} ->
      {:ok, roster} = Ltix.MembershipsService.list_members(client)

      conn
      |> assign(:roster, roster)
      |> assign(:context, context)
      |> render(:launch)

    {:error, %Ltix.Errors.Invalid.ServiceNotAvailable{}} ->
      # Platform didn't include the memberships endpoint in this launch
      conn
      |> assign(:roster, nil)
      |> assign(:context, context)
      |> render(:launch)
  end
end
Each service provides an authenticate/2 shorthand that extracts the
endpoint from launch claims and acquires a token in one step. See
Memberships Service for the full roster API.
Each token request is signed by your storage adapter's key_id/2 and sign/4 callbacks. See Storage Adapters.
A token request from a launch context includes the launch's deployment ID. When you authenticate from a registration, pass :deployment with your deployment struct or the deployment ID. A platform may require it before it issues a token.
Background service calls
Outside of a launch, you won't have a %LaunchContext{}. Authenticate
directly with a registration and a stored endpoint URL.
alias Ltix.LaunchClaims.MembershipsEndpoint

endpoint = MembershipsEndpoint.new!(stored_memberships_url)

{:ok, client} = Ltix.MembershipsService.authenticate(registration,
  endpoint: endpoint
)

{:ok, roster} = Ltix.MembershipsService.list_members(client)
Store the endpoint URL when you first receive it during a launch, then
use it later in background jobs.
# During launch: save the endpoint URL for later
url = context.claims.memberships_endpoint.context_memberships_url
MyApp.Courses.store_memberships_url(course_id, url)

# In an Oban worker: use the stored URL
def perform(%{args: %{"course_id" => course_id}}) do
  url = MyApp.Courses.get_memberships_url(course_id)
  registration = MyApp.Courses.get_registration(course_id)
  endpoint = MembershipsEndpoint.new!(url)

  {:ok, client} = Ltix.MembershipsService.authenticate(registration,
    endpoint: endpoint
  )

  {:ok, roster} = Ltix.MembershipsService.list_members(client)
  MyApp.Courses.sync_roster(course_id, roster)
end
The grade service endpoint also includes the scopes the platform allows, and authenticating requires them. Store them alongside the URLs and rebuild the endpoint with Ltix.LaunchClaims.AGSEndpoint.new!/1.
alias Ltix.LaunchClaims.AGSEndpoint

# During launch
%AGSEndpoint{line_items: line_items, line_item: line_item, scopes: scopes} =
  context.claims.ags_endpoint

MyApp.Courses.store_ags_endpoint(course_id, line_items, line_item, scopes)

# In an Oban worker
{line_items, line_item, scopes} = MyApp.Courses.get_ags_endpoint(course_id)
endpoint = AGSEndpoint.new!(line_items: line_items, line_item: line_item, scopes: scopes)

{:ok, client} = Ltix.GradeService.authenticate(registration, endpoint: endpoint)
Managing tokens
Tokens are not refreshed automatically. For a single request handler,
tokens last long enough that you don't need to worry about expiry.
For long-running processes, refresh before each operation.
refresh!/1 requests a new token only when the current one has
expired.
client = Ltix.OAuth.Client.refresh!(client)
Token lifetime
Tokens typically last about 1 hour. For request handlers that
authenticate and immediately call a service, expiry is not a
concern. For background jobs that run longer, check expiry between
operations.
Reusing tokens across courses
A token is scoped to a registration (platform + client_id) and works for every course on it. A platform may also limit a token to the deployment it was requested for. If your tool syncs multiple courses in the same deployment, you can reuse one token.
# Authenticate once
{:ok, client} = Ltix.MembershipsService.authenticate(registration,
  endpoint: course_a_endpoint
)

# Switch to a different course without re-authenticating
{:ok, client_b} = Ltix.OAuth.Client.with_endpoints(client, %{
  Ltix.MembershipsService => course_b_endpoint
})

{:ok, roster_b} = Ltix.MembershipsService.list_members(client_b)
For caching tokens across processes and other advanced patterns, see
Token Caching and Reuse.
Multiple services in one token
If your tool calls multiple services, request all scopes in a single
token by passing multiple endpoints.
{:ok, client} = Ltix.OAuth.authenticate(registration,
  endpoints: %{
    Ltix.MembershipsService => memberships_endpoint,
    Ltix.GradeService => ags_endpoint
  }
)

# The same client works for both services
{:ok, roster} = Ltix.MembershipsService.list_members(client)
:ok = Ltix.GradeService.post_score(client, score)
From a launch, list the services, and Ltix reads each endpoint from the launch claims.
{:ok, client} = Ltix.OAuth.authenticate(context,
  services: [Ltix.MembershipsService, Ltix.GradeService]
)
Scope negotiation
Platforms may grant fewer scopes than requested. Authentication still succeeds, and each service function returns a ScopeMismatch error if its scope was not granted. Pass require_all_scopes: true to Ltix.OAuth.authenticate/2, Ltix.GradeService.authenticate/2, Ltix.MembershipsService.authenticate/2, Ltix.OAuth.Client.with_endpoints/3, or Ltix.OAuth.Client.from_access_token/2 to get that error from that call.
Custom platform APIs
If your platform exposes proprietary APIs (e.g., proctoring,
analytics), you can use the same authentication flow for them by
implementing the Ltix.AdvantageService behaviour. See
Building a Custom Advantage Service
for a complete walkthrough.
Next steps
	Memberships Service - querying course
rosters
	Grade Service - posting grades and managing
line items
	JWK Management - managing the key pairs
used for authentication
	Token Caching and Reuse -
batch refreshing, multi-course tokens, and ETS caching
	Error Handling - matching on error classes
	Ltix.OAuth.Client - token lifecycle API reference



  

    Deep Linking

Deep linking lets a platform ask your tool to select content. The
platform sends an LtiDeepLinkingRequest and your tool responds with
one or more content items the platform should link to. This guide
covers handling deep linking launches, building content items, and
sending responses back to the platform.
Handling a deep linking launch
Deep linking requests use the same OIDC flow as regular
launches. Your existing login and launch endpoints work without
changes. The difference is in message_type.
def launch(conn, params) do
  state = get_session(conn, :lti_state)
  {:ok, context} = Ltix.handle_callback(params, state)

  case context.claims.message_type do
    "LtiDeepLinkingRequest" ->
      context_id = MyApp.LaunchContexts.put(context)

      conn
      |> put_session(:deep_linking_context_id, context_id)
      |> assign(:settings, context.claims.deep_linking_settings)
      |> render(:content_picker)

    "LtiResourceLinkRequest" ->
      conn
      |> assign(:context, context)
      |> render(:launch)
  end
end
Sending the response later needs the launch context, so keep it on the server and put only its ID in the session. MyApp.LaunchContexts stands for any server-side store with an expiry, such as an ETS table, Cachex, or a database table. Don't put the context itself in the session. It has the user's identity and course data, and Phoenix session cookies are signed, not encrypted.
The deep_linking_settings struct lists what the platform accepts.
settings.accept_types
# => ["ltiResourceLink", "link"]

settings.accept_multiple
# => true

settings.accept_line_item
# => true
Use these to adjust your selection UI. For example, hide the "create
assignment" option if "ltiResourceLink" is not in accept_types.
Building content items
The most common content item is an LTI resource link, which has the
platform create a link that launches back into your tool.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/activities/123",
  title: "Chapter 3 Quiz"
)
Five content item types are available.
	Type	Module	When to use
	ltiResourceLink	Ltix.DeepLinking.ContentItem.LTIResourceLink	Activity that launches back into your tool
	link	Ltix.DeepLinking.ContentItem.Link	External URL (article, documentation)
	file	Ltix.DeepLinking.ContentItem.File	Downloadable file
	html	Ltix.DeepLinking.ContentItem.HTMLFragment	Inline HTML the platform embeds
	image	Ltix.DeepLinking.ContentItem.Image	Image for direct rendering

# External URL
{:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(
  url: "https://docs.example.com/guide",
  title: "Setup Guide"
)

# Downloadable file
{:ok, file} = Ltix.DeepLinking.ContentItem.File.new(
  url: "https://tool.example.com/exports/report.pdf",
  title: "Lab Report Template",
  media_type: "application/pdf"
)

# Inline HTML
{:ok, fragment} = Ltix.DeepLinking.ContentItem.HTMLFragment.new(
  html: "<iframe src=\"https://tool.example.com/embed/42\"></iframe>",
  title: "Interactive Widget"
)

# Image
{:ok, image} = Ltix.DeepLinking.ContentItem.Image.new(
  url: "https://tool.example.com/images/diagram.png",
  title: "System Architecture",
  width: 800,
  height: 600
)
Adding line items and custom parameters
LTI resource links can include a line_item to have the platform
auto-create a gradebook column. You can post scores to that column
later with the grade service.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/quizzes/7",
  title: "Midterm Quiz",
  line_item: [score_maximum: 100, label: "Midterm Quiz"],
  custom: %{"quiz_id" => "7", "mode" => "graded"}
)
Set availability and submission windows with DateTime values.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/assignments/5",
  title: "Homework 5",
  available: [
    start_date_time: ~U[2025-03-01 00:00:00Z],
    end_date_time: ~U[2025-03-31 23:59:59Z]
  ],
  submission: [
    end_date_time: ~U[2025-03-15 23:59:59Z]
  ]
)
See Building Content Items for
more patterns.
Sending the response
Once you have your content items, call build_response/3 to create the signed JWT and render the response template.
def submit_selection(conn, %{"selected_ids" => ids}) do
  {:ok, context} = MyApp.LaunchContexts.fetch(get_session(conn, :deep_linking_context_id))
  items = build_items_from_selection(ids)

  {:ok, response} = Ltix.DeepLinking.build_response(context, items,
    message: "Selected #{length(items)} item(s)"
  )

  render(conn, :deep_linking_response, response: response)
end
Then use the response in your template.
<form id="deep-link-response" method="post" action={@response.return_url}>
  <input type="hidden" name="JWT" value={@response.jwt} />
  <noscript>
    <button type="submit">Return to platform</button>
  </noscript>
</form>
<script>document.getElementById("deep-link-response").submit();</script>
Respecting platform constraints
build_response/3 validates content items against the platform's
deep_linking_settings and returns an error if constraints are
violated. Errors about a single item include its index in the list you
passed.
case Ltix.DeepLinking.build_response(context, items) do
  {:ok, response} ->
    # deliver response

  {:error, %Ltix.Errors.Invalid.ContentItemTypeNotAccepted{index: index, type: type}} ->
    # item type not in accept_types

  {:error, %Ltix.Errors.Invalid.ContentItemsExceedLimit{}} ->
    # multiple items when accept_multiple is false

  {:error, %Ltix.Errors.Invalid.LineItemNotAccepted{index: index}} ->
    # line_item present when accept_line_item is false

  {:error, %Ltix.Errors.Invalid.PresentationTargetNotAccepted{index: index, target: target}} ->
    # the item has an iframe, window, or embed not in accept_presentation_document_targets

  {:error, %Ltix.Errors.Invalid.MediaTypeNotAccepted{index: index, media_type: media_type}} ->
    # the file's media_type does not match accept_media_types, such as "image/*"

  {:error, %Ltix.Errors.Invalid{errors: errors}} ->
    # several of the above at once
end
You can also check the settings before building items to adjust your
UI.
settings = context.claims.deep_linking_settings

can_create_assignments? = "ltiResourceLink" in settings.accept_types
can_select_multiple? = settings.accept_multiple != false
can_attach_grades? = settings.accept_line_item != false
Custom content types
For one-off custom types, pass a raw map with a "type" key.
custom_item = %{
  "type" => "https://vendor.example.com/custom_type",
  "data" => "some-payload"
}

{:ok, response} = Ltix.DeepLinking.build_response(context, [custom_item])
For reusable custom types, define a struct and implement the
Ltix.DeepLinking.ContentItem protocol.
defmodule MyApp.ProctoredExam do
  defstruct [:url, :title, :duration_minutes]

  defimpl Ltix.DeepLinking.ContentItem do
    def to_map(item) do
      %{
        "type" => "https://myapp.example.com/proctored_exam",
        "url" => item.url,
        "title" => item.title,
        "https://myapp.example.com/duration" => item.duration_minutes
      }
    end
  end
end
In both cases, the platform's accept_types must include the custom
type string.
Testing
Testing your controller
Simulate a deep linking launch against your controller endpoints, the
same way the Testing LTI Launches
cookbook tests regular launches.
test "deep linking launch renders content picker", %{conn: conn, platform: platform} do
  conn = post(conn, ~p"/lti/login", Ltix.Test.login_params(platform))
  state = get_session(conn, :lti_state)
  nonce = Ltix.Test.extract_nonce(redirected_to(conn, 302))

  conn =
    conn
    |> recycle()
    |> Plug.Test.init_test_session(%{lti_state: state})
    |> post(
      ~p"/lti/launch",
      Ltix.Test.launch_params(platform,
        nonce: nonce,
        state: state,
        message_type: :deep_linking
      )
    )

  assert html_response(conn, 200) =~ "Select content"
end
Testing content selection logic
When testing code that builds content items from your app's data, skip
the OIDC flow and construct the context directly with
build_launch_context/2.
test "builds quiz items from selected activities", %{platform: platform} do
  context = Ltix.Test.build_launch_context(platform,
    message_type: :deep_linking,
    deep_linking_settings: %{accept_types: ["ltiResourceLink"]}
  )

  activities = [
    %{id: 1, title: "Quiz 1", max_score: 50},
    %{id: 2, title: "Quiz 2", max_score: 100}
  ]

  items = MyApp.DeepLinking.build_items(activities)
  {:ok, response} = Ltix.DeepLinking.build_response(context, items)

  assert response.return_url == context.claims.deep_linking_settings.deep_link_return_url
end
Verifying response content
Use Ltix.Test.verify_deep_linking_response/2 to decode the signed JWT
and assert on its content.
test "response JWT contains the selected items", %{platform: platform} do
  context = Ltix.Test.build_launch_context(platform,
    message_type: :deep_linking
  )

  {:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
    url: "https://tool.example.com/quiz/1",
    title: "Quiz 1",
    line_item: [score_maximum: 100]
  )

  {:ok, response} = Ltix.DeepLinking.build_response(context, [link])
  {:ok, claims} = Ltix.Test.verify_deep_linking_response(platform, response.jwt)

  [item] = claims["https://purl.imsglobal.org/spec/lti-dl/claim/content_items"]
  assert item["type"] == "ltiResourceLink"
  assert item["lineItem"]["scoreMaximum"] == 100
end
Next steps
	Building Content Items -
recipes for line items, custom parameters, extensions, and more
	Grade Service - posting scores to gradebook
columns created through deep linking
	Testing LTI Launches -
more test patterns for both launch types
	Ltix.DeepLinking - full API reference
	Ltix.DeepLinking.ContentItem.LTIResourceLink - all options for
the most common content item type



  

    Memberships Service

When your tool needs to know who is enrolled in a course, use the
memberships service to fetch the roster from the platform. This guide
covers common patterns for working with rosters in your application.
Fetching the roster after launch
Authenticate from the launch context and fetch the roster in your
controller.
def launch(conn, params) do
  state = get_session(conn, :lti_state)
  {:ok, context} = Ltix.handle_callback(params, state)

  {:ok, client} = Ltix.MembershipsService.authenticate(context)
  {:ok, roster} = Ltix.MembershipsService.list_members(client)

  active_learners =
    roster
    |> Enum.filter(fn m -> m.status == :active end)
    |> Enum.filter(fn m -> Ltix.LaunchClaims.Role.learner?(m.roles) end)

  conn
  |> assign(:learners, active_learners)
  |> assign(:course_title, roster.context.title)
  |> render(:launch)
end
Not all launches include the memberships endpoint. If the platform
didn't include it, authenticate/2 returns a ServiceNotAvailable
error. Check for this if your tool should still work without roster
access.
case Ltix.MembershipsService.authenticate(context) do
  {:ok, client} ->
    {:ok, roster} = Ltix.MembershipsService.list_members(client)
    # use roster

  {:error, %Ltix.Errors.Invalid.ServiceNotAvailable{}} ->
    # roster not available for this launch
    render(conn, :launch, roster: nil)
end
Syncing rosters in the background
For scheduled syncs or Oban workers, store the endpoint URL during
the first launch and authenticate from a registration later.
# During launch: save the endpoint URL
url = context.claims.memberships_endpoint.context_memberships_url
MyApp.Courses.store_memberships_url(course_id, url)
# In a background job
alias Ltix.LaunchClaims.MembershipsEndpoint

def perform(%{args: %{"course_id" => course_id}}) do
  registration = MyApp.Courses.get_registration(course_id)
  url = MyApp.Courses.get_memberships_url(course_id)

  {:ok, client} = Ltix.MembershipsService.authenticate(registration,
    endpoint: MembershipsEndpoint.new!(url)
  )

  {:ok, roster} = Ltix.MembershipsService.list_members(client)

  Enum.each(roster, fn member ->
    MyApp.Users.upsert_from_lti(course_id, %{
      lti_user_id: member.user_id,
      name: member.name,
      email: member.email,
      role: classify_role(member.roles)
    })
  end)
end

defp classify_role(roles) do
  alias Ltix.LaunchClaims.Role

  cond do
    Role.instructor?(roles) -> :instructor
    Role.teaching_assistant?(roles) -> :ta
    Role.learner?(roles) -> :learner
    true -> :other
  end
end
See Advantage Services for details on token
management and reusing tokens across courses.
Filtering rosters
By role
The :role option filters server-side, so the platform only returns
matching members.
# Only learners
{:ok, roster} = Ltix.MembershipsService.list_members(client, role: :learner)

# Only instructors
{:ok, roster} = Ltix.MembershipsService.list_members(client, role: :instructor)
See Working with Roles for the full role
vocabulary and predicates.
By resource link
Retrieve only members with access to a specific resource link.
{:ok, roster} = Ltix.MembershipsService.list_members(client,
  resource_link_id: context.claims.resource_link.id
)
Handling missing PII
Only user_id and roles are guaranteed on every member. Fields
like name, email, and picture depend on the platform's privacy
settings. Malformed optional profile fields become nil without losing
other member data. A Canvas admin must explicitly enable "include name"
and "include email" in the tool configuration.
Always handle nil.
defp display_name(member) do
  member.name || member.given_name || "User #{member.user_id}"
end
Platform-specific fields
Platforms may add custom fields to each member. Ltix puts any field it does not recognize in extensions, keyed by the original JSON name.
member.extensions["https://lms.example.com/student_number"]
Large courses
list_members/2 loads the entire roster into memory. For courses with
thousands of students, use stream_members/2 to process members
incrementally.
{:ok, stream} = Ltix.MembershipsService.stream_members(client)

stream
|> Stream.filter(&(&1.status == :active))
|> Enum.each(fn member ->
  MyApp.Users.upsert_from_lti(course_id, member)
end)
list_members/2 includes a safety limit (10,000 members by default) and
returns a CollectionTooLarge error if exceeded. Increase it with
max_members: 50_000 or disable it with max_members: :infinity.
For rosters of unknown size, streaming is the safer choice.
Next steps
	Advantage Services - token management,
caching, and multi-service authentication
	Working with Roles - role predicates
for authorization with roster members
	Ltix.MembershipsService - full API reference and options
	Ltix.MembershipsService.Member - member struct fields



  

    Grade Service

When your tool needs to send grades back to the platform or manage
gradebook columns, use the grade service (Assignment and Grade
Services, or AGS). This guide covers the two main workflows for
working with grades in your application.
Posting a score after launch
In the simplest case, the platform created a gradebook column (line item)
for your resource link, and you just need to post a score. Authenticate
from the launch context and post directly.
def launch(conn, params) do
  state = get_session(conn, :lti_state)
  {:ok, context} = Ltix.handle_callback(params, state)

  {:ok, score} = Ltix.GradeService.Score.new(
    user_id: context.claims.subject,
    score_given: 85,
    score_maximum: 100,
    activity_progress: :completed,
    grading_progress: :fully_graded
  )

  {:ok, client} = Ltix.GradeService.authenticate(context)
  :ok = Ltix.GradeService.post_score(client, score)

  conn
  |> put_flash(:info, "Grade submitted")
  |> redirect(to: ~p"/assignments")
end
Not all launches include the grade service endpoint. If the platform
didn't include it, authenticate/2 returns a ServiceNotAvailable
error.
case Ltix.GradeService.authenticate(context) do
  {:ok, client} ->
    :ok = Ltix.GradeService.post_score(client, score)

  {:error, %Ltix.Errors.Invalid.ServiceNotAvailable{}} ->
    # Grade passback not available for this launch
    :ok
end
See Building Scores for progress
tracking, extra credit, comments, and choosing progress values.
Managing line items
When your tool needs multiple gradebook columns per resource link, or
creates columns on its own, use the programmatic workflow.
{:ok, client} = Ltix.GradeService.authenticate(context)

{:ok, quiz_item} = Ltix.GradeService.create_line_item(client,
  label: "Quiz 1",
  score_maximum: 100,
  tag: "quiz"
)

:ok = Ltix.GradeService.post_score(client, score, line_item: quiz_item)
Fetch a line item before updating it to avoid overwriting fields you
didn't intend to change.
{:ok, item} = Ltix.GradeService.get_line_item(client,
  line_item: quiz_item
)

updated = %{item | label: "Quiz 1 (Updated)", score_maximum: 120}
{:ok, item} = Ltix.GradeService.update_line_item(client, updated)
Filtering line items
list_line_items/2 supports server-side filtering.
{:ok, items} = Ltix.GradeService.list_line_items(client,
  resource_link_id: context.claims.resource_link.id
)

{:ok, quizzes} = Ltix.GradeService.list_line_items(client,
  tag: "quiz"
)
Reading results
Fetch the current grades the platform has recorded for a line item.
Without a line_item: option, grade operations use the coupled line
item from the launch.
{:ok, results} = Ltix.GradeService.list_results(client)

{:ok, results} = Ltix.GradeService.list_results(client,
  line_item: quiz_item,
  user_id: "12345"
)
Sparse results
The platform may omit users who have no score yet. Do not assume
every enrolled user will appear in the results list.
Streaming large collections
list_line_items/2 and list_results/2 fetch every page before returning and stop with a CollectionTooLarge error after 10,000 entries. Raise the limit with max_line_items: or max_results:, or pass :infinity to disable it. For collections of unknown size, use a stream.
{:ok, stream} = Ltix.GradeService.stream_results(client, line_item: quiz_item)

stream
|> Stream.filter(&(&1.result_score != nil))
|> Enum.each(&record_result/1)
stream_line_items/2 works the same way for line items. Pages are fetched as the stream is consumed, and a failure on a later page raises during enumeration.
Deleting line items
Tool-created line items can be deleted normally.
:ok = Ltix.GradeService.delete_line_item(client, line_item: tool_created_item)
Deleting the coupled line item (the one the platform created for
the resource link) is blocked by default because platforms handle it
inconsistently.
	Canvas rejects the request with HTTP 401, which returns
Ltix.Errors.Security.AccessDenied
	Moodle and Blackboard delete the gradebook entry entirely
	D2L Brightspace removes the link but keeps existing grade data

In all cases the line_item URL may be absent from future launch claims,
leaving the tool unable to post scores through the coupled flow.
# Blocked by default
{:error, %Ltix.Errors.Invalid.CoupledLineItem{}} =
  Ltix.GradeService.delete_line_item(client, line_item: coupled_item)

# Explicit opt-in when you understand the consequences
:ok = Ltix.GradeService.delete_line_item(client, line_item: coupled_item, force: true)
Next steps
	Building Scores - progress
values, extra credit, comments, and timestamps
	Syncing Grades in the Background -
posting grades from Oban workers
	Using Canvas Grade Extensions -
submission types and metadata for Canvas
	Advantage Services - token management,
caching, and multi-service authentication
	Ltix.GradeService - full API reference and options



  

    JWK Management

Requesting an access token for Advantage services requires a signed
JWT assertion, which means your tool needs an RSA key pair. This guide
covers generating keys, serving a JWKS endpoint, and rotating keys.
Leaked keys let attackers impersonate your tool
Your private key signs the OAuth assertions that prove your tool's
identity to platforms. If an attacker obtains it, they can request
access tokens and call platform APIs as your tool, accessing roster
data, posting grades, or reading course content. Never commit key
material to version control, log it, or expose it via API responses.
Generating a key
jwk = Ltix.JWK.generate()
Store kid, public_key_pem, and private_key_pem in your database or
config, and encrypt the private key wherever you keep it. To reconstruct the
struct later, pass kid and one of the keys to Ltix.JWK.new/1 or
Ltix.JWK.new!/1. A missing, invalid, or unknown field returns an
Ltix.Errors.Invalid.InvalidField error, and several bad fields are
returned together in an Ltix.Errors.Invalid error.
Use a separate key per registration so you can rotate them
independently.
Signing with a key
Ltix never stores your private key. When it needs a signature, it calls your storage adapter's Ltix.StorageAdapter.key_id/2 and Ltix.StorageAdapter.sign/4 callbacks. Ltix.JWK.sign/2 produces the signature for a key your application has.
@impl true
def key_id(_registration, _opts), do: {:ok, current_jwk().kid}

@impl true
def sign(_registration, key_id, message, _opts) do
  case Enum.find(active_jwks(), &(&1.kid == key_id)) do
    nil -> {:error, :unknown_key}
    jwk -> Ltix.JWK.sign(jwk, message)
  end
end
sign/4 signs with the key that has the given ID and returns an error for an ID it doesn't have. A request that starts before a rotation still gets a signature from the key whose ID is in its JWT header.
A key in a key management service does not have to be exported. Call the service from sign/4 and return its RS256 signature, and build the JWK for your key set endpoint from the public key the service returns. See Storage Adapters.
Serving a JWKS endpoint
Platforms fetch your public keys to verify your tool's signed
assertions. You provide the JWKS endpoint URL during tool
registration.
Each key has a unique kid, so platforms match signatures to the
correct key automatically. Serve the endpoint with to_jwks/1, which
returns a JWKS map with only the public keys.
def jwks(conn, _params) do
  json(conn, Ltix.JWK.to_jwks(MyApp.Lti.list_public_jwks()))
end
A JWK built from a public key is enough for this. Store each key's
public_key_pem and build the JWKs for the endpoint from that.
Ltix.JWK.new!(public_key_pem: key.public_key_pem, kid: key.kid)
Ltix.JWK.new/1 also takes a public key as a DER binary or a JWK map,
which are the formats key management services return.
For tools with a single registration, you can hard-code a single key.
For tools managing multiple registrations, see the
Managing JWKs with Ecto cookbook for a
database-backed approach with key rotation.
Key rotation
When you rotate a key, your JWKS endpoint must continue serving the
old public key until platforms have refreshed their cache. A typical
overlap period is 24-48 hours.
The rotation sequence has four steps.
	Generate a new key
	Start using the new key for signing
	Serve both old and new public keys from your JWKS endpoint
	After the overlap period, stop serving the old key

During the overlap, to_jwks/1 accepts a list, so serving both keys
is straightforward.
Ltix.JWK.to_jwks([old_jwk, new_jwk])
Next steps
	Managing JWKs with Ecto - database
storage, JWKS controller, and automated rotation
	Advantage Services - how keys are used
in service authentication
	Storage Adapters - the callbacks that sign
with your keys
	Ltix.JWK - API reference



  

    Hardening Your Tool

Ltix authenticates launches and checks the requests it sends to platforms. The rest of your tool's security is your application's job. This guide lists what to do, with the code for each step. For what Ltix itself guarantees, see the Threat Model.
Sessions and login state
Ltix.handle_login/3 returns a state value. Keep it in the user's session and pass that session value to Ltix.handle_callback/3. Don't read the expected state from the launch request, because then anyone can supply a matching pair.
def login(conn, params) do
  {:ok, %{redirect_uri: url, state: state}} = Ltix.handle_login(params, launch_url)

  conn
  |> put_session(:lti_state, state)
  |> redirect(external: url)
end

def launch(conn, params) do
  state = get_session(conn, :lti_state)

  case Ltix.handle_callback(params, state) do
    {:ok, context} ->
      conn
      |> delete_session(:lti_state)
      |> start_session(context)

    {:error, error} ->
      launch_failed(conn, error)
  end
end
Launches usually arrive inside the platform's iframe as a cross-site POST, so the session cookie needs three attributes.
plug Plug.Session,
  store: :cookie,
  key: "_my_app_key",
  signing_salt: "your-salt",
  same_site: "None",
  secure: true,
  extra: "Partitioned"
	SameSite=None lets the browser send the cookie on the platform's POST.
	Secure is required with SameSite=None.
	Partitioned keeps the cookie working in browsers that block third-party cookies, and gives each platform site its own cookie jar.

For browsers that block the cookie, see Keeping Login State in Platform Storage.
Sign the session cookie, which Phoenix does by default. Add :encryption_salt if you keep anything in it that the user shouldn't read.
Launch contexts
A Ltix.LaunchContext has the user's identity, roles, and course data. Keep contexts in a server-side store with an expiry, and put only an ID in the session. A signed cookie can be read by the user, and a launch context is too large for one.
After the launch
The state and nonce checks protect only the launch request. Every route your tool serves afterward needs its own protection.
CSRF
The launch route can't use Phoenix's CSRF protection, because the platform sends the POST. Put the routes users reach after the launch in a pipeline that has it.
pipeline :lti_launch do
  plug :accepts, ["html"]
  plug :fetch_session
end

pipeline :lti do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :protect_from_forgery
end
Authorization
Decide what a user may do from the roles in the verified launch.
alias Ltix.LaunchClaims.Role

if Role.instructor?(context.claims.roles) do
  # show grading tools
end
Platforms report roles differently, so check the broad role your feature needs. See Working with Roles.
Data from later requests
Take the course, resource link, and service endpoints a user acts on from the launch context you stored. Don't accept them from form fields or query parameters. A line item URL from the browser, for example, sends your platform access token to whatever URL the user supplies.
# The line item comes from the stored launch, never from params
{:ok, client} = Ltix.GradeService.authenticate(context)
:ok = Ltix.GradeService.post_score(client, score)
Rendering claims
Names, titles, and custom claims are platform data. Render them through HEEx or another escaping template, and treat URLs in claims as untrusted links.
Framing
Your tool has to allow the platform to frame it. If you know each platform's origin, restrict frame-ancestors to it after the launch.
plug :put_secure_browser_headers, %{
  "content-security-policy" => "frame-ancestors 'self' https://canvas.example.edu"
}
Redirects
context.claims.target_link_uri is the URL the platform requests as the user's destination. Check that it points at your tool before redirecting, so a launch can't send users to another site through your domain.
defp tool_url?(url) do
  target = URI.parse(url)
  endpoint = MyAppWeb.Endpoint.struct_url()

  {target.scheme, target.host, target.port} == {endpoint.scheme, endpoint.host, endpoint.port}
end
Registering platforms
Registering a platform is the decision to trust it. Ltix accepts what a registered platform signs.
	Have a person approve each registration. If you offer self-service or dynamic registration, hold new registrations until someone approves them.
	Look registrations up by issuer and client ID. For a login that leaves out the client ID, return {:error, :not_found} when the issuer has more than one registration.
	Scope deployments to their registration, so one platform's deployment ID can't match another's.

Storage adapter
Your adapter's Ltix.StorageAdapter.validate_nonce/4 has to accept each nonce only once, even when two launches arrive at the same moment. Use an atomic insert, and delete records after their expires_at. See Storage Adapters.
Run Ltix.Test.assert_storage_adapter!/2 against your adapter in your test suite. It checks registration and deployment scoping, concurrent nonce use, and signatures.
Signing keys
Ltix calls your adapter for each signature and never stores your private key.
	Keep keys out of version control, logs, and responses. Encrypt them at rest, or keep them in a key management service and sign from sign/4.
	Use a separate key for each registration, so you can rotate one without the others.
	Serve your key set endpoint from public keys. Ltix.JWK.new/1 builds a JWK from a public key alone, and Ltix.JWK.to_jwks/1 returns only public keys.
	In sign/4, sign with the key whose ID is the key_id argument, and return an error for an ID you don't have.

See JWK Management for rotation.
Platform requests
Ltix sends requests only to public addresses, over HTTPS, with certificate verification.
	Leave :local_network_access at its default in production. Grant :local or :loopback on the call for a platform you know runs on your network, and avoid granting it in config for every platform.
	Don't pass :finch, :adapter, :unix_socket, or a proxy in :req_options unless you need one. Ltix can't check the addresses they connect to, so they need local_network_access: :loopback. With a proxy, have the proxy block private addresses.
	Send a custom Advantage service's requests with Ltix.OAuth.Client.request/3 and Ltix.OAuth.Client.request_pages/3, which apply these checks. Requests your own code sends directly with Req don't get them.

Access tokens from Ltix.OAuth let the holder call the platform as your tool. Cache them on the server and keep them out of logs and responses.
Errors and logging
Show users a general message when a launch fails, and log the error. Error messages can include URLs and claim values.
{:error, error} ->
  Logger.warning("LTI launch failed: #{Exception.message(error)}")

  conn
  |> put_status(Ltix.Errors.status_code(error))
  |> render(:error, message: "The launch could not be completed.")
Watch for repeated Ltix.Errors.Security errors. See Error Handling and Telemetry.
Rate limiting
Your login and launch endpoints accept requests from anyone. Rate limit them the way you would any public endpoint.
Next steps
	Threat Model - what Ltix guarantees and what is out of scope
	Storage Adapters - nonce storage and signing callbacks
	JWK Management - generating and rotating keys
	Getting Started - session, pipeline, and iframe setup
	Error Handling - matching and logging errors



  

    Telemetry

Ltix emits :telemetry events at key
boundaries. All span events emit :start, :stop, and :exception
suffixes with system_time and duration measurements provided by
:telemetry.span/3.
OIDC flow
	[:ltix, :login, :start | :stop | :exception] wraps handle_login/3. Use issuer, client_id, and redirect_uri metadata to break down measurements.

	[:ltix, :callback, :start | :stop | :exception] wraps handle_callback/3. Use issuer, client_id, deployment_id, and message_type metadata (stop only, nil on error) to break down measurements.


Advantage services
	[:ltix, :grade_service, <action>, :start | :stop | :exception] wraps each grade service operation. The actions are :list_line_items, :get_line_item, :create_line_item, :update_line_item, :delete_line_item, :post_score, :list_results, :stream_line_items, and :stream_results. The endpoint metadata is the URL the operation requests, or nil when no URL could be resolved. Use it to break down measurements.

	[:ltix, :memberships_service, <action>, :start | :stop | :exception] wraps each memberships service operation. The actions are :list_members and :stream_members. The endpoint metadata is the memberships URL the operation requests, or nil when no URL could be resolved. Use it to break down measurements.

	[:ltix, :deep_linking, :build_response, :start | :stop | :exception] wraps Ltix.DeepLinking.build_response/3. Use item_count and item_types metadata to break down measurements.


Bang variants such as list_members!/2 emit the same events as their non-bang functions.
OAuth
	[:ltix, :oauth, :authenticate, :start | :stop | :exception] wraps the token request made by Ltix.OAuth.authenticate/2 and each service's authenticate/2. Use scopes_requested metadata (start and stop) to break down measurements. scopes_granted and expires_in are available on stop (nil on error).

	[:ltix, :oauth, :refresh, :start | :stop | :exception] wraps the token request made by Ltix.OAuth.Client.refresh/1, Ltix.OAuth.Client.force_refresh/1, and their bang variants. It has the same metadata as [:ltix, :oauth, :authenticate]. refresh/1 emits nothing when the token has not expired.


JWKS cache
These are single events (not spans), emitted during Ltix.JWT.KeySet.get_key/3.
	[:ltix, :jwks, :cache_hit] - key found in cache. The metadata is jwks_uri and kid.
	[:ltix, :jwks, :cache_miss] - key fetched from platform. The metadata is jwks_uri and kid.

A miss is also emitted when the kid is not found (before the error is
returned).
Not instrumented
	Area	Reason
	HTTP requests	Req emits [:req, :request, :*] already
	Storage adapter calls	Host app code. Instrument your own adapter.
	JWT verification internals	Sub-steps of the callback span
	Claim parsing	In-memory struct building with negligible cost
	Pagination per-page	Service-level span covers the whole operation



  

    Auto-creating Deployments on First Launch

In the standard LTI flow, registrations and deployments are both created
out-of-band before the first launch. But many tools don't need
per-deployment configuration. Their configuration is per platform
(registration), and they only record deployments. For these tools, you can
auto-create deployments the first time a new deployment_id appears in
a launch.
This works because get_deployment/3 runs after JWT signature
verification and nonce validation, so the deployment_id is already
verified by the time your adapter receives it.
Storage adapter
The simplest approach is to make get_deployment/3 upsert. The first
launch creates the deployment row, and subsequent launches find it. No
controller changes needed.
@impl true
def get_deployment(%PlatformRegistration{id: registration_id}, deployment_id, _opts) do
  %PlatformDeployment{registration_id: registration_id, deployment_id: deployment_id}
  |> Repo.insert(on_conflict: :nothing, conflict_target: [:registration_id, :deployment_id])

  case Repo.get_by(PlatformDeployment,
         registration_id: registration_id,
         deployment_id: deployment_id
       ) do
    nil -> {:error, :not_found}
    record -> {:ok, record}
  end
end
The insert-then-select pattern handles the race condition where two
concurrent launches for the same new deployment both call
get_deployment/3 at the same time. on_conflict: :nothing means the
second insert silently succeeds without duplicating the row, and both
calls find the same record on the subsequent select.
Migration
Your platform_deployments table needs a unique index for the
upsert's conflict target.
create unique_index(:platform_deployments, [:registration_id, :deployment_id])
Controller
If deployments have meaning in your domain (per-deployment settings,
onboarding flows, approval steps), handle creation in the controller.
This lets you show a registration form, collect extra information, or
require admin approval before the deployment is active.
def launch(conn, params) do
  state = get_session(conn, :lti_state)

  case Ltix.handle_callback(params, state) do
    {:ok, context} ->
      conn
      |> delete_session(:lti_state)
      |> render(:launch, context: context)

    {:error, %Ltix.Errors.Invalid.DeploymentNotFound{deployment_id: id}} ->
      # Create the deployment, then ask the user to re-launch.
      # We can't retry handle_callback here because the nonce was
      # already used (see note below).
      MyApp.Deployments.create!(id)

      conn
      |> delete_session(:lti_state)
      |> render(:deployment_created,
        message: "Setup complete. Return to your LMS and launch again."
      )

    {:error, error} ->
      conn
      |> put_status(400)
      |> text("Launch failed: #{Exception.message(error)}")
  end
end
For an onboarding flow where you need to collect information before
creating the deployment, use this clause.
{:error, %Ltix.Errors.Invalid.DeploymentNotFound{deployment_id: id}} ->
  conn
  |> put_session(:pending_deployment_id, id)
  |> delete_session(:lti_state)
  |> redirect(to: ~p"/lti/onboard")
Nonce is used before deployment lookup
handle_callback/3 records the nonce as used before looking up the deployment. When the call fails with DeploymentNotFound, the nonce is already used. You cannot retry handle_callback/3 with the
same params. The user must re-launch from the platform.
Which approach to use
		Storage adapter	Controller
	Best for	Deployments are only records	Deployments have domain meaning
	Controller changes	None	Match on DeploymentNotFound
	User experience	First launch succeeds with no extra step	Can show onboarding UI
	Complexity	Low	Medium



  

    Testing LTI Launches

Ltix.Test provides helpers for testing your LTI application.
Set up a simulated platform in one call, then test your controllers,
authorization logic, and role-based behavior without a real LMS.
Setup
Add your storage adapter and the Req test plug to config/test.exs.
# config/test.exs
config :ltix,
  storage_adapter: MyApp.LtiStorageAdapter,
  req_options: [plug: {Req.Test, :ltix}]
The :ltix atom is a sentinel. Each internal module rewrites it to its
own stub name so that HTTP calls are isolated per service.
setup_platform!/1 automatically stubs JWKS fetches.
Then create a test platform in your setup block. Pass a :registration
function to create matching records in your own persistence layer. The
function receives an Ltix.Registration with the platform details
(issuer, client_id, endpoints) and returns your app's struct.
defmodule MyAppWeb.LtiControllerTest do
  use MyAppWeb.ConnCase, async: true

  setup do
    jwk = MyApp.Lti.create_jwk!()

    platform = Ltix.Test.setup_platform!(
      registration: fn reg ->
        MyApp.Lti.create_registration!(%{
          issuer: reg.issuer,
          client_id: reg.client_id,
          auth_endpoint: reg.auth_endpoint,
          jwks_uri: reg.jwks_uri,
          token_endpoint: reg.token_endpoint,
          jwk_id: jwk.id
        })
      end,
      tool_jwk: Ltix.JWK.new!(private_key_pem: jwk.private_key_pem, kid: jwk.kid)
    )

    %{platform: platform}
  end
end
Pass the key your storage adapter signs with as :tool_jwk, so Ltix.Test.verify_deep_linking_response/2 can verify what your tool signs.
If your storage adapter auto-creates deployments (common pattern), you
don't need a deployment factory. Otherwise, pass a 2-arity
:deployment function that receives (Ltix.Deployment, your_registration).
Without a storage adapter of your own, use the in-memory Ltix.Test.StorageAdapter. Set it as storage_adapter in config/test.exs, then start it in your setup with your test platforms.
setup do
  platform = Ltix.Test.setup_platform!()
  {:ok, pid} = Ltix.Test.StorageAdapter.start_link(platforms: [platform])
  Ltix.Test.StorageAdapter.set_pid(pid)

  %{platform: platform}
end
Checking your storage adapter
Ltix.Test.assert_storage_adapter!/2 checks your real adapter's registration and deployment lookups, protocol conversions, nonce replay prevention, and signatures. See Testing your adapter for factories and database sandbox setup.
Testing your controller
Simulate a full platform-initiated launch against your controller
endpoints. This tests your routes, session handling, and response
logic end-to-end.
test "instructor launch renders the dashboard", %{conn: conn, platform: platform} do
  # Platform initiates login
  conn =
    conn
    |> post(~p"/lti/login", Ltix.Test.login_params(platform))

  # Follow the redirect back to your launch endpoint
  assert redirected_to(conn, 302) =~ "https://platform.example.com/auth"
  state = get_session(conn, :lti_state)
  redirect_uri = redirected_to(conn, 302)
  nonce = Ltix.Test.extract_nonce(redirect_uri)

  conn =
    conn
    |> recycle()
    |> Plug.Test.init_test_session(%{lti_state: state})
    |> post(
      ~p"/lti/launch",
      Ltix.Test.launch_params(platform,
        nonce: nonce,
        state: state,
        roles: [:instructor],
        name: "Jane Doe"
      )
    )

  assert html_response(conn, 200) =~ "Dashboard"
  assert html_response(conn, 200) =~ "Jane Doe"
end

test "learner launch renders the assignment view", %{conn: conn, platform: platform} do
  conn = post(conn, ~p"/lti/login", Ltix.Test.login_params(platform))
  state = get_session(conn, :lti_state)
  nonce = Ltix.Test.extract_nonce(redirected_to(conn, 302))

  conn =
    conn
    |> recycle()
    |> Plug.Test.init_test_session(%{lti_state: state})
    |> post(
      ~p"/lti/launch",
      Ltix.Test.launch_params(platform,
        nonce: nonce,
        state: state,
        roles: [:learner],
        context: %{id: "course-1", title: "Elixir 101"}
      )
    )

  assert html_response(conn, 200) =~ "Elixir 101"
  refute html_response(conn, 200) =~ "Grade"
end
Testing business logic
When testing code that receives a %LaunchContext{}, skip the OIDC
flow entirely with build_launch_context/2. This is faster and isolates
your logic from controller and HTTP concerns.
defmodule MyApp.PermissionsTest do
  use ExUnit.Case, async: true

  setup do
    %{platform: Ltix.Test.setup_platform!()}
  end

  test "instructors can manage grades", %{platform: platform} do
    context = Ltix.Test.build_launch_context(platform,
      roles: [:instructor],
      name: "Jane Doe"
    )

    assert MyApp.Permissions.can_manage_grades?(context)
  end

  test "TAs can view but not manage grades", %{platform: platform} do
    alias Ltix.LaunchClaims.Role

    context = Ltix.Test.build_launch_context(platform,
      roles: [%Role{type: :context, name: :instructor, sub_role: :teaching_assistant}]
    )

    assert MyApp.Permissions.can_view_grades?(context)
    refute MyApp.Permissions.can_manage_grades?(context)
  end

  test "learners see their own submissions only", %{platform: platform} do
    context = Ltix.Test.build_launch_context(platform,
      roles: [:learner],
      subject: "student-42",
      context: %{id: "course-1"}
    )

    submissions = MyApp.Submissions.list_for(context)
    assert Enum.all?(submissions, &(&1.user_id == "student-42"))
  end
end
Customizing launches
launch_params/2 and build_launch_context/2 take the same launch options with the same defaults, so a launch built either way has the same claims. Without options, the launch is a resource link launch by an instructor with subject "user-12345" in context "context-001".
Roles
Pass atoms for common LIS context roles.
roles: [:instructor, :learner]
For sub-roles, pass a %Role{} struct.
alias Ltix.LaunchClaims.Role
roles: [%Role{type: :context, name: :instructor, sub_role: :teaching_assistant}]
For institution or system roles, or custom role URIs, pass the full URI
string. URIs Ltix does not recognize are listed in
context.claims.unrecognized_roles, as in a real launch.
roles: ["http://purl.imsglobal.org/vocab/lis/v2/institution/person#Faculty"]
Context and resource link
Ltix.Test.build_launch_context(platform,
  roles: [:instructor],
  context: %{
    id: "course-1",
    label: "CS101",
    title: "Intro to CS",
    type: ["http://purl.imsglobal.org/vocab/lis/v2/course#CourseOffering"]
  },
  resource_link: %{id: "assignment-1", title: "Quiz 1"}
)
Both options also take the %Ltix.LaunchClaims.Context{} and %Ltix.LaunchClaims.ResourceLink{} structs.
Deep linking
Pass message_type: :deep_linking. Settings you leave out accept the five standard content types, every presentation target, and multiple items.
Ltix.Test.build_launch_context(platform,
  message_type: :deep_linking,
  deep_linking_settings: %{accept_types: ["ltiResourceLink"], accept_line_item: true}
)
Anonymous launches
Pass subject: nil for a launch without a user identifier.
Ltix.Test.launch_params(platform, nonce: nonce, state: state, subject: nil)
Ltix.handle_callback/3 rejects such a launch unless your app accepts anonymous launches. Pass allow_anonymous: true to the call, or set it for the whole app with config :ltix, allow_anonymous: true.
Ltix.handle_callback(params, state, allow_anonymous: true)
build_launch_context/2 builds an anonymous context without either.
Service endpoints
Give the launch grade and memberships service endpoints as maps of the endpoint struct fields, or the structs themselves. The grade service endpoint needs its scopes, and the memberships endpoint can be just its URL.
Ltix.Test.launch_params(platform,
  nonce: nonce,
  state: state,
  ags_endpoint: %{
    line_items: "https://platform.example.com/lineitems",
    scopes: ["https://purl.imsglobal.org/spec/lti-ags/scope/lineitem"]
  },
  memberships_endpoint: "https://platform.example.com/memberships"
)
Raw claim overrides
For claims not covered by the convenience options, use :claims to
merge raw claims over the built ones.
Ltix.Test.launch_params(platform,
  nonce: nonce,
  state: state,
  claims: %{
    "https://purl.imsglobal.org/spec/lti/claim/custom" => %{
      "canvas_course_id" => "12345"
    }
  }
)
Hand-built tokens
To test how your app handles a token launch_params/2 doesn't build, start from valid_lti_claims/2, change the claims, and sign them with the platform's key.
claims =
  platform
  |> Ltix.Test.valid_lti_claims(%{"nonce" => nonce})
  |> Map.delete("sub")

params = %{"id_token" => Ltix.Test.sign_id_token(claims, platform.jwk), "state" => state}
Testing advantage services
When your application uses Ltix.GradeService or
Ltix.MembershipsService, you need to stub both the OAuth token
request and the service's HTTP calls.
Grade service
test "submits a score after launch", %{platform: platform} do
  Ltix.Test.stub_token_response(scopes: [
    "https://purl.imsglobal.org/spec/lti-ags/scope/score"
  ])

  Ltix.Test.stub_post_score()

  context = Ltix.Test.build_launch_context(platform,
    ags_endpoint: %{
      line_item: "https://platform.example.com/lineitems/1",
      scopes: ["https://purl.imsglobal.org/spec/lti-ags/scope/score"]
    }
  )

  {:ok, client} = Ltix.GradeService.authenticate(context)

  {:ok, score} = Ltix.GradeService.Score.new(
    user_id: "student-42",
    score_given: 85,
    score_maximum: 100,
    activity_progress: :completed,
    grading_progress: :fully_graded
  )

  assert :ok = Ltix.GradeService.post_score(client, score)
end
Memberships service
test "fetches roster", %{platform: platform} do
  alias Ltix.LaunchClaims.Role
  alias Ltix.MembershipsService.Member

  Ltix.Test.stub_token_response(scopes: [
    "https://purl.imsglobal.org/spec/lti-nrps/scope/contextmembership.readonly"
  ])

  Ltix.Test.stub_list_members(
    [%Member{user_id: "student-1", roles: [Role.from_atom(:learner)], name: "Alice"}],
    context: %{id: "course-1", title: "Elixir 101"}
  )

  context = Ltix.Test.build_launch_context(platform,
    memberships_endpoint: "https://platform.example.com/memberships"
  )

  {:ok, client} = Ltix.MembershipsService.authenticate(context)
  {:ok, roster} = Ltix.MembershipsService.list_members(client)

  assert length(roster.members) == 1
  assert hd(roster.members).name == "Alice"
end
Several grade operations
Each stub handles one operation, so stub every operation your code calls. Stubbing an operation again replaces its stub. A request without a matching stub fails the test with its method and URL.
test "creates a line item and posts a score to it", %{platform: platform} do
  alias Ltix.GradeService.LineItem

  Ltix.Test.stub_token_response()

  Ltix.Test.stub_create_line_item(
    %LineItem{id: "https://lms.example.com/lineitems/9", label: "Quiz 1", score_maximum: 100}
  )

  Ltix.Test.stub_post_score()

  context = Ltix.Test.build_launch_context(platform,
    ags_endpoint: %{
      line_items: "https://lms.example.com/lineitems",
      scopes: [
        "https://purl.imsglobal.org/spec/lti-ags/scope/lineitem",
        "https://purl.imsglobal.org/spec/lti-ags/scope/score"
      ]
    }
  )

  {:ok, client} = Ltix.GradeService.authenticate(context)
  {:ok, item} = Ltix.GradeService.create_line_item(client, label: "Quiz 1", score_maximum: 100)

  score =
    Ltix.GradeService.Score.new!(
      user_id: "student-42",
      score_given: 85,
      score_maximum: 100,
      activity_progress: :completed,
      grading_progress: :fully_graded
    )

  assert :ok = Ltix.GradeService.post_score(client, score, line_item: item)
end
To return different data per line item, pass :line_item to the per-line-item stubs. A stub without it handles every line item the others do not.
Ltix.Test.stub_list_line_items([quiz, exam])
Ltix.Test.stub_list_results(quiz_results, line_item: quiz)
Ltix.Test.stub_list_results(exam_results, line_item: exam)
The list stubs handle list_* and stream_* calls, one page at a time when the call passes :per_page.
Stubs apply to the test process and to any process you allow with Req.Test.allow(Ltix.GradeService, self(), pid), so they work in async tests and in processes your code starts.
Per-operation stubs accept the struct(s) the platform would return. For
custom response logic (inspecting headers, returning errors, etc.), use
Req.Test.stub(Ltix.GradeService, fn conn -> ... end) directly. It
replaces every Ltix.Test stub of that service.


  

    Managing JWKs with Ecto

This recipe sets up database-backed JWK storage with a dedicated table,
a JWKS controller, and a key rotation function. If you haven't read
the JWK Management guide yet, start there for
background on key pairs, JWKS endpoints, and rotation.
Migration
A dedicated table keeps key management separate from registration logic and makes rotation straightforward. Each row has the key ID, the public key your key set endpoint serves, and the private key, encrypted.
create table(:lti_keys) do
  add :kid, :string, null: false
  add :public_key_pem, :text, null: false
  add :private_key_pem, :binary, null: false
  add :active, :boolean, default: true
  timestamps()
end

create unique_index(:lti_keys, [:kid])

alter table(:platform_registrations) do
  add :key_id, references(:lti_keys), null: false
end
Schema
The private key is encrypted at rest and left out of inspect. MyApp.Encrypted.Binary here is a Cloak field type, set up in Getting Started. Any encrypted field type works in its place.
defmodule MyApp.Lti.LtiKey do
  use Ecto.Schema

  schema "lti_keys" do
    field :kid, :string
    field :public_key_pem, :string
    field :private_key_pem, MyApp.Encrypted.Binary, redact: true
    field :active, :boolean, default: true
    timestamps()
  end
end
Creating registrations with keys
Generate a key when creating a registration.
defmodule MyApp.Lti do
  def create_registration(attrs) do
    key = create_key!()

    %PlatformRegistration{}
    |> PlatformRegistration.changeset(Map.put(attrs, :key_id, key.id))
    |> Repo.insert()
  end

  def create_key! do
    jwk = Ltix.JWK.generate()

    # Ecto's debug log prints query parameters, and the key is one of them.
    Repo.insert!(
      %LtiKey{
        kid: jwk.kid,
        public_key_pem: jwk.public_key_pem,
        private_key_pem: jwk.private_key_pem
      },
      log: false
    )
  end
end
Signing
Your storage adapter signs with the registration's key through the key_id/2 and sign/4 callbacks.
@impl true
def key_id(%PlatformRegistration{key_id: key_id}, _opts) do
  {:ok, Repo.get!(LtiKey, key_id).kid}
end

@impl true
def sign(_registration, key_id, message, _opts) do
  case Repo.get_by(LtiKey, kid: key_id, active: true) do
    nil -> {:error, :unknown_key}
    key -> Ltix.JWK.sign(Ltix.JWK.new!(private_key_pem: key.private_key_pem, kid: key.kid), message)
  end
end
sign/4 looks the key up by the ID key_id/2 returned, so a request that starts before a rotation still signs with the key whose ID is in its JWT header.
JWKS controller
Serve the public key of every active key. The query selects only the public column, so the endpoint never reads a private key.
defmodule MyAppWeb.JwksController do
  use MyAppWeb, :controller

  import Ecto.Query
  alias MyApp.Repo
  alias MyApp.Lti.LtiKey

  def index(conn, _params) do
    keys = Repo.all(from k in LtiKey, where: k.active == true, select: {k.kid, k.public_key_pem})
    jwks = Enum.map(keys, fn {kid, pem} -> Ltix.JWK.new!(public_key_pem: pem, kid: kid) end)

    json(conn, Ltix.JWK.to_jwks(jwks))
  end
end
# router.ex
get "/.well-known/jwks.json", JwksController, :index
Cache the JWKS response
Platforms may fetch your JWKS endpoint frequently. Consider caching
the response in ETS or with a cache header.
Key rotation
Create a new key row, set it as the registration's key, and leave the
old key active so platforms can still verify during the overlap
period.
def rotate_key(registration_id) do
  new_key = create_key!()

  Repo.get!(PlatformRegistration, registration_id)
  |> PlatformRegistration.changeset(%{key_id: new_key.id})
  |> Repo.update!()
end
The old key stays active: true, so the JWKS endpoint continues
serving it. After platforms have refreshed their cache (24-48 hours
is typical), mark it inactive.
Repo.update!(LtiKey.changeset(old_key, %{active: false}))


  

    Building Scores

Beyond posting a final grade, you can track student progress, award
extra credit, and attach feedback. This cookbook shows common
scoring scenarios.
Posting a final grade
Set both progress fields to their "done" values so the platform
records the grade.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  score_given: 92,
  score_maximum: 100,
  activity_progress: :completed,
  grading_progress: :fully_graded
)
Use :fully_graded for final scores
Platforms may ignore scores with any other grading_progress value.
If you want the grade to appear in the gradebook, always use
:fully_graded.
Tracking progress without a grade
Report that a student has started an activity before you have a score
to post.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  activity_progress: :started,
  grading_progress: :not_ready
)
Update the progress as the student works through the activity.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  activity_progress: :in_progress,
  grading_progress: :pending
)
Awarding extra credit
score_given may exceed score_maximum.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  score_given: 110,
  score_maximum: 100,
  activity_progress: :completed,
  grading_progress: :fully_graded
)
Including feedback
Add a plain-text comment visible to both student and instructor.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  score_given: 75,
  score_maximum: 100,
  activity_progress: :completed,
  grading_progress: :fully_graded,
  comment: "Good work on part 2, but review section 3."
)
Recording submission times
Send the times the student started and submitted their work as DateTime values. submitted_at must not be earlier than started_at.
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  score_given: 88,
  score_maximum: 100,
  activity_progress: :submitted,
  grading_progress: :pending_manual,
  submission: [started_at: attempt.started_at, submitted_at: attempt.submitted_at]
)
Invalid or unknown fields return an Ltix.Errors.Invalid.InvalidField error.
Choosing progress values
Activity progress
	Value	When to use
	:initialized	Student hasn't started yet, or you're resetting
	:started	Student opened the activity
	:in_progress	Student is working on it
	:submitted	Student submitted but may resubmit
	:completed	Student is done

Grading progress
	Value	When to use
	:fully_graded	Final grade, ready for the gradebook
	:pending	Auto-grading in progress
	:pending_manual	Waiting for instructor review
	:failed	Grading could not complete
	:not_ready	No grading happening yet

Timestamps
Score.new/1 auto-generates a timestamp if you don't provide one.
You can pass an explicit DateTime as :timestamp for testing or replays.


  

    Persisting Service Endpoints

Service calls that happen outside an LTI launch need endpoint URLs that
were stored during one. Consider a mobile attendance app. The LTI launch
sets up the course, but grade posting happens later when students check
in on their phones. This cookbook shows what to persist and where, using
that app as a running example.
Programmatic line items
The tool creates its own "Attendance" line item in the gradebook and
posts scores to it. It also syncs the roster so it can pair students'
mobile accounts with their LMS identities using the LIS data from
membership responses.
Both URLs are context-scoped, so store them on the course. The grade service also needs the scopes from the launch claim, and the line item URL the platform returns when the tool creates its line item.
Migration
defmodule MyApp.Repo.Migrations.AddServiceEndpointsToCourses do
  use Ecto.Migration

  def change do
    alter table(:courses) do
      add :memberships_url, :string
      add :lineitems_url, :string
      add :ags_scopes, {:array, :string}
      add :attendance_line_item_url, :string
    end
  end
end
Schema
# lib/my_app/course.ex
defmodule MyApp.Course do
  use Ecto.Schema
  import Ecto.Changeset

  schema "courses" do
    field :context_id, :string
    field :title, :string
    field :memberships_url, :string
    field :lineitems_url, :string
    field :ags_scopes, {:array, :string}
    field :attendance_line_item_url, :string
    belongs_to :registration, MyApp.Lti.Registration
    timestamps()
  end

  def changeset(course, attrs) do
    course
    |> cast(attrs, [
      :context_id,
      :title,
      :registration_id,
      :memberships_url,
      :lineitems_url,
      :ags_scopes,
      :attendance_line_item_url
    ])
    |> validate_required([:context_id, :registration_id])
    |> unique_constraint([:context_id, :registration_id])
  end
end
Storing during launch
Extract the endpoint URLs in create_course!/1. Either claim may be
nil if the platform doesn't support that service. The upsert replaces
endpoint URLs on every launch, keeping them current if the platform
ever changes them.
def create_course!(%Ltix.LaunchContext{claims: claims, registration: registration}) do
  attrs = %{
    context_id: claims.context.id,
    registration_id: registration.id,
    title: claims.context.title,
    memberships_url: claims.memberships_endpoint && claims.memberships_endpoint.context_memberships_url,
    lineitems_url: claims.ags_endpoint && claims.ags_endpoint.line_items,
    ags_scopes: claims.ags_endpoint && claims.ags_endpoint.scopes
  }

  %Course{}
  |> Course.changeset(attrs)
  |> Repo.insert!(
    on_conflict: {:replace, [:title, :memberships_url, :lineitems_url, :ags_scopes, :updated_at]},
    conflict_target: [:context_id, :registration_id],
    returning: true
  )
end
Create the attendance line item once, during the first launch, and store its URL.
def ensure_attendance_line_item!(course, context) do
  if course.attendance_line_item_url do
    course
  else
    {:ok, client} = Ltix.GradeService.authenticate(context)

    {:ok, item} = Ltix.GradeService.create_line_item(client,
      label: "Attendance",
      score_maximum: 1,
      tag: "attendance"
    )

    course
    |> Course.changeset(%{attendance_line_item_url: item.id})
    |> Repo.update!()
  end
end
Using stored endpoints
Sync the roster periodically to pair mobile accounts with LMS users.
alias Ltix.LaunchClaims.MembershipsEndpoint

def sync_roster(course) do
  registration = get_registration(course)
  endpoint = MembershipsEndpoint.new!(course.memberships_url)

  {:ok, client} = Ltix.MembershipsService.authenticate(registration,
    endpoint: endpoint
  )

  {:ok, members} = Ltix.MembershipsService.list_members(client)
  # Pair mobile accounts with LMS users using LIS data from members
end
Post a score to the line item the tool created earlier.
alias Ltix.LaunchClaims.AGSEndpoint

def post_attendance(course, user_id) do
  registration = get_registration(course)

  endpoint =
    AGSEndpoint.new!(line_items: course.lineitems_url, scopes: course.ags_scopes)

  {:ok, client} = Ltix.GradeService.authenticate(registration,
    endpoint: endpoint
  )

  {:ok, score} = Ltix.GradeService.Score.new(
    user_id: user_id,
    score_given: 1,
    score_maximum: 1,
    activity_progress: :completed,
    grading_progress: :fully_graded
  )

  :ok = Ltix.GradeService.post_score(client, score,
    line_item: course.attendance_line_item_url
  )
end
Coupled line items
With coupled line items, the instructor creates one tool placement per
class session, such as "Week 1" and "Week 2". The platform pre-creates a
grade column for each placement. The lineitem URL for that column and
its scopes are resource-link-scoped (different per session), so store
them in a separate schema.
Migration
defmodule MyApp.Repo.Migrations.CreateClassSessions do
  use Ecto.Migration

  def change do
    create table(:class_sessions) do
      add :resource_link_id, :string, null: false
      add :title, :string
      add :lineitem_url, :string
      add :ags_scopes, {:array, :string}
      add :course_id, references(:courses), null: false
      timestamps()
    end

    create unique_index(:class_sessions, [:resource_link_id, :course_id])
  end
end
Schema
# lib/my_app/class_session.ex
defmodule MyApp.ClassSession do
  use Ecto.Schema
  import Ecto.Changeset

  schema "class_sessions" do
    field :resource_link_id, :string
    field :title, :string
    field :lineitem_url, :string
    field :ags_scopes, {:array, :string}
    belongs_to :course, MyApp.Course
    timestamps()
  end

  def changeset(session, attrs) do
    session
    |> cast(attrs, [:resource_link_id, :title, :lineitem_url, :ags_scopes, :course_id])
    |> validate_required([:resource_link_id, :course_id])
    |> unique_constraint([:resource_link_id, :course_id])
  end
end
Storing during launch
def create_class_session!(%Ltix.LaunchContext{claims: claims}, course) do
  attrs = %{
    resource_link_id: claims.resource_link.id,
    title: claims.resource_link.title,
    lineitem_url: claims.ags_endpoint && claims.ags_endpoint.line_item,
    ags_scopes: claims.ags_endpoint && claims.ags_endpoint.scopes,
    course_id: course.id
  }

  %ClassSession{}
  |> ClassSession.changeset(attrs)
  |> Repo.insert!(
    on_conflict: {:replace, [:title, :lineitem_url, :ags_scopes, :updated_at]},
    conflict_target: [:resource_link_id, :course_id],
    returning: true
  )
end
Using stored endpoints
When a student checks in for a specific session, post the score directly
to that session's grade column.
alias Ltix.LaunchClaims.AGSEndpoint

def post_check_in(session, user_id) do
  course = Repo.preload(session, :course).course
  registration = get_registration(course)
  endpoint = AGSEndpoint.new!(line_item: session.lineitem_url, scopes: session.ags_scopes)

  {:ok, client} = Ltix.GradeService.authenticate(registration,
    endpoint: endpoint
  )

  {:ok, score} = Ltix.GradeService.Score.new(
    user_id: user_id,
    score_given: 1,
    score_maximum: 1,
    activity_progress: :completed,
    grading_progress: :fully_graded
  )

  :ok = Ltix.GradeService.post_score(client, score)
end
See Advantage Services for an overview of
token management, Syncing Grades in the Background
for Oban worker patterns, and
Token Caching and Reuse for batch
refreshing across courses.


  

    Syncing Grades in the Background

For scheduled grade sync or Oban workers, store the AGS endpoint
during launch and authenticate from a registration later.
Storing the endpoint
Save the endpoint URLs and scopes from the first launch. The scopes are required to authenticate later.
endpoint = context.claims.ags_endpoint

MyApp.Courses.store_ags_endpoint(course_id, %{
  line_items_url: endpoint.line_items,
  line_item_url: endpoint.line_item,
  scopes: endpoint.scopes
})
Posting grades in a background job
Rebuild the endpoint with Ltix.LaunchClaims.AGSEndpoint.new!/1.
alias Ltix.LaunchClaims.AGSEndpoint

def perform(%{args: %{"course_id" => course_id, "user_id" => user_id}}) do
  registration = MyApp.Courses.get_registration(course_id)
  stored = MyApp.Courses.get_ags_endpoint(course_id)

  endpoint =
    AGSEndpoint.new!(
      line_items: stored.line_items_url,
      line_item: stored.line_item_url,
      scopes: stored.scopes
    )

  {:ok, client} = Ltix.GradeService.authenticate(registration,
    endpoint: endpoint
  )

  {:ok, score} = Ltix.GradeService.Score.new(
    user_id: user_id,
    score_given: calculate_grade(course_id, user_id),
    score_maximum: 100,
    activity_progress: :completed,
    grading_progress: :fully_graded
  )

  :ok = Ltix.GradeService.post_score(client, score)
end
See Persisting Service Endpoints for
schema examples, Advantage Services for an
overview of token management, and Token Caching and Reuse
for batch refreshing, multi-course tokens, and ETS caching patterns.


  

    Using Canvas Grade Extensions

Canvas supports extra properties on line items and scores. Pass them
via the :extensions option when creating line items or posting
scores.
Submission type on line item create
Set the Canvas assignment's submission type when creating a line item:
{:ok, item} = Ltix.GradeService.create_line_item(client,
  label: "External Assignment",
  score_maximum: 100,
  extensions: %{
    "https://canvas.instructure.com/lti/submission_type" => %{
      "type" => "external_tool",
      "external_tool_url" => "https://my.tool.url/launch"
    }
  }
)
Submission metadata on scores
Attach submission details when posting a score:
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: user_id,
  score_given: 85,
  score_maximum: 100,
  activity_progress: :completed,
  grading_progress: :fully_graded,
  extensions: %{
    "https://canvas.instructure.com/lti/submission" => %{
      "new_submission" => true,
      "submission_type" => "online_url",
      "submission_data" => "https://example.com/student-work"
    }
  }
)
See Canvas LTI documentation
for the full list of supported submission fields.


  

    Building Content Items

Common content item patterns for deep linking responses. Each section
shows a self-contained example you can adapt.
LTI resource link
The simplest content item. The platform creates a link that launches
back into your tool.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/activities/42",
  title: "Week 3 Activity"
)
Omit url to use the tool's base launch URL configured in the
platform.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  title: "Activity from Tool"
)
Resource link with a line item
Include a line_item so the platform auto-creates a gradebook column.
You can then post scores to it using the grade service.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/quizzes/7",
  title: "Midterm Quiz",
  line_item: [
    score_maximum: 100,
    label: "Midterm Quiz",
    tag: "quiz",
    grades_released: true
  ]
)
score_maximum is required and must be positive. The label defaults
to the content item's title if omitted, and must not be blank when
given.
line_item also accepts an Ltix.GradeService.LineItem. Deep linking can only send label, score_maximum, resource_id, tag, and grades_released, so a line item that sets any other field, such as id, returns an error.
Resource link with custom parameters
Custom parameters are passed to your tool on every launch of the
created link. Pass them as a keyword list or a map with string or atom
keys. Values must be strings.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/assignments",
  title: "Essay Submission",
  custom: [
    assignment_id: "essay-3",
    rubric: "standard",
    allow_late: "true"
  ]
)
Setting availability windows
Control when the link is accessible and when submissions are accepted.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/exams/final",
  title: "Final Exam",
  available: [
    start_date_time: ~U[2025-05-01 08:00:00Z],
    end_date_time: ~U[2025-05-01 12:00:00Z]
  ],
  submission: [
    end_date_time: ~U[2025-05-01 11:30:00Z]
  ]
)
Both fields in each window are optional. You can set just an end time
and leave the start unset.
External link
For URLs outside your tool. Use Link when the resource isn't an LTI
launch.
{:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(
  url: "https://docs.example.com/getting-started",
  title: "Getting Started Guide",
  icon: [url: "https://docs.example.com/favicon.png", width: 32, height: 32]
)
Control how the platform opens the link with window or iframe.
{:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(
  url: "https://videos.example.com/lecture-5",
  title: "Lecture 5 Recording",
  iframe: [src: "https://videos.example.com/embed/lecture-5", width: 800, height: 450]
)
Include embeddable HTML with embed.
{:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(
  url: "https://interactive.example.com/sim/42",
  title: "Physics Simulation",
  embed: [html: ~s(<iframe src="https://interactive.example.com/embed/42"></iframe>)]
)
File with expiry
File URLs are expected to be short-lived. Set expires_at to send the
platform the time the URL stops working.
{:ok, file} = Ltix.DeepLinking.ContentItem.File.new(
  url: "https://tool.example.com/exports/report-abc123.pdf",
  title: "Lab Report Template",
  media_type: "application/pdf",
  expires_at: ~U[2025-03-15 12:00:00Z]
)
HTML fragment
Inline HTML the platform embeds directly in its page.
{:ok, fragment} = Ltix.DeepLinking.ContentItem.HTMLFragment.new(
  html: """
  <div class="tool-widget">
    <h3>Study Flashcards</h3>
    <p>25 cards covering Chapter 4</p>
  </div>
  """,
  title: "Chapter 4 Flashcards"
)
Prefer Link with embed
If your HTML renders a single resource that also has a direct URL,
use Link with an embed. This gives the platform both the
embeddable HTML and a fallback URL.
Image
An image the platform renders directly with an img tag.
{:ok, image} = Ltix.DeepLinking.ContentItem.Image.new(
  url: "https://tool.example.com/diagrams/architecture.png",
  title: "System Architecture",
  width: 1200,
  height: 800
)
Include a thumbnail for list views.
{:ok, image} = Ltix.DeepLinking.ContentItem.Image.new(
  url: "https://tool.example.com/photos/lab-setup.jpg",
  title: "Lab Setup Photo",
  thumbnail: [
    url: "https://tool.example.com/photos/lab-setup-thumb.jpg",
    width: 150,
    height: 100
  ]
)
Using extensions
Add vendor-specific properties keyed by fully qualified URLs. Extensions
are merged into the top-level JSON output. A key that is a standard
field, such as type or url, returns an error.
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/activity/5",
  title: "Proctored Exam",
  extensions: %{
    "https://vendor.example.com/proctoring" => %{
      "required" => true,
      "duration_minutes" => 90
    }
  }
)
All five content item types support the extensions field.
Returning multiple items
Pass a list of mixed content item types to build_response/3.
{:ok, quiz} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/quizzes/1",
  title: "Quiz 1",
  line_item: [score_maximum: 50]
)

{:ok, reading} = Ltix.DeepLinking.ContentItem.Link.new(
  url: "https://docs.example.com/chapter-3",
  title: "Chapter 3 Reading"
)

{:ok, response} = Ltix.DeepLinking.build_response(context, [quiz, reading],
  message: "Added 2 items"
)
Check settings.accept_multiple before offering multi-select. If
accept_multiple is false, build_response/3 returns a
ContentItemsExceedLimit error for more than one item.
Returning no items
Return an empty list with a message when the user cancels or an error
occurs.
# User cancelled
{:ok, response} = Ltix.DeepLinking.build_response(context, [],
  message: "No items selected"
)

# Something went wrong
{:ok, response} = Ltix.DeepLinking.build_response(context, [],
  error_message: "Could not load available activities",
  error_log: "ActivityService returned 503"
)
An empty items list is always valid regardless of platform constraints.


  

    Token Caching and Reuse

Most LTI tools authenticate once per request or job and need no
token management. But when a background job processes hundreds of
grades or syncs multiple courses, understanding the token lifecycle
avoids redundant authentication and handles mid-job expiry.
Refreshing during a batch
When processing many items in a single job, the token may expire before
you finish. Call refresh!/1 between batches. The endpoint is rebuilt
from the URL and scopes saved during a launch, as in
Syncing Grades in the Background.
alias Ltix.LaunchClaims.AGSEndpoint

def perform(%{args: %{"course_id" => course_id}}) do
  registration = MyApp.Courses.get_registration(course_id)
  stored = MyApp.Courses.get_ags_endpoint(course_id)
  endpoint = AGSEndpoint.new!(line_item: stored.line_item_url, scopes: stored.scopes)

  {:ok, client} = Ltix.GradeService.authenticate(registration,
    endpoint: endpoint
  )

  course_id
  |> MyApp.Grades.pending_scores()
  |> Enum.chunk_every(50)
  |> Enum.reduce(client, fn batch, client ->
    client = ensure_fresh(client)

    Enum.each(batch, fn {user_id, score_given} ->
      {:ok, score} = Ltix.GradeService.Score.new(
        user_id: user_id,
        score_given: score_given,
        score_maximum: 100,
        activity_progress: :completed,
        grading_progress: :fully_graded
      )

      :ok = Ltix.GradeService.post_score(client, score)
    end)

    client
  end)

  :ok
end

defp ensure_fresh(client) do
  Ltix.OAuth.Client.refresh!(client)
end
refresh/1 requests a new token only when Ltix.OAuth.Client.expired?/1
is true for the current one. Otherwise it returns the client unchanged.
The returned client has the same endpoints and registration, and only
the token changes. To request a new token regardless of expiry, use
force_refresh!/1.
Syncing multiple courses
A token is scoped to a registration (platform + client_id). If you sync
several courses on the same platform in one job, authenticate once and
swap endpoints with with_endpoints!/3.
def perform(%{args: %{"platform_id" => platform_id}}) do
  registration = MyApp.Platforms.get_registration(platform_id)
  courses = MyApp.Courses.for_platform(platform_id)

  # Bootstrap with any course's endpoint to acquire the token
  first_endpoint = MyApp.Courses.get_memberships_endpoint(hd(courses).id)

  {:ok, client} = Ltix.MembershipsService.authenticate(registration,
    endpoint: first_endpoint
  )

  Enum.reduce(courses, client, fn course, client ->
    endpoint = MyApp.Courses.get_memberships_endpoint(course.id)

    client = Ltix.OAuth.Client.with_endpoints!(client, %{
      Ltix.MembershipsService => endpoint
    })

    client = ensure_fresh(client)

    {:ok, roster} = Ltix.MembershipsService.list_members(client)
    MyApp.Courses.sync_roster(course.id, roster)

    client
  end)

  :ok
end
The token's granted scopes do not change. If it lacks a scope a new endpoint needs, that service returns a ScopeMismatch error when called. Pass require_all_scopes: true to with_endpoints/3 to get the error at swap time.
Caching tokens across workers
When many Oban workers call the same platform concurrently (say, one
job per course), each authenticates independently by default. To share
tokens, cache them in ETS. A token has only the scopes it was
requested for, and a platform may limit it to the deployment it was requested for, so key the cache by the registration, the deployment, and the scopes the
service requests. Workers calling the same service share one token, and
a service that needs other scopes gets a separate token.
defmodule MyApp.LTI.TokenCache do
  @table :lti_token_cache

  alias Ltix.OAuth.{AccessToken, Client}

  def create_table do
    :ets.new(@table, [:set, :public, :named_table, read_concurrency: true])
    :ok
  end

  def get_or_authenticate(registration, deployment, service, endpoint) do
    key =
      {registration.issuer, registration.client_id, deployment.deployment_id,
       Enum.sort(service.scopes(endpoint))}

    case :ets.lookup(@table, key) do
      [{^key, token}] ->
        if AccessToken.expired?(token) do
          authenticate_and_cache(key, registration, deployment, service, endpoint)
        else
          Client.from_access_token(token,
            registration: registration,
            deployment: deployment,
            endpoints: %{service => endpoint}
          )
        end

      [] ->
        authenticate_and_cache(key, registration, deployment, service, endpoint)
    end
  end

  defp authenticate_and_cache(key, registration, deployment, service, endpoint) do
    {:ok, client} =
      service.authenticate(registration, endpoint: endpoint, deployment: deployment)

    :ets.insert(@table, {key, client.token})
    {:ok, client}
  end
end
An ETS table is deleted when the process that created it exits, so create the table once when your application starts.
# lib/my_app/application.ex
def start(_type, _args) do
  :ok = MyApp.LTI.TokenCache.create_table()

  children = [
    MyApp.Repo,
    {Oban, Application.fetch_env!(:my_app, Oban)}
  ]

  Supervisor.start_link(children, strategy: :one_for_one, name: MyApp.Supervisor)
end
Use the cache in an Oban worker.
def perform(%{args: %{"course_id" => course_id}}) do
  registration = MyApp.Courses.get_registration(course_id)
  deployment = MyApp.Courses.get_deployment(course_id)
  endpoint = MyApp.Courses.get_memberships_endpoint(course_id)

  {:ok, client} = MyApp.LTI.TokenCache.get_or_authenticate(
    registration,
    deployment,
    Ltix.MembershipsService,
    endpoint
  )

  {:ok, roster} = Ltix.MembershipsService.list_members(client)
  MyApp.Courses.sync_roster(course_id, roster)
end
Race conditions
This ETS cache uses last-write-wins. Concurrent workers may both
miss the cache and authenticate simultaneously, producing two valid
tokens. This is harmless because the platform issues independent
tokens, and one simply goes unused.
Storing tokens outside ETS
To share tokens across nodes, store them in your database or a shared cache. Ltix.OAuth.AccessToken.to_map/1 returns a map that encodes to JSON, and Ltix.OAuth.AccessToken.from_map/1 restores the token.
stored = Ltix.OAuth.AccessToken.to_map(client.token)

{:ok, token} = Ltix.OAuth.AccessToken.from_map(stored)
The map holds the bearer token, so store it like any other credential.
When to cache
Don't add caching complexity unless you have a reason.
	Scenario	Approach
	Single API call per job	Just authenticate. No caching needed.
	One job, many API calls	Refresh mid-batch with refresh!/1.
	One job, many courses	Authenticate once, swap with with_endpoints/3.
	Many concurrent jobs, same platform	Cache tokens in ETS.

Next steps
	Advantage Services for an overview of
service authentication and token management
	Syncing Grades in the Background for
simple background grading without caching
	Ltix.OAuth.Client for the full token lifecycle API reference
	Ltix.OAuth.AccessToken for the cacheable token struct



  

    Building a Custom Advantage Service

Some platforms expose proprietary APIs alongside standard LTI services.
You can use these with Ltix's OAuth flow by implementing the
Ltix.AdvantageService behaviour, giving your custom service the same
authentication and token management as built-in services like
Ltix.GradeService and Ltix.MembershipsService.
This cookbook builds a client for a fictional Attendance
service. The platform tracks class attendance and exposes a read-only
API to query attendance records for a course.
Endpoint struct
Start with a struct representing the endpoint claim the platform sends
in the launch JWT. The Attendance service has one URL and one scope.
# lib/my_app/lti/attendance_endpoint.ex
defmodule MyApp.Lti.AttendanceEndpoint do
  defstruct [:attendance_url]

  @claim_key "https://lms.example.com/claim/attendance"

  def claim_key, do: @claim_key

  def parse(%{"attendance_url" => url}) when is_binary(url) do
    {:ok, %__MODULE__{attendance_url: url}}
  end

  def parse(_), do: {:error, "invalid attendance claim"}
end
The parse/1 function follows the claim parser contract. It receives
the raw claim value and returns {:ok, parsed} or {:error, reason}.
See Custom Claim Parsers for the full
guide.
Register the claim parser
Register the parser so the endpoint struct is available in
context.claims.extensions after launch.
# config/config.exs
config :ltix, Ltix.LaunchClaims,
  claim_parsers: %{
    "https://lms.example.com/claim/attendance" =>
      &MyApp.Lti.AttendanceEndpoint.parse/1
  }
After a launch, the parsed endpoint is in extensions under the claim
key.
context.claims.extensions["https://lms.example.com/claim/attendance"]
#=> %MyApp.Lti.AttendanceEndpoint{attendance_url: "https://lms.example.com/api/attendance/ctx-123"}
Service module
Implement the Ltix.AdvantageService behaviour. Ltix.OAuth calls the
three callbacks to validate your endpoint and get the scopes to
request.
# lib/my_app/lti/attendance_service.ex
defmodule MyApp.Lti.AttendanceService do
  @behaviour Ltix.AdvantageService

  alias Ltix.Errors.Invalid.InvalidEndpoint
  alias MyApp.Lti.AttendanceEndpoint

  @scope "https://lms.example.com/scope/attendance.readonly"
  @claim_key AttendanceEndpoint.claim_key()

  # Custom claims live in extensions, not a named struct field.
  @impl true
  def endpoint_from_claims(%Ltix.LaunchClaims{extensions: extensions}) do
    case Map.fetch(extensions, @claim_key) do
      {:ok, %AttendanceEndpoint{} = ep} -> {:ok, ep}
      _ -> :error
    end
  end

  @impl true
  def validate_endpoint(%AttendanceEndpoint{}), do: :ok
  def validate_endpoint(_), do: {:error, InvalidEndpoint.exception(service: __MODULE__)}

  @impl true
  def scopes(%AttendanceEndpoint{}), do: [@scope]
end
endpoint_from_claims/1 reads from extensions because custom claims
don't get a named field on Ltix.LaunchClaims. This is the only
structural difference from a built-in service.
Authenticating
With the behaviour implemented, authenticate through Ltix.OAuth.
From a launch context
alias MyApp.Lti.AttendanceService

def handle_launch(context) do
  {:ok, client} = Ltix.OAuth.authenticate(context, services: [AttendanceService])
  {:ok, records} = AttendanceService.get_records(client)
end
Ltix.OAuth reads the endpoint with your endpoint_from_claims/1. If the launch has no attendance claim, authenticate/2 returns a Ltix.Errors.Invalid.ServiceNotAvailable error.
From a stored endpoint (background job, no launch context)
endpoint = %AttendanceEndpoint{attendance_url: stored_url}

{:ok, client} = Ltix.OAuth.authenticate(registration,
  endpoints: %{AttendanceService => endpoint}
)
Both paths produce the same %Ltix.OAuth.Client{}. Its endpoints map
has your endpoint, keyed by AttendanceService.
Making authenticated requests
Send requests with Ltix.OAuth.Client.request/3. It adds the client's bearer token and applies the checks Ltix makes on every platform request, such as HTTPS and the client's :local_network_access setting. The platform may grant fewer scopes than requested, so check the scope first. Ltix.OAuth.Client.require_scope/2 returns Ltix.Errors.Invalid.ScopeMismatch when the token lacks it.
# lib/my_app/lti/attendance_service.ex

alias Ltix.OAuth.Client

@spec get_records(Client.t()) :: {:ok, [map()]} | {:error, Exception.t()}
def get_records(%Client{} = client) do
  endpoint = client.endpoints[__MODULE__]

  with :ok <- Client.require_scope(client, @scope),
       {:ok, %Req.Response{body: body}} <-
         Client.request(client, __MODULE__,
           url: endpoint.attendance_url,
           headers: [{"accept", "application/json"}]
         ) do
    {:ok, body["records"]}
  end
end
The options are Req request options. The endpoint URL comes from client.endpoints[__MODULE__].
A response with an error status returns an error. A 401 or 403 is Ltix.Errors.Security.AccessDenied, and any other status is Ltix.Errors.Unknown.TransportError.
Paginated requests
If the platform splits a collection across pages with Link headers, use Ltix.OAuth.Client.request_pages/3. It takes the same options, sends each page's request the same way, and returns a stream with {:ok, body} or {:error, error} for each page. Pages are fetched as you consume the stream.
@spec stream_records(Client.t()) :: {:ok, Enumerable.t()} | {:error, Exception.t()}
def stream_records(%Client{} = client) do
  endpoint = client.endpoints[__MODULE__]

  with :ok <- Client.require_scope(client, @scope),
       {:ok, pages} <-
         Client.request_pages(client, __MODULE__,
           url: endpoint.attendance_url,
           params: [limit: 50],
           headers: [{"accept", "application/json"}]
         ) do
    {:ok,
     Stream.flat_map(pages, fn
       {:ok, body} -> body["records"]
       {:error, error} -> raise error
     end)}
  end
end
Adding an expiry check
Tokens expire after about an hour. For request handlers that
authenticate and immediately call the service, this isn't a concern.
For longer-lived processes, check before each call.
def get_records(%Client{} = client) do
  with :ok <- Client.require_unexpired(client) do
    do_get_records(client)
  end
end
Or refresh automatically.
client = Client.refresh!(client)
See Token Caching and Reuse for patterns
around batch refreshing and ETS caching.
Testing
Test your service the same way Ltix tests its built-in services. Stub
the token endpoint and your service's HTTP calls with Req.Test.
# test/my_app/lti/attendance_service_test.exs
defmodule MyApp.Lti.AttendanceServiceTest do
  use ExUnit.Case, async: true

  alias Ltix.OAuth.Client
  alias MyApp.Lti.{AttendanceEndpoint, AttendanceService}

  @attendance_url "https://lms.example.com/api/attendance/ctx-123"
  @scope "https://lms.example.com/scope/attendance.readonly"

  setup do
    platform = Ltix.Test.setup_platform!()
    %{platform: platform}
  end

  defp build_client(platform) do
    %Client{
      token: %Ltix.OAuth.AccessToken{
        access_token: "test-attendance-token",
        token_type: "bearer",
        granted_scopes: MapSet.new([@scope]),
        expires_at: DateTime.add(DateTime.utc_now(), 3600)
      },
      registration: platform.registration,
      req_options: [plug: {Req.Test, AttendanceService}],
      endpoints: %{
        AttendanceService => %AttendanceEndpoint{attendance_url: @attendance_url}
      }
    }
  end

  test "get_records/1 returns attendance records", %{platform: platform} do
    Req.Test.stub(AttendanceService, fn conn ->
      Req.Test.json(conn, %{
        "records" => [
          %{"user_id" => "user-1", "status" => "present"},
          %{"user_id" => "user-2", "status" => "absent"}
        ]
      })
    end)

    client = build_client(platform)
    assert {:ok, records} = AttendanceService.get_records(client)
    assert length(records) == 2
  end
end
Construct a %Client{} directly with a hardcoded token
and req_options: [plug: {Req.Test, AttendanceService}].
Ltix.OAuth.Client.request/3 sends your service's requests to the
Req.Test stub registered under the service module, without calling
the OAuth token endpoint.
To test authentication itself, use Ltix.Test.stub_token_response/1.
Pass the attendance claim to Ltix.Test.build_launch_context/2 with
:claims, and your registered claim parser turns it into the endpoint
struct.
test "authenticate from launch context", %{platform: platform} do
  Ltix.Test.stub_token_response(
    scopes: [@scope],
    access_token: "test-attendance-token"
  )

  context =
    Ltix.Test.build_launch_context(platform,
      claims: %{AttendanceEndpoint.claim_key() => %{"attendance_url" => @attendance_url}}
    )

  {:ok, client} = Ltix.OAuth.authenticate(context, services: [AttendanceService])

  assert client.token.access_token == "test-attendance-token"
end
Combining with built-in services
Request all scopes in a single token by passing multiple endpoints.
{:ok, client} = Ltix.OAuth.authenticate(registration,
  endpoints: %{
    Ltix.GradeService => ags_endpoint,
    AttendanceService => attendance_endpoint
  }
)

# One client, both services
:ok = Ltix.GradeService.post_score(client, score)
{:ok, records} = AttendanceService.get_records(client)
From a launch, list the services.
{:ok, client} = Ltix.OAuth.authenticate(context,
  services: [Ltix.GradeService, AttendanceService]
)
Next steps
	Custom Claim Parsers for the full
claim parser guide
	Advantage Services for token management
and multi-service patterns
	Token Caching and Reuse for batch
refreshing across courses
	Ltix.AdvantageService for the behaviour reference
	Ltix.OAuth.Client for the full token lifecycle API



  

    Keeping Login State in Platform Storage

A launch is a login request followed by a cross-site POST. Your tool checks that one browser sent both by comparing the state in the session cookie with the state in the POST. Some browsers block cookies inside an iframe, and then the launch fails with a state mismatch.
Platforms that support LTI Platform Storage store the state for you. Your page sends the state to the platform's window with postMessage, and requests it again when the launch arrives. Canvas supports it.
This cookbook adds platform storage to the controller from Getting Started. The controller uses the session cookie when the browser sends it, and platform storage otherwise.
How it works
	The platform adds lti_storage_target to the login request. It is the name of the frame that stores data.
	Your login endpoint renders a page that sends lti.put_data to that frame, then redirects to the platform.
	The platform POSTs the launch. Without a session, your launch endpoint renders a page that sends lti.get_data.
	That page posts the state from the response, with the ID token, to a second endpoint on your tool.
	The second endpoint passes the stored state to Ltix.handle_callback/3.

Each message is sent only to the origin of the platform's authorization endpoint. A page from any other site that frames your tool can't read the state or send a response the page accepts.
Routes
The verify route accepts requests only from your own pages. Any other site could otherwise post an ID token and a matching state directly to the route, and skip the check your launch page does.
# lib/my_app_web/router.ex
pipeline :same_origin do
  plug :require_same_origin
end

scope "/lti", MyAppWeb do
  pipe_through :lti_launch

  get "/login", LtiController, :login
  post "/login", LtiController, :login
  post "/launch", LtiController, :launch
end

scope "/lti", MyAppWeb do
  pipe_through [:lti_launch, :same_origin]

  post "/launch/verify", LtiController, :verify
end

# Browsers set this header themselves, and a page can't change it.
defp require_same_origin(conn, _opts) do
  if get_req_header(conn, "sec-fetch-site") == ["same-origin"] do
    conn
  else
    conn |> send_resp(:forbidden, "") |> halt()
  end
end
Controller
# lib/my_app_web/controllers/lti_controller.ex
def login(conn, params) do
  launch_url = url(conn, ~p"/lti/launch")

  case Ltix.handle_login(params, launch_url) do
    {:ok, %{redirect_uri: redirect_uri, state: state}} ->
      conn
      |> put_session(:lti_state, state)
      |> redirect_to_platform(params, redirect_uri, state)

    {:error, error} ->
      launch_failed(conn, error)
  end
end

defp redirect_to_platform(conn, %{"lti_storage_target" => target}, redirect_uri, state)
     when is_binary(target) do
  render(conn, :store_state,
    target: target,
    origin: Lti.origin(redirect_uri),
    state: state,
    redirect_uri: redirect_uri
  )
end

defp redirect_to_platform(conn, _params, redirect_uri, _state) do
  redirect(conn, external: redirect_uri)
end

def launch(conn, params) do
  case get_session(conn, :lti_state) do
    nil -> fetch_state(conn, params)
    state -> complete_launch(conn, params, state)
  end
end

def verify(conn, params) do
  complete_launch(conn, params, params["stored_state"])
end

defp fetch_state(
       conn,
       %{"lti_storage_target" => target, "state" => state, "id_token" => id_token} = params
     )
     when is_binary(target) and is_binary(state) and is_binary(id_token) do
  case Lti.platform_origin(id_token) do
    {:ok, origin} ->
      render(conn, :fetch_state,
        target: target,
        origin: origin,
        state: state,
        id_token: id_token
      )

    :error ->
      complete_launch(conn, params, nil)
  end
end

defp fetch_state(conn, params), do: complete_launch(conn, params, nil)

defp complete_launch(conn, params, state) do
  case Ltix.handle_callback(params, state) do
    {:ok, context} ->
      user = Lti.create_user!(context)
      course = Lti.create_course!(context)

      conn
      |> delete_session(:lti_state)
      |> put_session(:user_id, user.id)
      |> put_session(:course_id, course.id)
      |> render(:launch, context: context, user: user, course: course)

    {:error, error} ->
      launch_failed(conn, error)
  end
end
A launch with no session and no platform storage calls complete_launch/3 with nil, which returns the state mismatch error.
Finding the platform's origin
The launch page needs the platform's origin before the ID token is verified. Read the issuer and client ID from the unverified token, and use them only to look up a registration you already trust. Ltix.handle_callback/3 verifies the token afterward.
# lib/my_app/lti.ex
def platform_origin(id_token) do
  with [_header, payload, _signature] <- String.split(id_token, "."),
       {:ok, json} <- Base.url_decode64(payload, padding: false),
       {:ok, %{"iss" => issuer, "aud" => audience}} when is_binary(issuer) <- Jason.decode(json),
       [client_id | _] when is_binary(client_id) <- List.wrap(audience),
       {:ok, registration} <- get_registration(issuer, client_id) do
    {:ok, origin(registration.auth_endpoint)}
  else
    _ -> :error
  end
end

def origin(url) do
  %URI{scheme: scheme, host: host, port: port} = URI.parse(url)
  URI.to_string(%URI{scheme: scheme, host: host, port: port})
end
Pages
Both pages use one component for the messaging. It sends a message to the platform's frame and passes the response to a callback. It checks the response's origin, subject, and message ID. After five seconds with no response, it passes null.
# lib/my_app_web/controllers/lti_html.ex
defmodule MyAppWeb.LtiHTML do
  use MyAppWeb, :html

  embed_templates "lti_html/*"

  attr :target, :string, required: true
  attr :origin, :string, required: true

  def platform_storage(assigns) do
    ~H"""
    <script id="lti-platform-storage" data-target={@target} data-origin={@origin}>
      window.ltiPlatformStorage = (message, done) => {
        const { target, origin } = document.getElementById("lti-platform-storage").dataset
        const platform = window.parent === window ? window.opener : window.parent
        const frame = target === "_parent" ? platform : platform && platform.frames[target]
        const messageId = crypto.randomUUID()
        let finished = false

        const finish = (data) => {
          if (finished) return
          finished = true
          window.removeEventListener("message", receive)
          done(data)
        }

        const receive = (event) => {
          const data = event.data
          if (event.origin !== origin || typeof data !== "object" || data === null) return
          if (data.subject !== message.subject + ".response") return
          if (data.message_id !== messageId) return
          finish(data.error ? null : data)
        }

        window.addEventListener("message", receive)
        setTimeout(() => finish(null), 5000)

        if (frame) {
          frame.postMessage({ ...message, message_id: messageId }, origin)
        } else {
          finish(null)
        }
      }
    </script>
    """
  end
end
The login page stores the state under a key that includes the state, so two launches in one browser don't overwrite each other. It redirects even when the platform doesn't respond, because the browser may still send the session cookie.
<%!-- lib/my_app_web/controllers/lti_html/store_state.html.heex --%>
<p>Launching…</p>

<.platform_storage target={@target} origin={@origin} />

<script id="lti-store-state" data-state={@state} data-redirect-uri={@redirect_uri}>
  const { state, redirectUri } = document.getElementById("lti-store-state").dataset

  window.ltiPlatformStorage(
    { subject: "lti.put_data", key: "lti_state_" + state, value: state },
    () => window.location.replace(redirectUri)
  )
</script>
The launch page requests the state and posts it to the verify route.
<%!-- lib/my_app_web/controllers/lti_html/fetch_state.html.heex --%>
<p id="lti-status">Launching…</p>

<form id="lti-verify" method="post" action={~p"/lti/launch/verify"}>
  <input type="hidden" name="state" value={@state} />
  <input type="hidden" name="id_token" value={@id_token} />
  <input type="hidden" name="stored_state" />
</form>

<.platform_storage target={@target} origin={@origin} />

<script>
  const form = document.getElementById("lti-verify")

  window.ltiPlatformStorage(
    { subject: "lti.get_data", key: "lti_state_" + form.elements.state.value },
    (data) => {
      if (data && typeof data.value === "string") {
        form.elements.stored_state.value = data.value
        form.submit()
      } else {
        document.getElementById("lti-status").textContent =
          "The launch could not be completed. Close this page and open the tool again."
      }
    }
  )
</script>
If your tool sends a script-src content security policy, add a nonce to these scripts or serve them from a file.
After the launch
Platform storage holds only the login state. Your tool still needs a session cookie after the launch. The verify request comes from your own page inside the platform's iframe, so a Partitioned session cookie set on its response is kept by browsers that support partitioned cookies. See Getting Started.
Limits
	The platform has to send lti_storage_target on the launch as well as the login. When a platform sends it only on the login, the launch uses the session cookie.
	The platform's page must stay loaded between the login and the launch. Platforms that support the specification do this.
	A registered platform can read the state it stores and return any value for it. Ltix trusts registered platforms. See the Threat Model.

Next steps
	Hardening Your Tool for the session cookie attributes and the routes after the launch
	Getting Started for the controller this cookbook changes
	LTI Client Side postMessages and LTI postMessage Storage for the message formats
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Ltix handles the LTI 1.3 OIDC launch flow for tool applications. It is
built around 4 main components.
	Ltix.Registration - what the tool stores about a platform (issuer,
client_id, endpoints). Created during out-of-band registration

	Ltix.StorageAdapter - behaviour your app implements to look up
registrations, deployments, and manage nonces

	Ltix.LaunchContext - the validated output of a successful launch,
containing the parsed claims, registration, and deployment

	Ltix.LaunchClaims - structured data parsed from the ID Token
(roles, context, resource link, and more)


Configuration
config :ltix,
  storage_adapter: MyApp.LtiStorage
handle_login/3 takes :storage_adapter and :storage_adapter_options,
and handle_callback/3 takes both of those, :allow_anonymous, :max_token_age,
:local_network_access, :req_options, and :key_set, to override the
setting for a single call. Unknown or invalid options raise
Ltix.Errors.Invalid.InvalidOption.
Required
	:storage_adapter - module implementing Ltix.StorageAdapter.
Looked up at runtime, so it works with releases.

Optional
	:allow_anonymous - when true, allow launches without a sub
claim in the ID Token. Defaults to false.

	:max_token_age - seconds after the platform issued the ID Token
that the launch is still accepted, or :infinity to accept any age.
Defaults to 3600.

	:local_network_access - the addresses platform requests may
connect to besides public ones. :local adds private network
addresses, and :loopback adds those and this machine. Defaults to
:none. The functions that send platform requests take the same
option. The :finch, :adapter, :unix_socket, and proxy options
in :req_options need :loopback, because Ltix can't check the
addresses they connect to.

	:json_library - JSON encoder/decoder module. Detected at
compile time, using JSON (Elixir 1.18+/OTP 27+) if available,
then Jason. Only set this if you need a different library. With
JSON or Jason, a token that repeats a claim has the last value.
With another library, it has the value that library's decode/1
returns.

	:req_options - default options passed to Req.request/2 for
all HTTP calls (JWKS fetching, OAuth token requests, service
calls). Useful for setting timeouts, middleware, or test
adapters.
config :ltix, req_options: [receive_timeout: 10_000]

	:key_set - name of the Ltix.JWT.KeySet to get platform public
keys from. Defaults to Ltix.JWT.KeySet. The key set must be
started in your supervision tree.

	:default_key_size - RSA key size in bits for Ltix.JWK.generate/1
when no :key_size is given. Defaults to 4096.


Launch claim parsers
Custom claim and role parsers are configured under the
Ltix.LaunchClaims key.
config :ltix, Ltix.LaunchClaims,
  claim_parsers: %{
    "https://example.com/custom" => MyApp.CustomClaimParser
  },
  role_parsers: %{
    "https://example.com/roles/" => MyApp.CustomRoleParser
  }
See Custom Claim Parsers and
Custom Role Parsers for details.
Handling Launches
The LTI launch flow requires two endpoints. In your login endpoint,
call handle_login/3 with the platform's initiation params and your
launch URL.
def login(conn, params) do
  launch_url = url(conn, ~p"/lti/launch")
  {:ok, %{redirect_uri: url, state: state}} =
    Ltix.handle_login(params, launch_url)

  conn
  |> put_session(:lti_state, state)
  |> redirect(external: url)
end
In your launch endpoint, call handle_callback/3 with the POST
params and the stored state.
def launch(conn, params) do
  state = get_session(conn, :lti_state)
  {:ok, context} = Ltix.handle_callback(params, state)

  # context.claims has the parsed launch data
  # context.claims.target_link_uri is where to redirect
  # context.claims.roles tells you who the user is
end
Advantage Services
After a successful launch, call platform services like roster queries
and grade passback. Authenticate with the platform's token endpoint,
then call service functions.
{:ok, client} = Ltix.MembershipsService.authenticate(context)
{:ok, roster} = Ltix.MembershipsService.list_members(client)

Enum.each(roster, fn member ->
  IO.puts("#{member.name}: #{inspect(member.roles)}")
end)
Post grades back to the platform's gradebook.
{:ok, client} = Ltix.GradeService.authenticate(context)
:ok = Ltix.GradeService.post_score(client, score)
See the Advantage Services guide for OAuth
details, token lifecycle, and multi-service authentication.
Deep Linking
When a platform sends an LtiDeepLinkingRequest launch, the same
handle_callback/3 returns a %LaunchContext{}. Branch on the
message type and build a response.
{:ok, context} = Ltix.handle_callback(params, state)

case context.claims.message_type do
  "LtiDeepLinkingRequest" ->
    {:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
      url: "https://tool.example.com/activity/1",
      title: "Quiz 1"
    )

    {:ok, response} = Ltix.DeepLinking.build_response(context, [link])
    # POST response.jwt to response.return_url

  "LtiResourceLinkRequest" ->
    redirect(conn, external: context.claims.target_link_uri)
end
See the Deep Linking guide for content item types,
line items, and platform constraints.

      


      
        Summary


  
    Functions
  


    
      
        handle_callback(params, state, opts \\ [])

      


        Handle an authentication response and validate the ID Token.



    


    
      
        handle_callback!(params, state, opts \\ [])

      


        Same as handle_callback/3, but returns the launch context or raises
the error.



    


    
      
        handle_login(params, redirect_uri, opts \\ [])

      


        Handle a platform's login initiation and build an authorization redirect.



    


    
      
        handle_login!(params, redirect_uri, opts \\ [])

      


        Same as handle_login/3, but returns the redirect or raises the error.



    





      


      
        Functions


        


    

  
    
      
    
    
      handle_callback(params, state, opts \\ [])



        
          
        

    

  


  

      

          @spec handle_callback(params :: map(), state :: String.t(), opts :: keyword()) ::
  {:ok, Ltix.LaunchContext.t()} | {:error, Exception.t()}


      


Handle an authentication response and validate the ID Token.
Returns {:ok, %LaunchContext{}} on success with parsed claims, registration,
and deployment. The state parameter should be the value stored in the
session during handle_login/3.
Use context.claims.target_link_uri for the final redirect destination.
Options
	:storage_adapter - module implementing Ltix.StorageAdapter
(defaults to application config)
	:storage_adapter_options - keyword list passed to each storage
adapter callback (defaults to [])
	:allow_anonymous - allow launches without a sub claim
(defaults to application config, then false)
	:req_options - options passed to the HTTP client for JWKS fetching
	:key_set - name of the Ltix.JWT.KeySet to get platform public keys
from (defaults to application config, then Ltix.JWT.KeySet)
	:claim_parsers - custom claim parsers (see Ltix.LaunchClaims.from_json/2)
	:role_parsers - custom role parsers (see Ltix.LaunchClaims.Role.parse/2)
	:clock_skew - seconds of tolerance for the token's exp, iat, and
nbf (defaults to 5)
	:max_token_age - seconds after the platform issued the ID Token that
the launch is still accepted, or :infinity to accept any age
(defaults to application config, then 3600)
	:local_network_access - :local or :loopback to fetch the
platform's keys from a private network address or this machine
(defaults to application config, then :none)


  



    

  
    
      
    
    
      handle_callback!(params, state, opts \\ [])



        
          
        

    

  


  

      

          @spec handle_callback!(params :: map(), state :: String.t(), opts :: keyword()) ::
  Ltix.LaunchContext.t()


      


Same as handle_callback/3, but returns the launch context or raises
the error.
Takes the same options as handle_callback/3.
context = Ltix.handle_callback!(params, state)

  



    

  
    
      
    
    
      handle_login(params, redirect_uri, opts \\ [])



        
          
        

    

  


  

      

          @spec handle_login(params :: map(), redirect_uri :: String.t(), opts :: keyword()) ::
  {:ok, %{redirect_uri: String.t(), state: String.t()}}
  | {:error, Exception.t()}


      


Handle a platform's login initiation and build an authorization redirect.
The redirect_uri is the tool's launch URL where the platform will
POST the authentication response.
Returns {:ok, %{redirect_uri: url, state: state}} on success. Store
state in the user's session for CSRF verification, then redirect the
user agent to redirect_uri.
Options
	:storage_adapter - module implementing Ltix.StorageAdapter
(defaults to application config)
	:storage_adapter_options - keyword list passed to each storage
adapter callback (defaults to [])


  



    

  
    
      
    
    
      handle_login!(params, redirect_uri, opts \\ [])



        
          
        

    

  


  

      

          @spec handle_login!(params :: map(), redirect_uri :: String.t(), opts :: keyword()) ::
  %{
    redirect_uri: String.t(),
    state: String.t()
  }


      


Same as handle_login/3, but returns the redirect or raises the error.
Takes the same options as handle_login/3.
%{redirect_uri: url, state: state} = Ltix.handle_login!(params, launch_url)

  


        

      


  

    
Ltix.Deployable protocol
    



      
Protocol for converting your deployment struct to an Ltix.Deployment.
Implement it for your deployment struct, and your storage adapter can
return that struct. The Ltix.LaunchContext from a launch has your struct.
defmodule MyApp.ToolDeployment do
  defstruct [:id, :registration_id, :deployment_id, :label]

  defimpl Ltix.Deployable do
    def to_deployment(dep) do
      Ltix.Deployment.new(dep.deployment_id)
    end
  end
end
Ltix.Deployment implements this protocol, so your storage adapter can
also return a %Deployment{}. Login and launch return the same error as
Ltix.Deployment.new/1 for an invalid one.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        to_deployment(source)

      


        Return the Ltix.Deployment for the given struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      to_deployment(source)



        
          
        

    

  


  

      

          @spec to_deployment(t()) :: {:ok, Ltix.Deployment.t()} | {:error, Exception.t()}


      


Return the Ltix.Deployment for the given struct.
Build it with Ltix.Deployment.new/1, which validates the fields.

  


        

      


  

    
Ltix.Deployment 
    



      
A specific installation of a tool on a platform, identified by an
immutable deployment_id assigned by the platform.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(deployment_id)

      


        Create a new deployment with validation.



    


    
      
        new!(deployment_id)

      


        Same as new/1, but returns the deployment or raises the error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.Deployment{deployment_id: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(deployment_id)



        
          
        

    

  


  

      

          @spec new(String.t() | nil) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new deployment with validation.
Validation rules
	deployment_id - non-empty string
	deployment_id - 255 ASCII characters max
	deployment_id - ASCII characters only

Examples
iex> Ltix.Deployment.new("deploy-001")
{:ok, %Ltix.Deployment{deployment_id: "deploy-001"}}

Ltix.Deployment.new("")
#=> {:error, %Ltix.Errors.Invalid.InvalidField{field: :deployment_id, value: ""}}

  



  
    
      
    
    
      new!(deployment_id)



        
          
        

    

  


  

      

          @spec new!(String.t() | nil) :: t()


      


Same as new/1, but returns the deployment or raises the error.
Examples
iex> Ltix.Deployment.new!("deploy-001")
%Ltix.Deployment{deployment_id: "deploy-001"}

  


        

      


  

    
Ltix.JWK 
    



      
RSA keys for LTI tool authentication.
Every LTI Advantage service call requires a signed JWT assertion, and
platforms verify it with the public keys your tool publishes. A JWK has a
key ID and a public key, and a private key when it was made from one.
Generating a key
jwk = Ltix.JWK.generate()
Store kid, public_key_pem, and private_key_pem, and encrypt the
private key.
Signing
Load the private key and sign in your storage adapter's
Ltix.StorageAdapter.sign/4 callback.
{:ok, jwk} = Ltix.JWK.new(private_key_pem: pem, kid: kid)
Ltix.JWK.sign(jwk, message)
Serving your key set endpoint
Load the public keys and return them with to_jwks/1. The endpoint needs
no private key.
def jwks(conn, _params) do
  json(conn, Ltix.JWK.to_jwks(MyApp.Lti.list_public_jwks()))
end
Here list_public_jwks/0 builds each JWK from what you stored.
Ltix.JWK.new!(public_key_pem: pem, kid: kid)
During a rotation, include the new key and the old one so platforms can
verify with either.
For a key in a key management service, build the JWK from the public key
the service returns, as a PEM, a DER binary, or a JWK map.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        generate(opts \\ [])

      


        Generate an RSA key pair for LTI tool authentication.



    


    
      
        new(attrs)

      


        Construct a JWK from existing key material.



    


    
      
        new!(attrs)

      


        Same as new/1, but returns the JWK or raises the error.



    


    
      
        sign(jwk, message)

      


        Sign a message with RS256, as Ltix.StorageAdapter.sign/4 requires.



    


    
      
        to_jwks(jwk)

      


        Build a JWKS (JSON Web Key Set) map from one or more JWKs.



    


    
      
        to_public_key(jwk)

      


        Export the public key as a PEM string.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.JWK{
  kid: String.t(),
  private_key_pem: String.t() | nil,
  public_key_pem: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      generate(opts \\ [])



        
          
        

    

  


  

      

          @spec generate(keyword()) :: t()


      


Generate an RSA key pair for LTI tool authentication.
Returns a %Ltix.JWK{} struct. Persist kid and the key PEMs to build
the JWK again with new/1.
Examples
jwk = Ltix.JWK.generate()
jwk = Ltix.JWK.generate(key_size: 4096)
Options
	:key_size (integer/0) - RSA key size in bits (minimum 2048). The default can be overridden
by setting config :ltix, :default_key_size.


  



  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Construct a JWK from existing key material.
Takes a keyword list or an atom-keyed map with :kid and one key. Unknown
fields are rejected. A JWK made from a public key has no private key, so
it can't sign.
Fields
	:kid - the key ID. Optional with :public_jwk or :private_jwk when
the map has a "kid", which a :kid given with it has to match.
	:public_key_pem - an RSA public key as a PEM string
	:public_key_der - an RSA public key as a DER binary
	:public_jwk - an RSA public key as a string-keyed JWK map
	:private_key_pem - an RSA private key as an unencrypted PEM string
	:private_key_der - an RSA private key as a DER binary
	:private_jwk - an RSA private key as a string-keyed JWK map

Examples
{:ok, jwk} = Ltix.JWK.new(private_key_pem: pem, kid: "my-key-id")
{:ok, jwk} = Ltix.JWK.new(public_key_pem: public_pem, kid: "my-key-id")

  



  
    
      
    
    
      new!(attrs)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1, but returns the JWK or raises the error.
Examples
jwk = Ltix.JWK.new!(private_key_pem: pem, kid: "my-key-id")

  



  
    
      
    
    
      sign(jwk, message)



        
          
        

    

  


  

      

          @spec sign(t(), binary()) :: {:ok, binary()} | {:error, Exception.t()}


      


Sign a message with RS256, as Ltix.StorageAdapter.sign/4 requires.
Returns an error for a JWK without a private key.
Examples
iex> jwk = Ltix.JWK.generate(key_size: 2048)
iex> {:ok, signature} = Ltix.JWK.sign(jwk, "message")
iex> byte_size(signature)
256

  



  
    
      
    
    
      to_jwks(jwk)



        
          
        

    

  


  

      

          @spec to_jwks(t() | [t()]) :: map()


      


Build a JWKS (JSON Web Key Set) map from one or more JWKs.
The map has only public keys, so it is safe for public endpoints.
Accepts a single %Ltix.JWK{} or a list.
Examples
def jwks(conn, _params) do
  json(conn, Ltix.JWK.to_jwks(MyApp.Lti.list_public_jwks()))
end

  



  
    
      
    
    
      to_public_key(jwk)



        
          
        

    

  


  

      

          @spec to_public_key(t()) :: String.t()


      


Export the public key as a PEM string.
Useful for manual key exchange during platform registration setup.
Examples
jwk = Ltix.JWK.generate()
public_pem = Ltix.JWK.to_public_key(jwk)

  


        

      


  

    
Ltix.LaunchContext 
    



      
Validated output of a successful LTI launch.
Access claim data through context.claims — for example,
context.claims.roles, context.claims.resource_link.id, or
context.claims.target_link_uri.
Fields
	:claims — parsed claim data from the ID Token
	:registration — whatever your Ltix.StorageAdapter.get_registration/3
returned. Access your own fields (database IDs, tenant info, etc.)
directly on this struct.
	:deployment — whatever your Ltix.StorageAdapter.get_deployment/3
returned.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.LaunchContext{
  claims: Ltix.LaunchClaims.t(),
  deployment: Ltix.Deployable.t(),
  registration: Ltix.Registerable.t()
}


      



  


        

      


  

    
Ltix.Registerable protocol
    



      
Protocol for converting your registration struct to an Ltix.Registration.
Implement it for your registration struct, and your storage adapter can
return that struct. Ltix passes your struct to the other
Ltix.StorageAdapter callbacks, and the Ltix.LaunchContext and
Ltix.OAuth.Client have it.
defmodule MyApp.PlatformRegistration do
  defstruct [:id, :tenant_id, :issuer, :client_id,
             :auth_endpoint, :jwks_uri, :token_endpoint]

  defimpl Ltix.Registerable do
    def to_registration(reg) do
      Ltix.Registration.new(%{
        issuer: reg.issuer,
        client_id: reg.client_id,
        auth_endpoint: reg.auth_endpoint,
        jwks_uri: reg.jwks_uri,
        token_endpoint: reg.token_endpoint
      })
    end
  end
end
Ltix.Registration implements this protocol, so your storage adapter can
also return a %Registration{}. Login and launch return the same error as
Ltix.Registration.new/1 for an invalid one.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        to_registration(source)

      


        Return the Ltix.Registration for the given struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      to_registration(source)



        
          
        

    

  


  

      

          @spec to_registration(t()) :: {:ok, Ltix.Registration.t()} | {:error, Exception.t()}


      


Return the Ltix.Registration for the given struct.
Build it with Ltix.Registration.new/1, which validates the fields.

  


        

      


  

    
Ltix.Registration 
    



      
Everything the tool stores about a registered platform, established
out-of-band before any launch occurs.
A registration contains the values exchanged during out-of-band setup
between the tool and platform. Multiple deployments on a given platform
may share the same client_id.
Fields
	:issuer - HTTPS URL identifying the platform (no query or fragment)
	:client_id - OAuth client ID assigned by the platform
	:auth_endpoint - HTTPS URL for the OIDC authorization endpoint
	:jwks_uri - HTTPS URL where the platform publishes its public keys
	:token_endpoint - HTTPS URL for OAuth token requests (required for
Advantage services, nil if not using them)
	:audience - the audience the platform expects in token requests,
when it gives you one that differs from the token endpoint. Defaults
to the token endpoint.

Examples
{:ok, reg} = Ltix.Registration.new(%{
  issuer: "https://canvas.example.edu",
  client_id: "10000000000042",
  auth_endpoint: "https://canvas.example.edu/api/lti/authorize_redirect",
  jwks_uri: "https://canvas.example.edu/api/lti/security/jwks",
  token_endpoint: "https://canvas.example.edu/login/oauth2/token"
})

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Create a new registration with validation from a keyword list or an
atom-keyed map. Unknown fields are rejected.



    


    
      
        new!(attrs)

      


        Same as new/1, but returns the registration or raises the error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.Registration{
  audience: String.t() | nil,
  auth_endpoint: String.t(),
  client_id: String.t(),
  issuer: String.t(),
  jwks_uri: String.t(),
  token_endpoint: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new registration with validation from a keyword list or an
atom-keyed map. Unknown fields are rejected.
Validation rules
	issuer - HTTPS URL with no query or fragment
	client_id - non-empty string
	auth_endpoint - HTTPS URL
	jwks_uri - HTTPS URL
	token_endpoint - HTTPS URL (when present)
	audience - non-empty string, and a URI if it includes a colon (when present)

HTTPS URLs must be absolute and must not include a userinfo component (RFC 3986 §3.2.1).
HTTP URLs are accepted for platforms on a loopback or local host, such as
http://localhost:8080.
Examples
iex> {:ok, reg} = Ltix.Registration.new(%{
...>   issuer: "https://platform.example.com",
...>   client_id: "tool-123",
...>   auth_endpoint: "https://platform.example.com/auth",
...>   jwks_uri: "https://platform.example.com/.well-known/jwks.json"
...> })
iex> reg.issuer
"https://platform.example.com"

  



  
    
      
    
    
      new!(attrs)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1, but returns the registration or raises the error.
Examples
iex> registration = Ltix.Registration.new!(
...>   issuer: "https://platform.example.com",
...>   client_id: "tool-123",
...>   auth_endpoint: "https://platform.example.com/auth",
...>   jwks_uri: "https://platform.example.com/.well-known/jwks.json"
...> )
iex> registration.client_id
"tool-123"

  


        

      


  

    
Ltix.StorageAdapter behaviour
    



      
Defines callbacks for looking up registrations, deployments, and managing nonces.
Your application implements this behaviour to connect Ltix to your
persistence layer. See the Storage Adapters guide
for a complete Ecto-backed example.
Returning your own structs
get_registration/3 and get_deployment/3 can return any struct that
implements Ltix.Registerable or Ltix.Deployable. Your struct is
passed through to the Ltix.LaunchContext after a successful launch,
so you can access your own fields (database IDs, tenant info, etc.)
without an extra query.
Every other callback receives the registration the same way you provided
it. Launch callbacks get the struct get_registration/3 returned, and
the signing callbacks get the struct you passed to the function that
needed a signature.
Options
Every callback receives a keyword list of options as its last argument.
It is the list you pass as :storage_adapter_options to the function
that calls your adapter, such as Ltix.handle_login/3, and [] when you
pass none. Use it for values your lookups need, such as a tenant.
Ltix.handle_login(params, launch_url, storage_adapter_options: [tenant: tenant])

@impl true
def get_registration(issuer, client_id, opts) do
  MyApp.Lti.get_registration(opts[:tenant], issuer, client_id)
end
Ltix stores nothing between login and launch, so pass the same options to
Ltix.handle_callback/3.
Callback summary
	Callback	Called during	Purpose
	get_registration/3	Login initiation and launch validation	Look up a platform by issuer and optional client_id
	get_deployment/3	Launch validation	Look up a deployment by registration and deployment_id
	validate_nonce/4	Launch validation	Record a nonce as used, and reject one already used
	key_id/2	Service authentication and deep linking responses	Return the ID of the key that signs for a registration
	sign/4	Service authentication and deep linking responses	Sign a message with that key

Signing
key_id/2 and sign/4 are optional. Implement them when your tool
calls Advantage services or builds deep linking responses. Ltix builds
each JWT and calls your adapter for the signature, so the private key
stays wherever you keep it. Ltix.JWK.sign/2 signs with a key held in
your application.
@impl true
def key_id(registration, _opts) do
  {:ok, MyApp.Lti.signing_key(registration).kid}
end

@impl true
def sign(_registration, key_id, message, _opts) do
  case MyApp.Lti.get_key(key_id) do
    nil -> {:error, :unknown_key}
    jwk -> Ltix.JWK.sign(jwk, message)
  end
end
Failures
Return {:error, reason} when storage fails. The login or launch then
returns Ltix.Errors.Unknown.StorageError with that value in result. Ltix
errors are returned unchanged. A callback that returns any other
unexpected value, or a record that does not implement Ltix.Registerable or
Ltix.Deployable, also produces a StorageError.

      


      
        Summary


  
    Callbacks
  


    
      
        get_deployment(registration, deployment_id, opts)

      


        Look up a deployment by registration and deployment_id.



    


    
      
        get_registration(issuer, client_id, opts)

      


        Look up a platform registration by issuer and client_id.



    


    
      
        key_id(registration, opts)

      


        Return the ID of the key that signs for a registration.



    


    
      
        sign(registration, key_id, message, opts)

      


        Sign a message with the key key_id/2 returned.



    


    
      
        validate_nonce(nonce, registration, expires_at, opts)

      


        Record a nonce from a verified ID Token as used.



    





      


      
        Callbacks


        


  
    
      
    
    
      get_deployment(registration, deployment_id, opts)



        
          
        

    

  


  

      

          @callback get_deployment(
  registration :: Ltix.Registerable.t(),
  deployment_id :: String.t(),
  opts :: keyword()
) :: {:ok, Ltix.Deployable.t()} | {:error, :not_found | term()}


      


Look up a deployment by registration and deployment_id.
The deployment_id is case-sensitive and assigned by the platform.
Return any struct that implements Ltix.Deployable. The library
validates it via the protocol and preserves your original struct
in the Ltix.LaunchContext. A deployment with a different
deployment_id fails the launch with Ltix.Errors.Unknown.StorageError.
Return {:error, :not_found} when no deployment matches, and the launch
returns Ltix.Errors.Invalid.DeploymentNotFound.

  



  
    
      
    
    
      get_registration(issuer, client_id, opts)



        
          
        

    

  


  

      

          @callback get_registration(
  issuer :: String.t(),
  client_id :: String.t() | nil,
  opts :: keyword()
) ::
  {:ok, Ltix.Registerable.t()} | {:error, :not_found | term()}


      


Look up a platform registration by issuer and client_id.
Called during login initiation with the login request's issuer and
client_id, and again during launch validation with the ID Token's issuer
and audience. The client_id may be nil when the platform doesn't
include it in the login request. Your adapter must handle both cases.
When the platform sends a deployment ID, opts[:deployment_id] has
it. It comes from the login request's lti_deployment_id during login
initiation and from the ID Token during launch validation. Ltix has not
verified it at either point, and it replaces a :deployment_id you pass
in :storage_adapter_options.
Return any struct that implements Ltix.Registerable. The library
extracts the Ltix.Registration it needs via the protocol and
preserves your original struct in the Ltix.LaunchContext.
Return {:error, :not_found} when no registration matches, and the login
or launch returns Ltix.Errors.Invalid.RegistrationNotFound.

  



  
    
      
    
    
      key_id(registration, opts)


        (optional)


        
          
        

    

  


  

      

          @callback key_id(registration :: Ltix.Registerable.t(), opts :: keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Return the ID of the key that signs for a registration.
The ID becomes the kid of each JWT Ltix builds for the registration, and
platforms use it to find the public key in your key set. Ltix passes it
back to sign/4.

  



  
    
      
    
    
      sign(registration, key_id, message, opts)


        (optional)


        
          
        

    

  


  

      

          @callback sign(
  registration :: Ltix.Registerable.t(),
  key_id :: String.t(),
  message :: binary(),
  opts :: keyword()
) :: {:ok, binary()} | {:error, term()}


      


Sign a message with the key key_id/2 returned.
Return {:ok, signature} with the RSASSA-PKCS1-v1_5 SHA-256 (RS256)
signature of message, as raw bytes. Ltix.JWK.sign/2 returns this for a
key held in your application.
Sign with the key whose ID is key_id, and return {:error, reason} for a key
ID you can't sign with.

  



  
    
      
    
    
      validate_nonce(nonce, registration, expires_at, opts)



        
          
        

    

  


  

      

          @callback validate_nonce(
  nonce :: String.t(),
  registration :: Ltix.Registerable.t(),
  expires_at :: DateTime.t(),
  opts :: keyword()
) :: :ok | {:error, :nonce_already_used | term()}


      


Record a nonce from a verified ID Token as used.
Called during launch validation, after the token's signature and claims
are verified. Return :ok the first time a nonce is recorded, and
{:error, :nonce_already_used} every time after that. The launch then
returns Ltix.Errors.Security.NonceReused.
Recording has to be atomic. When two launches with the same nonce arrive
at once, only one of them gets :ok.
Keep each record until expires_at. Ltix rejects the token after that
time, so you can delete the record then.

  


        

      


  

    
Ltix.JWT.KeySet 
    



      
Platform public keys for verifying ID Token signatures.
Platforms publish their public keys at a key set URL. Ltix gets the keys
it needs to verify a launch from a key set that your application starts.
Setup
Add a key set to your application's supervision tree.
# lib/my_app/application.ex
children = [
  Ltix.JWT.KeySet
]
To run more than one, or to choose the name, pass :name and set the
name in your config.
children = [
  {Ltix.JWT.KeySet, name: MyApp.LtiKeys}
]

config :ltix, key_set: MyApp.LtiKeys
You can also choose the key set for one call.
Ltix.handle_callback(params, state, key_set: MyApp.LtiKeys)
Keys
A platform's keys are kept for the number of seconds in its
cache-control: max-age, or 5 minutes without one. A key the platform has
rotated in is available on the first launch signed with it.
Fetch limit
Each key set URL is fetched at most once every 30 seconds, however many
launches arrive and whatever key IDs they have. Change the 30 seconds with
the :refetch_interval option of start_link/1. After a failed fetch,
launches for that platform return its error until the interval has passed.
A fetch retries a temporary failure up to three times. Pass retry: false
in :req_options to disable retries.
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        get_key(registration, kid, opts \\ [])

      


        Get the platform's public key with the key ID kid.



    


    
      
        start_link(opts \\ [])

      


        Start a key set.
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      get_key(registration, kid, opts \\ [])



        
          
        

    

  


  

      

          @spec get_key(Ltix.Registration.t(), String.t(), keyword()) ::
  {:ok, Ltix.JWK.t()} | {:error, Exception.t()}


      


Get the platform's public key with the key ID kid.
Returns Ltix.Errors.Security.KidNotFound when the platform has no key
with that ID.
Options
	:key_set - name of the key set to use (defaults to the application
configuration, then Ltix.JWT.KeySet)
	:req_options - Req options for requests to the key set URL
	:local_network_access - :local or :loopback to fetch a key set
from a private network address or this machine (defaults to
application config, then :none)


  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start a key set.
Options
	:name (atom/0) - Name of the key set. The default value is Ltix.JWT.KeySet.

	:refetch_interval (integer/0) - Seconds between fetches of one key set URL. The default value is 30.



  


        

      


  

    
Ltix.JWT.Token 
    



      
Decodes and validates LTI ID Tokens (JWTs).
Implements the
Authentication Response Validation
steps from the IMS Security Framework. The module verifies the JWT signature
using the platform's public key (fetched via Ltix.JWT.KeySet), enforces
RS256-only signing, and validates all required claims.
Critical header extensions (RFC 7515 §4.1.11) are not supported.
Examples
{:ok, claims} = Ltix.JWT.Token.verify(token_string, registration)
Validation Steps
	Decode the JWT header to extract alg and kid
	Reject any algorithm other than RS256
	Fetch the platform's public key by kid via Ltix.JWT.KeySet
	Verify the RS256 signature
	Validate iss matches the registration's issuer
	Validate aud is the tool's client_id, or a list containing only it
	Validate azp matches client_id (when present)
	Validate iat is a NumericDate that is not in the future
	Validate nbf is not in the future (when present)
	Validate exp is not in the past and iat is within the maximum
token age
	Validate nonce is present

Steps 8 to 10 allow for clock skew.
Options
	:clock_skew - seconds of tolerance for exp, iat, and nbf
validation (defaults to 5)
	:max_token_age - seconds after iat that a token is still accepted,
or :infinity to accept any age (defaults to application config, then
3600)
	:now - override current time in unix seconds (useful for testing)
	:req_options - extra options passed through to Ltix.JWT.KeySet
	:key_set - key set name passed through to Ltix.JWT.KeySet
	:local_network_access - passed through to Ltix.JWT.KeySet
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        verify(token_string, registration, opts \\ [])

      


        Verify and decode an LTI ID Token.
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      verify(token_string, registration, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), Ltix.Registration.t(), keyword()) ::
  {:ok, claims :: map()} | {:error, Exception.t()}


      


Verify and decode an LTI ID Token.
Implements the validation steps from
Sec §5.1.3.
Returns {:ok, claims} with the decoded claims map on success, or
{:error, exception} on any validation failure.

  


        

      


  

    
Ltix.LaunchClaims 
    



      
Structured representation of claims from an LTI launch JWT.
Standard OIDC and LTI claims are mapped to named fields, while any
unrecognized claims are available in extensions. Access claims through
context.claims after a successful launch.
{:ok, context} = Ltix.handle_callback(params, state)
context.claims.issuer          #=> "https://platform.example.com"
context.claims.target_link_uri #=> "https://tool.example.com/launch"
Role.instructor?(context.claims.roles)  #=> true
Fields
Identity
	:issuer - platform identifier (matches iss in the JWT)
	:subject - user identifier on the platform (matches sub)
	:audience - tool's client_id (string or list of strings)
	:nonce - replay prevention token
	:authorized_party - azp claim, present when audience is a list
	:expires_at - JWT expiration as a Unix timestamp
	:issued_at - JWT issue time as a Unix timestamp

User profile
Profile fields depend on platform consent and privacy settings.
Any may be nil.
	:name - full display name
	:given_name, :family_name, :middle_name - name parts
	:email - email address
	:picture - profile image URL
	:locale - user's locale (e.g., "en")

LTI launch
	:message_type - launch type (e.g., "LtiResourceLinkRequest",
"LtiDeepLinkingRequest")
	:version - LTI version (e.g., "1.3.0")
	:deployment_id - identifies the specific tool installation
	:target_link_uri - URL the tool should load
	:roles - list of parsed Ltix.LaunchClaims.Role.t/0 structs
	:unrecognized_roles - role URIs that could not be parsed
	:role_scope_mentor - list of user IDs this user mentors
	:custom - custom parameters set by the platform administrator

Nested claims
	:context - course or section (Ltix.LaunchClaims.Context.t/0)
	:resource_link - the specific placement
(Ltix.LaunchClaims.ResourceLink.t/0)
	:launch_presentation - display preferences
(Ltix.LaunchClaims.LaunchPresentation.t/0)
	:tool_platform - platform instance info
(Ltix.LaunchClaims.ToolPlatform.t/0)
	:lis - SIS integration identifiers (Ltix.LaunchClaims.LIS.t/0)

Advantage service endpoints
Present when the platform supports the corresponding service.
Pass the parent %LaunchContext{} to the service's authenticate/2.
	:ags_endpoint - Assignment and Grade Services
(Ltix.LaunchClaims.AGSEndpoint.t/0)
	:memberships_endpoint - Names and Roles Provisioning
(Ltix.LaunchClaims.MembershipsEndpoint.t/0)
	:deep_linking_settings - Deep Linking
(Ltix.LaunchClaims.DeepLinkingSettings.t/0)

Extensions
	:extensions - map of unrecognized claim keys to their raw values.
Register custom parsers via the :claim_parsers option in from_json/2
or application config (:ltix, Ltix.LaunchClaims, :claim_parsers).

Examples
iex> {:ok, claims} = Ltix.LaunchClaims.from_json(%{"iss" => "https://example.com", "sub" => "user-1"})
iex> claims.issuer
"https://example.com"

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json, opts \\ [])

      


        Parse a JWT body map into a %LaunchClaims{} struct.
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          @type t() :: %Ltix.LaunchClaims{
  ags_endpoint: Ltix.LaunchClaims.AGSEndpoint.t() | nil,
  audience: String.t() | [String.t()] | nil,
  authorized_party: String.t() | nil,
  context: Ltix.LaunchClaims.Context.t() | nil,
  custom: map() | nil,
  deep_linking_settings: Ltix.LaunchClaims.DeepLinkingSettings.t() | nil,
  deployment_id: String.t() | nil,
  email: String.t() | nil,
  expires_at: number() | nil,
  extensions: %{optional(String.t()) => term()},
  family_name: String.t() | nil,
  given_name: String.t() | nil,
  issued_at: number() | nil,
  issuer: String.t() | nil,
  launch_presentation: Ltix.LaunchClaims.LaunchPresentation.t() | nil,
  lis: Ltix.LaunchClaims.LIS.t() | nil,
  locale: String.t() | nil,
  memberships_endpoint: Ltix.LaunchClaims.MembershipsEndpoint.t() | nil,
  message_type: String.t() | nil,
  middle_name: String.t() | nil,
  name: String.t() | nil,
  nonce: String.t() | nil,
  picture: String.t() | nil,
  resource_link: Ltix.LaunchClaims.ResourceLink.t() | nil,
  role_scope_mentor: [String.t()] | nil,
  roles: [Ltix.LaunchClaims.Role.t()],
  subject: String.t() | nil,
  target_link_uri: String.t() | nil,
  tool_platform: Ltix.LaunchClaims.ToolPlatform.t() | nil,
  unrecognized_roles: [String.t()],
  version: String.t() | nil
}
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      from_json(json, opts \\ [])



        
          
        

    

  


  

      

          @spec from_json(map(), keyword()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a JWT body map into a %LaunchClaims{} struct.
Options
	:claim_parsers - Map of claim keys to parsers, each a module
implementing Ltix.LaunchClaims.Parser or a 1-arity function. Standard
claim keys replace built-in parsers. Each parser receives the raw value
and must return {:ok, parsed} or {:error, reason}. A parser's
{:error, reason} is returned as Ltix.Errors.Invalid.InvalidClaim,
unless reason is already an Ltix error. Per-call parsers override
application config.
	:role_parsers - Map of role URI prefixes to parser functions for
parsing the roles claim. Each parser receives a role URI and must
return a {:ok, t:Ltix.LaunchClaims.Role.t/0} struct or :error. Per-call
parsers override application config.

Examples
iex> {:ok, claims} = Ltix.LaunchClaims.from_json(%{
...>   "iss" => "https://platform.example.com",
...>   "https://purl.imsglobal.org/spec/lti/claim/message_type" => "LtiResourceLinkRequest"
...> })
iex> {claims.issuer, claims.message_type}
{"https://platform.example.com", "LtiResourceLinkRequest"}

  


        

      


  

    
Ltix.LaunchClaims.AGSEndpoint 
    



      
Assignment and Grade Services (AGS) endpoint claim.
Provides URLs for managing line items and scores. :scopes lists the grade service scopes the tool may request, :line_items is the URL of the line items container, and :line_item is the URL of the line item coupled to the resource link.
Launches include this claim. To call the grade service outside a launch, build the endpoint with new/1 from the URLs and scopes you saved.
Examples
iex> Ltix.LaunchClaims.AGSEndpoint.from_json(%{"lineitems" => "https://example.com/lineitems"})
{:ok, %Ltix.LaunchClaims.AGSEndpoint{scopes: nil, line_items: "https://example.com/lineitems", line_item: nil}}
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        from_json(json)

      


        Parse an AGS endpoint claim from a JSON map.



    


    
      
        new(attributes)

      


        Build an endpoint from a keyword list or a map.



    


    
      
        new!(attributes)

      


        Same as new/1 but raises on error.
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          @type t() :: %Ltix.LaunchClaims.AGSEndpoint{
  line_item: nil | binary(),
  line_items: nil | binary(),
  scopes: nil | [binary()]
}
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          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse an AGS endpoint claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.AGSEndpoint.from_json(%{})
{:ok, %Ltix.LaunchClaims.AGSEndpoint{scopes: nil, line_items: nil, line_item: nil}}

  



  
    
      
    
    
      new(attributes)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Build an endpoint from a keyword list or a map.
:scopes is required. :line_items and :line_item are optional absolute HTTPS URLs that may be nil.
Examples
iex> Ltix.LaunchClaims.AGSEndpoint.new(
...>   line_item: "https://lms.example.com/lineitems/1",
...>   scopes: ["https://purl.imsglobal.org/spec/lti-ags/scope/score"]
...> )
{:ok, %Ltix.LaunchClaims.AGSEndpoint{scopes: ["https://purl.imsglobal.org/spec/lti-ags/scope/score"], line_items: nil, line_item: "https://lms.example.com/lineitems/1"}}

iex> {:error, error} = Ltix.LaunchClaims.AGSEndpoint.new(line_item: "https://lms.example.com/lineitems/1")
iex> Exception.message(error)
"Ltix.LaunchClaims.AGSEndpoint field :scopes is required [AGS §3.1]"

  



  
    
      
    
    
      new!(attributes)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.

  


        

      


  

    
Ltix.LaunchClaims.Context 
    



      
The context (e.g. course or section) in which the launch occurs.
id is required and uniquely identifies the context within a deployment.
Examples
iex> Ltix.LaunchClaims.Context.from_json(%{"id" => "ctx-1", "label" => "CS101"})
{:ok, %Ltix.LaunchClaims.Context{id: "ctx-1", label: "CS101", title: nil, type: nil}}
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        from_json(json)

      


        Parse a context claim from a JSON map.



    


    
      
        to_map(context)

      


        Serialize a context to a map with the claim's JSON keys, omitting fields that are nil.
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          @type t() :: %Ltix.LaunchClaims.Context{
  id: binary(),
  label: nil | binary(),
  title: nil | binary(),
  type: nil | [binary()]
}
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          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a context claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.Context.from_json(%{"id" => "ctx-1"})
{:ok, %Ltix.LaunchClaims.Context{id: "ctx-1", label: nil, title: nil, type: nil}}

  



  
    
      
    
    
      to_map(context)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serialize a context to a map with the claim's JSON keys, omitting fields that are nil.
Examples
iex> Ltix.LaunchClaims.Context.to_map(%Ltix.LaunchClaims.Context{id: "ctx-1", label: "CS101"})
%{"id" => "ctx-1", "label" => "CS101"}

  


        

      


  

    
Ltix.LaunchClaims.DeepLinkingSettings 
    



      
Platform preferences for a Deep Linking content selection.
Sent by the platform in an LtiDeepLinkingRequest launch to specify
what kinds of content items are accepted.
Required fields
	:deep_link_return_url - where the tool posts the response JWT
	:accept_types - content item types the platform accepts
(e.g., ["ltiResourceLink", "link"])
	:accept_presentation_document_targets - how the content may be
presented (e.g., ["iframe", "window"])

Optional fields
	:accept_media_types - comma-separated MIME types for file items
	:accept_multiple - whether multiple items may be returned
	:accept_line_item - whether the platform will create line items
	:auto_create - whether the platform will auto-create resources
	:title - suggested title for the content selection UI
	:text - suggested description for the content selection UI
	:data - opaque value the tool must return unchanged in the response

See the Deep Linking guide for using these settings.
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        Parse a deep linking settings claim from a JSON map.
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          @type t() :: %Ltix.LaunchClaims.DeepLinkingSettings{
  accept_line_item: nil | boolean(),
  accept_media_types: nil | binary(),
  accept_multiple: nil | boolean(),
  accept_presentation_document_targets: [binary()],
  accept_types: [binary()],
  auto_create: nil | boolean(),
  data: nil | nil | any(),
  deep_link_return_url: binary(),
  text: nil | binary(),
  title: nil | binary()
}
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          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a deep linking settings claim from a JSON map.
Examples
iex> json = %{
...>   "deep_link_return_url" => "https://example.com/return",
...>   "accept_types" => ["link"],
...>   "accept_presentation_document_targets" => ["iframe"]
...> }
iex> {:ok, settings} = Ltix.LaunchClaims.DeepLinkingSettings.from_json(json)
iex> settings.deep_link_return_url
"https://example.com/return"
iex> settings.accept_types
["link"]

  


        

      


  

    
Ltix.LaunchClaims.LIS 
    



      
SIS (Student Information System) integration identifiers from LIS.
All fields are optional. :person_source_id identifies the user in the SIS, and :course_offering_source_id and :course_section_source_id identify the course offering and section.
Examples
iex> Ltix.LaunchClaims.LIS.from_json(%{"person_sourcedid" => "sis-001"})
{:ok, %Ltix.LaunchClaims.LIS{person_source_id: "sis-001", course_offering_source_id: nil, course_section_source_id: nil}}
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        from_json(json)

      


        Parse a LIS claim from a JSON map.
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          @type t() :: %Ltix.LaunchClaims.LIS{
  course_offering_source_id: nil | binary(),
  course_section_source_id: nil | binary(),
  person_source_id: nil | binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a LIS claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.LIS.from_json(%{})
{:ok, %Ltix.LaunchClaims.LIS{person_source_id: nil, course_offering_source_id: nil, course_section_source_id: nil}}

  


        

      


  

    
Ltix.LaunchClaims.LaunchPresentation 
    



      
How the platform expects the tool to be presented.
All fields are optional. document_target indicates the browser context
for the launch, typically "frame", "iframe", or "window", but
unknown values are accepted.
Examples
iex> Ltix.LaunchClaims.LaunchPresentation.from_json(%{"document_target" => "iframe"})
{:ok, %Ltix.LaunchClaims.LaunchPresentation{document_target: "iframe", height: nil, width: nil, return_url: nil, locale: nil}}
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        from_json(json)

      


        Parse a launch presentation claim from a JSON map.
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          @type t() :: %Ltix.LaunchClaims.LaunchPresentation{
  document_target: nil | binary() | binary(),
  height: nil | number(),
  locale: nil | binary(),
  return_url: nil | binary(),
  width: nil | number()
}
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          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a launch presentation claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.LaunchPresentation.from_json(%{})
{:ok, %Ltix.LaunchClaims.LaunchPresentation{document_target: nil, height: nil, width: nil, return_url: nil, locale: nil}}

  


        

      


  

    
Ltix.LaunchClaims.MembershipsEndpoint 
    



      
Memberships service endpoint claim.
Provides a URL for retrieving context membership. All fields are optional
when parsed from launch claims. An absolute HTTPS context_memberships_url
is required when constructing an endpoint manually via new/1.
Examples
iex> Ltix.LaunchClaims.MembershipsEndpoint.from_json(%{"context_memberships_url" => "https://example.com/members"})
{:ok, %Ltix.LaunchClaims.MembershipsEndpoint{context_memberships_url: "https://example.com/members", service_versions: nil}}
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        from_json(json)

      


        Parse a memberships endpoint claim from a JSON map.



    


    
      
        new(url)

      


        Create a memberships endpoint from a URL string.



    


    
      
        new!(url)

      


        Same as new/1 but raises on an invalid URL.
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          @type t() :: %Ltix.LaunchClaims.MembershipsEndpoint{
  context_memberships_url: nil | binary(),
  service_versions: nil | [binary()]
}
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          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a memberships endpoint claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.MembershipsEndpoint.from_json(%{})
{:ok, %Ltix.LaunchClaims.MembershipsEndpoint{context_memberships_url: nil, service_versions: nil}}
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          @spec new(String.t() | nil) :: {:ok, t()} | {:error, Exception.t()}


      


Create a memberships endpoint from a URL string.
Examples
iex> Ltix.LaunchClaims.MembershipsEndpoint.new("https://lms.example.com/memberships")
{:ok, %Ltix.LaunchClaims.MembershipsEndpoint{context_memberships_url: "https://lms.example.com/memberships", service_versions: nil}}

Ltix.LaunchClaims.MembershipsEndpoint.new("http://lms.example.com/memberships")
#=> {:error, %Ltix.Errors.Invalid.InvalidField{field: :context_memberships_url}}
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          @spec new!(String.t()) :: t()


      


Same as new/1 but raises on an invalid URL.
Examples
iex> Ltix.LaunchClaims.MembershipsEndpoint.new!("https://lms.example.com/memberships")
%Ltix.LaunchClaims.MembershipsEndpoint{context_memberships_url: "https://lms.example.com/memberships", service_versions: nil}

  


        

      


  

    
Ltix.LaunchClaims.Parser behaviour
    



      
Defines a behavior for parsing a launch claim's raw value.
Register a module implementing this behavior, or a 1-arity function
with the same contract, under :claim_parsers. See
Custom Claim Parsers.
defmodule MyApp.AnalyticsClaim do
  use Ltix.LaunchClaims.Parser

  @impl Ltix.LaunchClaims.Parser
  def parse(%{"session_id" => session_id}), do: {:ok, session_id}
  def parse(_value), do: {:error, "missing session_id"}
end
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          @callback parse(value :: term()) :: {:ok, term()} | {:error, term()}


      



  


        

      


  

    
Ltix.LaunchClaims.ResourceLink 
    



      
A placement of an LTI resource link within a context.
id is required and stable across launches for the same link.
Examples
iex> Ltix.LaunchClaims.ResourceLink.from_json(%{"id" => "rl-1", "title" => "Quiz"})
{:ok, %Ltix.LaunchClaims.ResourceLink{id: "rl-1", title: "Quiz", description: nil}}
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        Parse a resource link claim from a JSON map.
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          @type t() :: %Ltix.LaunchClaims.ResourceLink{
  description: nil | binary(),
  id: binary(),
  title: nil | binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a resource link claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.ResourceLink.from_json(%{"id" => "rl-1"})
{:ok, %Ltix.LaunchClaims.ResourceLink{id: "rl-1", title: nil, description: nil}}

  


        

      


  

    
Ltix.LaunchClaims.Role 
    



      
A parsed LTI role with type, name, and optional sub-role.
Launch claims include roles as URI strings. Use parse/1 to convert
a single URI, or access them pre-parsed via context.claims.roles.
Checking Roles
Predicate helpers like instructor?/1 and learner?/1 match on the
role name regardless of sub-role. This means instructor?/1 returns
true for both a principal Instructor and an Instructor#TeachingAssistant.
Role.instructor?(launch.claims.roles)
To check for a specific sub-role, use teaching_assistant?/1 or
has_role?/4.
Role.teaching_assistant?(roles)
Role.has_role?(roles, :context, :instructor, :teaching_assistant)
To check for only the principal role (excluding sub-roles), pass
nil as the sub-role.
Role.has_role?(roles, :context, :instructor, nil)
Role Types
	:context - course-level roles (Instructor, Learner, etc.)
	:institution - institution-level roles (Faculty, Student, etc.)
	:system - system-level roles (Administrator, SysAdmin, etc.)

Use the filter helpers to narrow by type.
Role.context_roles(roles)
Role.institution_roles(roles)
Examples
iex> Ltix.LaunchClaims.Role.parse("http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor")
{:ok, %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"}}

iex> Ltix.LaunchClaims.Role.parse("Instructor")
{:ok, %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: nil, uri: "Instructor"}}

iex> Ltix.LaunchClaims.Role.parse("http://example.com/unknown")
:error
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    Types
  


    
      
        t()

      


    


    
      
        t_without_uri()

      


    





  
    Functions
  


    
      
        administrator?(roles)

      


        Check if any role is an institution Administrator, including sub-roles.



    


    
      
        content_developer?(roles)

      


        Check if any role is a context ContentDeveloper, including sub-roles.



    


    
      
        context_administrator?(roles)

      


        Check if any role is a context Administrator, including sub-roles.



    


    
      
        context_roles(roles)

      


        Filter to only context roles.



    


    
      
        from_atom(atom)

      


        Build a role from a well-known atom.



    


    
      
        has_role?(roles, type, name, sub_role \\ nil)

      


        Check if any role matches the given type, name, and optional sub-role.



    


    
      
        institution_roles(roles)

      


        Filter to only institution roles.



    


    
      
        instructor?(roles)

      


        Check if any role is a context Instructor, including sub-roles
like TeachingAssistant.



    


    
      
        learner?(roles)

      


        Check if any role is a context Learner, including sub-roles
like GuestLearner.



    


    
      
        mentor?(roles)

      


        Check if any role is a context Mentor, including sub-roles.



    


    
      
        parse(uri, opts \\ [])

      


        Parse a single role URI into a %Role{} struct.



    


    
      
        parse_all(uris, opts \\ [])

      


        Parse a list of role URIs, separating recognized from unrecognized.



    


    
      
        system_roles(roles)

      


        Filter to only system roles.



    


    
      
        teaching_assistant?(roles)

      


        Check if any role is an Instructor#TeachingAssistant sub-role.



    


    
      
        to_uri(role, opts \\ [])

      


        Convert a %Role{} struct to its URI string.



    


    
      
        to_uri!(role, opts \\ [])

      


        Same as to_uri/2 but raises ArgumentError when no role parser can convert the role.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.LaunchClaims.Role{
  name: atom(),
  sub_role: atom() | nil,
  type: :context | :institution | :system,
  uri: String.t()
}


      



  



  
    
      
    
    
      t_without_uri()



        
          
        

    

  


  

      

          @type t_without_uri() :: %Ltix.LaunchClaims.Role{
  name: atom(),
  sub_role: atom() | nil,
  type: :context | :institution | :system,
  uri: nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      administrator?(roles)



        
          
        

    

  


  

      

          @spec administrator?([t()]) :: boolean()


      


Check if any role is an institution Administrator, including sub-roles.

  



  
    
      
    
    
      content_developer?(roles)



        
          
        

    

  


  

      

          @spec content_developer?([t()]) :: boolean()


      


Check if any role is a context ContentDeveloper, including sub-roles.

  



  
    
      
    
    
      context_administrator?(roles)



        
          
        

    

  


  

      

          @spec context_administrator?([t()]) :: boolean()


      


Check if any role is a context Administrator, including sub-roles.

  



  
    
      
    
    
      context_roles(roles)



        
          
        

    

  


  

      

          @spec context_roles([t()]) :: [t()]


      


Filter to only context roles.

  



  
    
      
    
    
      from_atom(atom)



        
          
        

    

  


  

      

          @spec from_atom(atom()) :: t()


      


Build a role from a well-known atom.
Supports common context roles, one sub-role, and a few
institution and system roles. Raises ArgumentError for unknown atoms.
Context roles
iex> Ltix.LaunchClaims.Role.from_atom(:instructor)
%Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"}

iex> Ltix.LaunchClaims.Role.from_atom(:learner)
%Ltix.LaunchClaims.Role{type: :context, name: :learner, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership#Learner"}

iex> Ltix.LaunchClaims.Role.from_atom(:context_administrator)
%Ltix.LaunchClaims.Role{type: :context, name: :administrator, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership#Administrator"}
Sub-roles
iex> Ltix.LaunchClaims.Role.from_atom(:teaching_assistant)
%Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: :teaching_assistant, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership/Instructor#TeachingAssistant"}
Institution roles
iex> Ltix.LaunchClaims.Role.from_atom(:administrator)
%Ltix.LaunchClaims.Role{type: :institution, name: :administrator, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/institution/person#Administrator"}

iex> Ltix.LaunchClaims.Role.from_atom(:faculty)
%Ltix.LaunchClaims.Role{type: :institution, name: :faculty, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/institution/person#Faculty"}
System roles
iex> Ltix.LaunchClaims.Role.from_atom(:test_user)
%Ltix.LaunchClaims.Role{type: :system, name: :test_user, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lti/system/person#TestUser"}

  



    

  
    
      
    
    
      has_role?(roles, type, name, sub_role \\ nil)



        
          
        

    

  


  

      

          @spec has_role?([t()], :context | :institution | :system, atom(), atom() | nil) ::
  boolean()


      


Check if any role matches the given type, name, and optional sub-role.
Examples
iex> {:ok, role} = Ltix.LaunchClaims.Role.parse("http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor")
iex> Ltix.LaunchClaims.Role.has_role?([role], :context, :instructor)
true

  



  
    
      
    
    
      institution_roles(roles)



        
          
        

    

  


  

      

          @spec institution_roles([t()]) :: [t()]


      


Filter to only institution roles.

  



  
    
      
    
    
      instructor?(roles)



        
          
        

    

  


  

      

          @spec instructor?([t()]) :: boolean()


      


Check if any role is a context Instructor, including sub-roles
like TeachingAssistant.
To check for only the principal Instructor role (excluding sub-roles),
use has_role?(roles, :context, :instructor, nil).

  



  
    
      
    
    
      learner?(roles)



        
          
        

    

  


  

      

          @spec learner?([t()]) :: boolean()


      


Check if any role is a context Learner, including sub-roles
like GuestLearner.
To check for only the principal Learner role (excluding sub-roles),
use has_role?(roles, :context, :learner, nil).

  



  
    
      
    
    
      mentor?(roles)



        
          
        

    

  


  

      

          @spec mentor?([t()]) :: boolean()


      


Check if any role is a context Mentor, including sub-roles.

  



    

  
    
      
    
    
      parse(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(String.t(), keyword()) :: {:ok, t()} | :error


      


Parse a single role URI into a %Role{} struct.
Tries parsers whose URI prefix matches, then the built-in LIS parser, then
short context role names.
Returns {:ok, %Role{}} for recognized roles, :error for unknown URIs.
Options
	:role_parsers - map of URI prefix to parser module or function,
merged over the application configuration. These parsers are tried
longest prefix first, before the built-in LIS parser.

Examples
iex> Ltix.LaunchClaims.Role.parse("http://purl.imsglobal.org/vocab/lis/v2/membership#Learner")
{:ok, %Ltix.LaunchClaims.Role{type: :context, name: :learner, sub_role: nil, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership#Learner"}}

iex> Ltix.LaunchClaims.Role.parse("http://purl.imsglobal.org/vocab/lis/v2/membership/Instructor#TeachingAssistant")
{:ok, %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: :teaching_assistant, uri: "http://purl.imsglobal.org/vocab/lis/v2/membership/Instructor#TeachingAssistant"}}

  



    

  
    
      
    
    
      parse_all(uris, opts \\ [])



        
          
        

    

  


  

      

          @spec parse_all([String.t()], keyword()) :: {[t()], [String.t()]}


      


Parse a list of role URIs, separating recognized from unrecognized.
Returns {parsed_roles, unrecognized_uris} where order is preserved.
Options
	:role_parsers - map of URI prefix to parser module or function,
merged over the application configuration. These parsers are tried
longest prefix first, before the built-in LIS parser.

Examples
iex> Ltix.LaunchClaims.Role.parse_all([])
{[], []}

  



  
    
      
    
    
      system_roles(roles)



        
          
        

    

  


  

      

          @spec system_roles([t()]) :: [t()]


      


Filter to only system roles.

  



  
    
      
    
    
      teaching_assistant?(roles)



        
          
        

    

  


  

      

          @spec teaching_assistant?([t()]) :: boolean()


      


Check if any role is an Instructor#TeachingAssistant sub-role.

  



    

  
    
      
    
    
      to_uri(role, opts \\ [])



        
          
        

    

  


  

      

          @spec to_uri(t() | t_without_uri(), keyword()) :: {:ok, String.t()} | :error


      


Convert a %Role{} struct to its URI string.
Returns the role's URI, such as one parsed from a launch. For a role
without one, returns the URI from a role parser module that implements
to_uri/1, or :error when none can convert the role.
Options
	:role_parsers - map of URI prefix to parser module or function,
merged over the application configuration, as for parse/2

Examples
iex> role = %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: nil}
iex> Ltix.LaunchClaims.Role.to_uri(role)
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"}

iex> role = %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: :teaching_assistant}
iex> Ltix.LaunchClaims.Role.to_uri(role)
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/membership/Instructor#TeachingAssistant"}

  



    

  
    
      
    
    
      to_uri!(role, opts \\ [])



        
          
        

    

  


  

      

          @spec to_uri!(t() | t_without_uri(), keyword()) :: String.t()


      


Same as to_uri/2 but raises ArgumentError when no role parser can convert the role.
Examples
iex> role = %Ltix.LaunchClaims.Role{type: :context, name: :instructor, sub_role: nil}
iex> Ltix.LaunchClaims.Role.to_uri!(role)
"http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"

  


        

      


  

    
Ltix.LaunchClaims.ToolPlatform 
    



      
Information about the platform instance that initiated the launch.
guid is required and stable for a given platform instance.
Examples
iex> Ltix.LaunchClaims.ToolPlatform.from_json(%{"guid" => "plat-1", "name" => "LMS"})
{:ok, %Ltix.LaunchClaims.ToolPlatform{guid: "plat-1", name: "LMS", contact_email: nil, description: nil, url: nil, product_family_code: nil, version: nil}}

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json)

      


        Parse a tool platform claim from a JSON map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.LaunchClaims.ToolPlatform{
  contact_email: nil | binary(),
  description: nil | binary(),
  guid: binary(),
  name: nil | binary(),
  product_family_code: nil | binary(),
  url: nil | binary(),
  version: nil | binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a tool platform claim from a JSON map.
Examples
iex> Ltix.LaunchClaims.ToolPlatform.from_json(%{"guid" => "plat-1"})
{:ok, %Ltix.LaunchClaims.ToolPlatform{guid: "plat-1", name: nil, contact_email: nil, description: nil, url: nil, product_family_code: nil, version: nil}}

  


        

      


  

    
Ltix.LaunchClaims.Role.LIS 
    



      
LIS (Learning Information Services) role vocabulary parser.
Parses role URIs from the standard LIS vocabulary into %Role{} structs.
Covers context roles, context sub-roles, institution roles, system roles
(LIS and LTI), and deprecated URI forms.

      


      
        Summary


  
    Functions
  


    
      
        parse(uri)

      


        Attempt to parse a role URI against the LIS vocabularies.



    


    
      
        to_uri(arg1)

      


        Convert a %Role{} struct to its LIS vocabulary URI.



    





      


      
        Functions


        


  
    
      
    
    
      parse(uri)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, Ltix.LaunchClaims.Role.t()} | :error


      


Attempt to parse a role URI against the LIS vocabularies.
Returns {:ok, %Role{}} for recognized URIs, :error otherwise.

  



  
    
      
    
    
      to_uri(arg1)



        
          
        

    

  


  

      

          @spec to_uri(Ltix.LaunchClaims.Role.t_without_uri()) :: {:ok, String.t()} | :error


      


Convert a %Role{} struct to its LIS vocabulary URI.
Examples
iex> alias Ltix.LaunchClaims.Role
iex> Ltix.LaunchClaims.Role.LIS.to_uri(%Role{type: :context, name: :instructor})
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/membership#Instructor"}

iex> alias Ltix.LaunchClaims.Role
iex> Ltix.LaunchClaims.Role.LIS.to_uri(%Role{type: :context, name: :instructor, sub_role: :teaching_assistant})
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/membership/Instructor#TeachingAssistant"}

iex> alias Ltix.LaunchClaims.Role
iex> Ltix.LaunchClaims.Role.LIS.to_uri(%Role{type: :institution, name: :faculty})
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/institution/person#Faculty"}

iex> alias Ltix.LaunchClaims.Role
iex> Ltix.LaunchClaims.Role.LIS.to_uri(%Role{type: :system, name: :sys_admin})
{:ok, "http://purl.imsglobal.org/vocab/lis/v2/system/person#SysAdmin"}

iex> alias Ltix.LaunchClaims.Role
iex> Ltix.LaunchClaims.Role.LIS.to_uri(%Role{type: :system, name: :test_user})
{:ok, "http://purl.imsglobal.org/vocab/lti/system/person#TestUser"}

  


        

      


  

    
Ltix.LaunchClaims.Role.Parser behaviour
    



      
Defines a behaviour for parsing role URIs into %Role{} structs.
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    Callbacks
  


    
      
        parse(uri)

      


    


    
      
        to_uri(role)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      parse(uri)



        
          
        

    

  


  

      

          @callback parse(uri :: String.t()) :: {:ok, Ltix.LaunchClaims.Role.t()} | :error


      



  



  
    
      
    
    
      to_uri(role)


        (optional)


        
          
        

    

  


  

      

          @callback to_uri(role :: Ltix.LaunchClaims.Role.t_without_uri()) ::
  {:ok, String.t()} | :error


      



  


        

      


  

    
Ltix.DeepLinking 
    



      
Put content items into a signed response JWT for the platform.
When the platform sends an LtiDeepLinkingRequest launch, your tool
presents a selection UI and calls build_response/3 with the chosen
items. The response JWT is then POSTed back to the platform's return URL.
Content items are built with these modules.
	Ltix.DeepLinking.ContentItem.LTIResourceLink - an LTI activity
the platform will link to
	Ltix.DeepLinking.ContentItem.Link - an external URL
	Ltix.DeepLinking.ContentItem.File - a downloadable file
	Ltix.DeepLinking.ContentItem.HTMLFragment - inline HTML to embed
	Ltix.DeepLinking.ContentItem.Image - an image for direct rendering

See the Deep Linking guide for the full workflow
and Building Content Items for
recipes.

      


      
        Summary


  
    Functions
  


    
      
        build_response(context, items \\ [], opts \\ [])

      


        Build a signed Deep Linking response JWT.



    


    
      
        build_response!(context, items \\ [], opts \\ [])

      


        Same as build_response/3 but raises on error.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      build_response(context, items \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec build_response(Ltix.LaunchContext.t(), list(), keyword()) ::
  {:ok, Ltix.DeepLinking.Response.t()} | {:error, Exception.t()}


      


Build a signed Deep Linking response JWT.
Takes a LaunchContext from an LtiDeepLinkingRequest launch, a list of
content items, and optional message/log fields. Returns a Response with
the signed JWT and the platform's return URL.
Options
	:message - user-facing message to show on return
	:log - log message for the platform
	:error_message - user-facing error message
	:error_log - error log message for the platform
	:storage_adapter - module implementing Ltix.StorageAdapter, which
signs the response (defaults to application config)
	:storage_adapter_options - options passed to the storage adapter's
signing callbacks (defaults to [])

Errors
	Ltix.Errors.Invalid.InvalidMessageType - context is not a deep
linking launch
	Ltix.Errors.Invalid.InvalidContentItem - an item is not a content
item, has no "type" or one that is not a string, or items is not a
list
	Ltix.Errors.Invalid.ContentItemTypeNotAccepted - item type not
in accept_types
	Ltix.Errors.Invalid.ContentItemsExceedLimit - multiple items
when accept_multiple is false
	Ltix.Errors.Invalid.LineItemNotAccepted - line item present
when accept_line_item is false
	Ltix.Errors.Invalid.PresentationTargetNotAccepted - an item is
presented in an iframe, window, or embed that is not in
accept_presentation_document_targets
	Ltix.Errors.Invalid.MediaTypeNotAccepted - a file's media_type
does not match accept_media_types

Errors about one item include its index in items. Several failures at once
are grouped in Ltix.Errors.Invalid. Unknown or invalid options raise
Ltix.Errors.Invalid.InvalidOption.
Examples
{:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
  url: "https://tool.example.com/activity/123",
  title: "Quiz 1"
)

{:ok, response} = Ltix.DeepLinking.build_response(context, [link],
  message: "Selected 1 item"
)

# response.jwt — signed JWT to POST to response.return_url
See the Deep Linking guide for the full workflow.

  



    

    

  
    
      
    
    
      build_response!(context, items \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec build_response!(Ltix.LaunchContext.t(), list(), keyword()) ::
  Ltix.DeepLinking.Response.t()


      


Same as build_response/3 but raises on error.
Examples
response = Ltix.DeepLinking.build_response!(context, [link], message: "Selected 1 item")

  


        

      


  

    
Ltix.DeepLinking.ContentItem protocol
    



      
Protocol for serializing content items in Deep Linking responses.
Ltix implements this protocol for the five standard content item types
and for plain maps (for one-off custom types).
Implement this protocol on your own struct when you need a reusable
custom content item type.
defmodule MyApp.ProctoredExam do
  defstruct [:url, :title, :duration_minutes]

  defimpl Ltix.DeepLinking.ContentItem do
    def to_map(item) do
      %{
        "type" => "https://myapp.example.com/proctored_exam",
        "url" => item.url,
        "title" => item.title,
        "https://myapp.example.com/duration" => item.duration_minutes
      }
    end
  end
end
The platform's accept_types must include the "type" your to_map/1
returns.
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    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        to_map(content_item)

      


        Serialize the content item to a JSON-compatible map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      to_map(content_item)



        
          
        

    

  


  

      

          @spec to_map(t()) :: %{required(String.t()) => any()}


      


Serialize the content item to a JSON-compatible map.
Plain maps with a "type" key serialize as they are.
Examples
iex> Ltix.DeepLinking.ContentItem.to_map(%{"type" => "https://vendor.example.com/poll", "question" => "Ready?"})
%{"type" => "https://vendor.example.com/poll", "question" => "Ready?"}

  


        

      


  

    
Ltix.DeepLinking.Response 
    



      
Signed JWT and return URL from a Deep Linking response.
Deliver the JWT to the platform by POSTing it to return_url as the
JWT form parameter via an auto-submitting HTML form.
See the Deep Linking guide for the full workflow.
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          @type t() :: %Ltix.DeepLinking.Response{jwt: String.t(), return_url: String.t()}


      



  


        

      


  

    
Ltix.DeepLinking.ContentItem.File 
    



      
A file content item for Deep Linking responses.
File URLs are short-lived. The platform downloads the file shortly
after receiving the response, so the URL only needs to remain valid
for a few minutes.
Examples
iex> {:ok, file} = Ltix.DeepLinking.ContentItem.File.new(
...>   url: "https://example.com/syllabus.pdf",
...>   media_type: "application/pdf"
...> )
iex> Ltix.DeepLinking.ContentItem.to_map(file)
%{"type" => "file", "url" => "https://example.com/syllabus.pdf", "mediaType" => "application/pdf"}
Options
	:title (String.t/0) - Title for the content item.

	:text (String.t/0) - Plain-text description.

	:extensions (nil | map/0) - Required. Vendor-specific extension properties. The default value is %{}.

	:url (String.t/0) - Required. URL to download the file.

	:expires_at (DateTime.t/0) - When the download URL expires.

	:media_type (String.t/0) - MIME type of the file (e.g. "application/pdf").

	:icon (map/0) - Icon or thumbnail for the file.

	:thumbnail (map/0) - Icon or thumbnail for the file.
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        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Create a new file content item.



    


    
      
        new!(opts)

      


        Same as new/1 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.DeepLinking.ContentItem.File{
  expires_at: nil | DateTime.t(),
  extensions: nil | %{optional(binary() | atom()) => any()},
  icon:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  media_type: nil | binary(),
  text: nil | binary(),
  thumbnail:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  title: nil | binary(),
  url: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new file content item.
Takes the module's options as a keyword list or map, and nested options such as
icon may also be keyword lists. Unknown or invalid options return an
Ltix.Errors.Invalid.InvalidField error.
Examples
iex> {:ok, file} = Ltix.DeepLinking.ContentItem.File.new(url: "https://example.com/doc.pdf")
iex> file.url
"https://example.com/doc.pdf"

iex> {:error, error} = Ltix.DeepLinking.ContentItem.File.new([])
iex> Exception.message(error)
"Ltix.DeepLinking.ContentItem.File field :url is required [DL §3.3]"

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.
Examples
iex> Ltix.DeepLinking.ContentItem.File.new!(url: "https://example.com/doc.pdf").url
"https://example.com/doc.pdf"

  


        

      


  

    
Ltix.DeepLinking.ContentItem.HTMLFragment 
    



      
An HTML fragment content item for Deep Linking responses.
Represents a chunk of HTML that the platform embeds directly.
Examples
iex> {:ok, fragment} = Ltix.DeepLinking.ContentItem.HTMLFragment.new(html: "<p>Hello</p>")
iex> Ltix.DeepLinking.ContentItem.to_map(fragment)
%{"type" => "html", "html" => "<p>Hello</p>"}
Options
	:title (String.t/0) - Title for the content item.

	:text (String.t/0) - Plain-text description.

	:extensions (nil | map/0) - Required. Vendor-specific extension properties. The default value is %{}.

	:html (String.t/0) - Required. HTML markup to embed.



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Create a new HTML fragment content item.



    


    
      
        new!(opts)

      


        Same as new/1 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.DeepLinking.ContentItem.HTMLFragment{
  extensions: nil | %{optional(binary() | atom()) => any()},
  html: binary(),
  text: nil | binary(),
  title: nil | binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new HTML fragment content item.
Takes the module's options as a keyword list or map. Unknown or invalid options return
an Ltix.Errors.Invalid.InvalidField error.
Examples
iex> {:ok, fragment} = Ltix.DeepLinking.ContentItem.HTMLFragment.new(html: "<p>Hello</p>")
iex> fragment.html
"<p>Hello</p>"

iex> {:error, error} = Ltix.DeepLinking.ContentItem.HTMLFragment.new([])
iex> Exception.message(error)
"Ltix.DeepLinking.ContentItem.HTMLFragment field :html is required [DL §3.4]"

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.
Examples
iex> Ltix.DeepLinking.ContentItem.HTMLFragment.new!(html: "<p>Hello</p>").html
"<p>Hello</p>"

  


        

      


  

    
Ltix.DeepLinking.ContentItem.Image 
    



      
An image content item for Deep Linking responses.
The platform renders the image directly using an HTML img tag.
For images that are part of a larger resource, consider using
Ltix.DeepLinking.ContentItem.Link with an embed.
Examples
iex> {:ok, image} = Ltix.DeepLinking.ContentItem.Image.new(
...>   url: "https://example.com/diagram.png",
...>   width: 800
...> )
iex> Ltix.DeepLinking.ContentItem.to_map(image)
%{"type" => "image", "url" => "https://example.com/diagram.png", "width" => 800}
Options
	:title (String.t/0) - Title for the content item.

	:text (String.t/0) - Plain-text description.

	:extensions (nil | map/0) - Required. Vendor-specific extension properties. The default value is %{}.

	:width (integer/0) - Width of the image in pixels.

	:url (String.t/0) - Required. URL of the image.

	:height (integer/0) - Height of the image in pixels.

	:icon (map/0) - Icon or thumbnail for the image.

	:thumbnail (map/0) - Icon or thumbnail for the image.



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Create a new image content item.



    


    
      
        new!(opts)

      


        Same as new/1 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.DeepLinking.ContentItem.Image{
  extensions: nil | %{optional(binary() | atom()) => any()},
  height: nil | integer(),
  icon:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  text: nil | binary(),
  thumbnail:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  title: nil | binary(),
  url: binary(),
  width: nil | integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new image content item.
Takes the module's options as a keyword list or map, and nested options such as
icon may also be keyword lists. Unknown or invalid options return an
Ltix.Errors.Invalid.InvalidField error.
Examples
iex> {:ok, image} = Ltix.DeepLinking.ContentItem.Image.new(url: "https://example.com/photo.png")
iex> image.url
"https://example.com/photo.png"

iex> {:error, error} = Ltix.DeepLinking.ContentItem.Image.new([])
iex> Exception.message(error)
"Ltix.DeepLinking.ContentItem.Image field :url is required [DL §3.5]"

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.
Examples
iex> Ltix.DeepLinking.ContentItem.Image.new!(url: "https://example.com/photo.png").url
"https://example.com/photo.png"

  


        

      


  

    
Ltix.DeepLinking.ContentItem.LTIResourceLink 
    



      
An LTI resource link content item for Deep Linking responses.
All fields are optional. The platform can use the tool's base URL when
no url is provided. Include a line_item to have the platform
auto-create a gradebook column for the link.
See Building Content Items for
common patterns including line items, custom parameters, and
availability windows.
Examples
iex> {:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(
...>   url: "https://tool.example.com/quizzes/7",
...>   line_item: [score_maximum: 100]
...> )
iex> Ltix.DeepLinking.ContentItem.to_map(link)
%{"type" => "ltiResourceLink", "url" => "https://tool.example.com/quizzes/7", "lineItem" => %{"scoreMaximum" => 100}}
Options
	:title (String.t/0) - Title for the content item.

	:text (String.t/0) - Plain-text description.

	:extensions (nil | map/0) - Required. Vendor-specific extension properties. The default value is %{}.

	:available (map/0)

	:url (String.t/0) - Launch URL for the resource link.

	:line_item (map/0) - Gradebook column for the platform to create, as a keyword list, map, or Ltix.GradeService.LineItem.

	:submission (map/0)

	:custom (map/0) - Custom parameter key-value pairs.

	:icon (map/0) - Icon or thumbnail for the LTI resource link.

	:thumbnail (map/0) - Icon or thumbnail for the LTI resource link.

	:window (map/0) - Window presentation for the LTI resource link.

	:iframe (map/0)



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Create a new LTI resource link content item.



    


    
      
        new!(opts)

      


        Same as new/1 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.DeepLinking.ContentItem.LTIResourceLink{
  available:
    nil
    | %{
        optional(:start_date_time) => DateTime.t(),
        optional(:end_date_time) => DateTime.t()
      },
  custom: nil | %{optional(binary() | atom()) => binary()},
  extensions: nil | %{optional(binary() | atom()) => any()},
  icon:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  iframe:
    nil | %{optional(:width) => integer(), optional(:height) => integer()},
  line_item:
    nil
    | %{
        optional(:label) => binary(),
        optional(:tag) => binary(),
        :score_maximum => number(),
        optional(:resource_id) => binary(),
        optional(:grades_released) => boolean()
      },
  submission:
    nil
    | %{
        optional(:start_date_time) => DateTime.t(),
        optional(:end_date_time) => DateTime.t()
      },
  text: nil | binary(),
  thumbnail:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  title: nil | binary(),
  url: nil | binary(),
  window:
    nil
    | %{
        optional(:width) => integer(),
        optional(:height) => integer(),
        optional(:target_name) => binary(),
        optional(:window_features) => binary()
      }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new LTI resource link content item.
Takes the module's options as a keyword list or map, and nested options such as
icon may also be keyword lists. Unknown or invalid options return an
Ltix.Errors.Invalid.InvalidField error.
Examples
iex> {:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new([])
iex> link.url
nil

iex> {:ok, link} = Ltix.DeepLinking.ContentItem.LTIResourceLink.new(url: "https://tool.example.com")
iex> link.url
"https://tool.example.com"

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.
Examples
iex> Ltix.DeepLinking.ContentItem.LTIResourceLink.new!(title: "Quiz 1").title
"Quiz 1"

  


        

      


  

    
Ltix.DeepLinking.ContentItem.Link 
    



      
A URL link content item for Deep Linking responses.
Use this for external URLs hosted outside your tool, such as articles,
documentation, or third-party resources. For links that launch back
into your tool via LTI, use Ltix.DeepLinking.ContentItem.LTIResourceLink.
Examples
iex> {:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(
...>   url: "https://example.com/article",
...>   window: [target_name: "articles"]
...> )
iex> Ltix.DeepLinking.ContentItem.to_map(link)
%{"type" => "link", "url" => "https://example.com/article", "window" => %{"targetName" => "articles"}}
Options
	:title (String.t/0) - Title for the content item.

	:text (String.t/0) - Plain-text description.

	:extensions (nil | map/0) - Required. Vendor-specific extension properties. The default value is %{}.

	:embed (map/0)

	:url (String.t/0) - Required. URL of the link.

	:icon (map/0) - Icon or thumbnail for the link.

	:thumbnail (map/0) - Icon or thumbnail for the link.

	:window (map/0) - Window presentation for the link.

	:iframe (map/0) - Iframe presentation for the link.



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Create a new link content item.



    


    
      
        new!(opts)

      


        Same as new/1 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.DeepLinking.ContentItem.Link{
  embed: nil | %{html: binary()},
  extensions: nil | %{optional(binary() | atom()) => any()},
  icon:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  iframe:
    nil
    | %{
        optional(:width) => integer(),
        optional(:height) => integer(),
        src: binary()
      },
  text: nil | binary(),
  thumbnail:
    nil
    | %{
        optional(:width) => integer(),
        :url => binary(),
        optional(:height) => integer()
      },
  title: nil | binary(),
  url: binary(),
  window:
    nil
    | %{
        optional(:width) => integer(),
        optional(:height) => integer(),
        optional(:target_name) => binary(),
        optional(:window_features) => binary()
      }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Create a new link content item.
Takes the module's options as a keyword list or map, and nested options such as
icon may also be keyword lists. Unknown or invalid options return an
Ltix.Errors.Invalid.InvalidField error.
Examples
iex> {:ok, link} = Ltix.DeepLinking.ContentItem.Link.new(url: "https://example.com")
iex> link.url
"https://example.com"

iex> {:error, error} = Ltix.DeepLinking.ContentItem.Link.new([])
iex> Exception.message(error)
"Ltix.DeepLinking.ContentItem.Link field :url is required [DL §3.1]"

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.
Examples
iex> Ltix.DeepLinking.ContentItem.Link.new!(url: "https://example.com").url
"https://example.com"

  


        

      


  

    
Ltix.AdvantageService behaviour
    



      
Behaviour for LTI Advantage service modules.
Each Advantage service implements this behaviour to describe its endpoint
type and required OAuth scopes. Ltix.OAuth uses these callbacks to
read endpoints from launch claims, validate endpoints, derive scopes, and
build authenticated clients for any service.
Implementing a custom service
defmodule MyApp.ProctorService do
  @behaviour Ltix.AdvantageService

  @impl true
  def endpoint_from_claims(%Ltix.LaunchClaims{} = _claims), do: :error

  @impl true
  def validate_endpoint(%MyApp.ProctorEndpoint{}), do: :ok

  def validate_endpoint(_),
    do: {:error, Ltix.Errors.Invalid.InvalidEndpoint.exception(service: __MODULE__)}

  @impl true
  def scopes(%MyApp.ProctorEndpoint{}),
    do: ["https://example.com/scope/proctoring"]
end
Send the service's requests with Ltix.OAuth.Client.request/3.

      


      
        Summary


  
    Callbacks
  


    
      
        endpoint_from_claims(t)

      


        Extract the service's endpoint from launch claims, or return :error when the launch has none.



    


    
      
        scopes(term)

      


        Return the OAuth scope URIs required by this endpoint.



    


    
      
        validate_endpoint(term)

      


        Validate that the given value is a valid endpoint for this service.



    





      


      
        Callbacks


        


  
    
      
    
    
      endpoint_from_claims(t)



        
          
        

    

  


  

      

          @callback endpoint_from_claims(Ltix.LaunchClaims.t()) :: {:ok, term()} | :error


      


Extract the service's endpoint from launch claims, or return :error when the launch has none.

  



  
    
      
    
    
      scopes(term)



        
          
        

    

  


  

      

          @callback scopes(term()) :: [String.t()]


      


Return the OAuth scope URIs required by this endpoint.

  



  
    
      
    
    
      validate_endpoint(term)



        
          
        

    

  


  

      

          @callback validate_endpoint(term()) :: :ok | {:error, Exception.t()}


      


Validate that the given value is a valid endpoint for this service.

  


        

      


  

    
Ltix.OAuth 
    



      
OAuth 2.0 client credentials authentication for LTI Advantage services.
Acquires an access token from the platform's token endpoint and returns
an authenticated Ltix.OAuth.Client ready for service calls.
From a launch context
{:ok, client} = Ltix.OAuth.authenticate(launch_context,
  services: [Ltix.MembershipsService, MyApp.AttendanceService]
)
From a registration
{:ok, client} = Ltix.OAuth.authenticate(registration,
  endpoints: %{
    Ltix.MembershipsService => memberships_endpoint,
    Ltix.GradeService => ags_endpoint
  }
)
A token request from a launch context includes the launch's deployment ID. With a registration, pass :deployment to include one. A platform may require it before it issues a token.
{:ok, client} = Ltix.OAuth.authenticate(registration,
  endpoints: %{Ltix.GradeService => ags_endpoint},
  deployment: deployment
)
The platform may grant only some of the scopes the endpoints need. Each service operation returns a Ltix.Errors.Invalid.ScopeMismatch error when its scope was not granted. Pass require_all_scopes: true to get that error from authenticate/2.
Options (launch context)
	:services (list of atom/0) - Required. Service modules whose endpoints are read from the launch claims.

	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.


Options (registration)
	:endpoints (map/0) - Required. Map of service modules to endpoint structs.

	:deployment (term/0) - The deployment the token is for, as a struct implementing Ltix.Deployable or a deployment ID. Token requests include it.

	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.



      


      
        Summary


  
    Functions
  


    
      
        authenticate(context_or_registerable, opts \\ [])

      


        Authenticate with a platform's token endpoint.



    


    
      
        authenticate!(context_or_registerable, opts \\ [])

      


        Same as authenticate/2 but raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  {:ok, Ltix.OAuth.Client.t()} | {:error, Exception.t()}


      


Authenticate with a platform's token endpoint.
Accepts a %LaunchContext{} or any struct implementing Ltix.Registerable,
including Ltix.Registration itself. With a launch context, list the
services in the :services option, and Ltix reads each endpoint from the
launch claims. With a registration, pass the endpoints in the :endpoints option.
A service missing from the launch returns a ServiceNotAvailable error.

  



    

  
    
      
    
    
      authenticate!(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate!(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  Ltix.OAuth.Client.t()


      


Same as authenticate/2 but raises on error.

  


        

      


  

    
Ltix.Pagination 
    



      
Lazy paginated fetching for LTI Advantage endpoints.
LTI Advantage services use RFC 8288 Link headers with rel="next" for
pagination. This module handles link parsing and builds a lazy stream that
fetches pages on demand. A next link back to a page already fetched is a
Ltix.Errors.Unknown.TransportError.

      


      
        Summary


  
    Functions
  


    
      
        parse_next_link(headers)

      


        Extract the rel="next" target from response headers.



    


    
      
        parse_next_link(headers, response_url)

      


        Extract the rel="next" URL, resolving relative targets against
response_url.



    


    
      
        stream(url, headers, opts \\ [])

      


        Fetch a paginated endpoint as a lazy stream of response bodies.



    


    
      
        stream_results(url, headers, opts \\ [])

      


        Fetch a paginated endpoint as a lazy stream of result tuples.



    





      


      
        Functions


        


  
    
      
    
    
      parse_next_link(headers)



        
          
        

    

  


  

      

          @spec parse_next_link(%{required(String.t()) => [String.t()]}) :: String.t() | nil


      


Extract the rel="next" target from response headers.
Parses RFC 8288 Link headers
and returns the target as supplied, or nil if not present. Ignores links
with an anchor parameter. Use parse_next_link/2 to resolve relative
targets.
iex> Ltix.Pagination.parse_next_link(%{"link" => ["<https://example.com/p2>; rel=\"next\""]})
"https://example.com/p2"

iex> Ltix.Pagination.parse_next_link(%{"link" => ["<?page=2>; rel=next"]})
"?page=2"

iex> Ltix.Pagination.parse_next_link(%{})
nil

  



  
    
      
    
    
      parse_next_link(headers, response_url)



        
          
        

    

  


  

      

          @spec parse_next_link(%{required(String.t()) => [String.t()]}, String.t()) ::
  String.t() | nil


      


Extract the rel="next" URL, resolving relative targets against
response_url.
Pass the URL of the response that has the headers. Returns nil if no
next link is present. Ignores links with an anchor parameter.
iex> Ltix.Pagination.parse_next_link(
...>   %{"link" => ["<../three>; rel=next"]},
...>   "https://example.com/pages/two"
...> )
"https://example.com/three"

  



    

  
    
      
    
    
      stream(url, headers, opts \\ [])



        
          
        

    

  


  

      

          @spec stream(String.t(), [{String.t(), String.t()}], keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Fetch a paginated endpoint as a lazy stream of response bodies.
Fetches the first page eagerly. If it succeeds, returns {:ok, stream}
where each element is a decoded JSON response body. Subsequent pages are
fetched lazily as the stream is consumed. If the first page fails, returns
{:error, reason} immediately. Later failures raise during enumeration.
Options
	:params (map/0) - Query parameters for the first page only. The default value is %{}.

	:req_options (keyword/0) - HTTP request options, merged over config :ltix, req_options. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.



  



    

  
    
      
    
    
      stream_results(url, headers, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_results(String.t(), [{String.t(), String.t()}], keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Fetch a paginated endpoint as a lazy stream of result tuples.
Fetches the first page eagerly. Returns {:ok, stream} with {:ok, body}
for each page, or {:error, error} if the first page fails. A later failure
emits one {:error, error} and ends the stream.
Options
	:params (map/0) - Query parameters for the first page only. The default value is %{}.

	:req_options (keyword/0) - HTTP request options, merged over config :ltix, req_options. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.



  


        

      


  

    
Ltix.OAuth.AccessToken 
    



      
OAuth 2.0 access token response.
A cacheable struct holding the parsed token data from a platform's token
endpoint. Host apps can store this and reuse it across contexts via
Ltix.OAuth.Client.from_access_token/2. To store it outside the VM, such as
in a database, save to_map/1 as JSON and restore it with from_map/1.
Examples
iex> {:ok, token} = Ltix.OAuth.AccessToken.from_response(
...>   %{
...>     "access_token" => "eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiJ9",
...>     "token_type" => "Bearer",
...>     "expires_in" => 3600,
...>     "scope" => "https://purl.imsglobal.org/spec/lti-nrps/scope/contextmembership.readonly"
...>   },
...>   now: ~U[2025-01-01 00:00:00Z]
...> )
iex> token.access_token
"eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiJ9"
iex> token.token_type
"bearer"
iex> token.granted_scopes
MapSet.new(["https://purl.imsglobal.org/spec/lti-nrps/scope/contextmembership.readonly"])
iex> token.expires_at
~U[2025-01-01 01:00:00Z]

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(access_token)

      


        Check whether the token has expired.



    


    
      
        from_map(map)

      


        Restore a token from a map returned by to_map/1.



    


    
      
        from_response(body, opts \\ [])

      


        Parse a bearer access token from a token endpoint response body.



    


    
      
        to_map(token)

      


        Convert a token to a map with string keys and values that encodes to JSON.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.OAuth.AccessToken{
  access_token: String.t(),
  expires_at: DateTime.t(),
  granted_scopes: MapSet.t(String.t()),
  issued_at: DateTime.t() | nil,
  token_type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expired?(access_token)



        
          
        

    

  


  

      

          @spec expired?(t()) :: boolean()


      


Check whether the token has expired.
A token counts as expired 60 seconds before its expiry, so it isn't used
when about to expire. A token with a lifetime under two minutes counts as
expired halfway through its lifetime. Without an issued_at time,
the 60 seconds apply.
Examples
iex> token = %Ltix.OAuth.AccessToken{expires_at: DateTime.add(DateTime.utc_now(), 3600)}
iex> Ltix.OAuth.AccessToken.expired?(token)
false

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

      

          @spec from_map(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Restore a token from a map returned by to_map/1.
Returns Ltix.Errors.Invalid.InvalidField for a missing or malformed
field.
Examples
iex> {:ok, token} = Ltix.OAuth.AccessToken.from_map(%{
...>   "access_token" => "tok",
...>   "scope" => "scope:read",
...>   "expires_at" => "2025-01-01T01:00:00Z"
...> })
iex> {token.access_token, token.granted_scopes, token.expires_at}
{"tok", MapSet.new(["scope:read"]), ~U[2025-01-01 01:00:00Z]}

  



    

  
    
      
    
    
      from_response(body, opts \\ [])



        
          
        

    

  


  

      

          @spec from_response(term(), keyword()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a bearer access token from a token endpoint response body.
If "expires_in" is omitted, the lifetime defaults to 3600 seconds.
Options
	:requested_scopes - list of scope strings that were requested, used
when the response omits "scope".
	:now - override current time (defaults to DateTime.utc_now/0).


  



  
    
      
    
    
      to_map(token)



        
          
        

    

  


  

      

          @spec to_map(t()) :: %{required(String.t()) => String.t()}


      


Convert a token to a map with string keys and values that encodes to JSON.
Restore it with from_map/1.
Examples
iex> token = %Ltix.OAuth.AccessToken{
...>   access_token: "tok",
...>   token_type: "bearer",
...>   granted_scopes: MapSet.new(["scope:write", "scope:read"]),
...>   expires_at: ~U[2025-01-01 01:00:00Z]
...> }
iex> Ltix.OAuth.AccessToken.to_map(token)
%{
  "access_token" => "tok",
  "scope" => "scope:read scope:write",
  "expires_at" => "2025-01-01T01:00:00Z"
}

  


        

      


  

    
Ltix.OAuth.Client 
    



      
Authenticated OAuth session for LTI Advantage service calls.
Holds an Ltix.OAuth.AccessToken with the scopes it was granted, the
registration and deployment it was requested for, and the service
endpoints it calls, and provides explicit refresh. Pass this struct to
service functions like Ltix.MembershipsService.list_members/2.
registration is the struct you authenticated with, which can be your own
struct implementing Ltix.Registerable.
Refreshing
client = Ltix.OAuth.Client.refresh!(client)
Reusing tokens across contexts
A token is valid across contexts (courses, launches) on the same
registration. A platform may also limit it to the deployment it was
requested for. Reuse a cached token with different endpoints.
{:ok, client_b} = Ltix.OAuth.Client.with_endpoints(client, %{
  Ltix.MembershipsService => course_b_endpoint
})
Or cache client.token and build a client from it later.
{:ok, client} = Ltix.OAuth.Client.from_access_token(cached_token,
  registration: registration,
  deployment: deployment,
  endpoints: %{Ltix.MembershipsService => endpoint}
)

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(client)

      


        Check whether the client's token has expired, the same way as
Ltix.OAuth.AccessToken.expired?/1.



    


    
      
        force_refresh(client)

      


        Force a refresh regardless of expiry.
Useful for testing or for refreshing before making a batch of calls.



    


    
      
        force_refresh!(client)

      


        Same as force_refresh/1 but raises on error.



    


    
      
        from_access_token(token, opts)

      


        Build a client from a cached AccessToken.



    


    
      
        from_access_token!(token, opts)

      


        Same as from_access_token/2 but raises on error.



    


    
      
        has_scope?(client, scope)

      


        Check whether the client's token was granted a specific scope.



    


    
      
        refresh(client)

      


        If expired, re-acquire the token using the stored registration and endpoints.
Otherwise, return the client unchanged.



    


    
      
        refresh!(client)

      


        Same as refresh/1 but raises on error.



    


    
      
        request(client, service, opts)

      


        Send an authenticated request to a platform service.



    


    
      
        request_pages(client, service, opts)

      


        Send an authenticated GET request and follow the rel="next" links of the
responses.



    


    
      
        require_any_scope(client, scopes)

      


        Require any one of the given scopes.



    


    
      
        require_scope(client, scope)

      


        Require a specific scope, returning an error if not granted.



    


    
      
        require_unexpired(client)

      


        Require a token that hasn't expired, returning
Ltix.Errors.Security.AccessTokenExpired if it has.



    


    
      
        with_endpoints(client, endpoints, opts \\ [])

      


        Replace the endpoints of an existing client.



    


    
      
        with_endpoints!(client, endpoints, opts \\ [])

      


        Same as with_endpoints/3 but raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.OAuth.Client{
  deployment: Ltix.Deployable.t() | String.t() | nil,
  endpoints: %{required(module()) => term()},
  local_network_access: :none | :local | :loopback | nil,
  registration: Ltix.Registerable.t(),
  req_options: keyword(),
  storage_adapter: module() | nil,
  storage_adapter_options: keyword(),
  token: Ltix.OAuth.AccessToken.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expired?(client)



        
          
        

    

  


  

      

          @spec expired?(t()) :: boolean()


      


Check whether the client's token has expired, the same way as
Ltix.OAuth.AccessToken.expired?/1.
Examples
iex> token = %Ltix.OAuth.AccessToken{expires_at: DateTime.add(DateTime.utc_now(), 3600)}
iex> Ltix.OAuth.Client.expired?(%Ltix.OAuth.Client{token: token})
false

  



  
    
      
    
    
      force_refresh(client)



        
          
        

    

  


  

      

          @spec force_refresh(t()) :: {:ok, t()} | {:error, Exception.t()}


      


Force a refresh regardless of expiry.
Useful for testing or for refreshing before making a batch of calls.

  



  
    
      
    
    
      force_refresh!(client)



        
          
        

    

  


  

      

          @spec force_refresh!(t()) :: t()


      


Same as force_refresh/1 but raises on error.

  



  
    
      
    
    
      from_access_token(token, opts)



        
          
        

    

  


  

      

          @spec from_access_token(Ltix.OAuth.AccessToken.t(), keyword()) ::
  {:ok, t()} | {:error, Exception.t()}


      


Build a client from a cached AccessToken.
The token may lack some of the scopes the endpoints need.
Options
	:registration (term/0) - Required. Any struct implementing Ltix.Registerable.

	:endpoints (map/0) - Required. Map of service modules to endpoint structs.

	:deployment (term/0) - The deployment the token is for, as a struct implementing Ltix.Deployable or a deployment ID. Token requests include it.

	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.



  



  
    
      
    
    
      from_access_token!(token, opts)



        
          
        

    

  


  

      

          @spec from_access_token!(Ltix.OAuth.AccessToken.t(), keyword()) :: t()


      


Same as from_access_token/2 but raises on error.

  



  
    
      
    
    
      has_scope?(client, scope)



        
          
        

    

  


  

      

          @spec has_scope?(t(), String.t()) :: boolean()


      


Check whether the client's token was granted a specific scope.
Examples
iex> token = %Ltix.OAuth.AccessToken{granted_scopes: MapSet.new(["scope:read"])}
iex> client = %Ltix.OAuth.Client{token: token}
iex> Ltix.OAuth.Client.has_scope?(client, "scope:read")
true
iex> Ltix.OAuth.Client.has_scope?(client, "scope:write")
false

  



  
    
      
    
    
      refresh(client)



        
          
        

    

  


  

      

          @spec refresh(t()) :: {:ok, t()} | {:error, Exception.t()}


      


If expired, re-acquire the token using the stored registration and endpoints.
Otherwise, return the client unchanged.
Re-derives requested scopes from endpoints via each service's scopes/1
callback, so a transient partial grant does not become permanent.

  



  
    
      
    
    
      refresh!(client)



        
          
        

    

  


  

      

          @spec refresh!(t()) :: t()


      


Same as refresh/1 but raises on error.

  



  
    
      
    
    
      request(client, service, opts)



        
          
        

    

  


  

      

          @spec request(t(), module(), keyword()) ::
  {:ok, Req.Response.t()} | {:error, Exception.t()}


      


Send an authenticated request to a platform service.
Use this to call a platform from your own Ltix.AdvantageService. opts
are Req request options such as :url, :method, :headers, :params,
and :json. The request has the client's access token as its bearer token,
and it gets the same checks as every request Ltix sends, including HTTPS and
the client's :local_network_access setting.
Returns {:ok, response} for a successful status. A 401 or 403 returns
Ltix.Errors.Security.AccessDenied, and any other status returns
Ltix.Errors.Unknown.TransportError.
In tests, stub the request with Req.Test.stub(service, ...).
Examples
{:ok, %Req.Response{body: body}} =
  Ltix.OAuth.Client.request(client, MyApp.AttendanceService,
    url: endpoint.attendance_url,
    headers: [{"accept", "application/json"}]
  )

  



  
    
      
    
    
      request_pages(client, service, opts)



        
          
        

    

  


  

      

          @spec request_pages(t(), module(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Send an authenticated GET request and follow the rel="next" links of the
responses.
Takes the options of request/3. :params apply to the first page only.
Fetches the first page before returning. Returns {:ok, stream} with
{:ok, body} for each page, or {:error, error} if the first page fails.
Later pages are fetched as the stream is consumed. A later failure emits one
{:error, error} and ends the stream.
Examples
{:ok, pages} =
  Ltix.OAuth.Client.request_pages(client, MyApp.AttendanceService,
    url: endpoint.attendance_url,
    params: [limit: 50]
  )

Enum.flat_map(pages, fn {:ok, body} -> body["records"] end)

  



  
    
      
    
    
      require_any_scope(client, scopes)



        
          
        

    

  


  

      

          @spec require_any_scope(t(), [String.t()]) :: :ok | {:error, Exception.t()}


      


Require any one of the given scopes.
Returns :ok if at least one scope from the list was granted.

  



  
    
      
    
    
      require_scope(client, scope)



        
          
        

    

  


  

      

          @spec require_scope(t(), String.t()) :: :ok | {:error, Exception.t()}


      


Require a specific scope, returning an error if not granted.

  



  
    
      
    
    
      require_unexpired(client)



        
          
        

    

  


  

      

          @spec require_unexpired(t()) :: :ok | {:error, Exception.t()}


      


Require a token that hasn't expired, returning
Ltix.Errors.Security.AccessTokenExpired if it has.
Examples
iex> token = %Ltix.OAuth.AccessToken{expires_at: DateTime.add(DateTime.utc_now(), 3600)}
iex> Ltix.OAuth.Client.require_unexpired(%Ltix.OAuth.Client{token: token})
:ok

  



    

  
    
      
    
    
      with_endpoints(client, endpoints, opts \\ [])



        
          
        

    

  


  

      

          @spec with_endpoints(t(), %{required(module()) => term()}, keyword()) ::
  {:ok, t()} | {:error, Exception.t()}


      


Replace the endpoints of an existing client.
The token remains the same, so it may lack some of the scopes the new endpoints need.
Options
	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.


  



    

  
    
      
    
    
      with_endpoints!(client, endpoints, opts \\ [])



        
          
        

    

  


  

      

          @spec with_endpoints!(t(), %{required(module()) => term()}, keyword()) :: t()


      


Same as with_endpoints/3 but raises on error.

  


        

      


  

    
Ltix.MembershipsService 
    



      
Query context membership (roster) from a platform using the
Names and Roles Provisioning Service (NRPS) v2.0.
Given a successful LTI 1.3 launch that includes the memberships endpoint
claim, retrieve the list of users enrolled in the course or resource link.
From a launch context
{:ok, client} = Ltix.MembershipsService.authenticate(launch_context)
{:ok, roster} = Ltix.MembershipsService.list_members(client)

Enum.each(roster, fn member ->
  IO.puts("#{member.name}: #{inspect(member.roles)}")
end)
From a registration
alias Ltix.LaunchClaims.MembershipsEndpoint

{:ok, client} = Ltix.MembershipsService.authenticate(registration,
  endpoint: MembershipsEndpoint.new!("https://lms.example.com/memberships")
)

{:ok, roster} = Ltix.MembershipsService.list_members(client, role: :learner)
Streaming large rosters
{:ok, stream} = Ltix.MembershipsService.stream_members(client)

stream
|> Stream.filter(&(&1.status == :active))
|> Enum.each(&process_member/1)

      


      
        Summary


  
    Functions
  


    
      
        authenticate(context_or_registerable, opts \\ [])

      


        Acquire an OAuth token for the memberships service.



    


    
      
        authenticate!(context_or_registerable, opts \\ [])

      


        Same as authenticate/2 but raises on error.



    


    
      
        list_members(client, opts \\ [])

      


        Fetch all members from the memberships endpoint.



    


    
      
        list_members!(client, opts \\ [])

      


        Same as list_members/2 but raises on error.



    


    
      
        stream_members(client, opts \\ [])

      


        Fetch members as a lazy stream.



    


    
      
        stream_members!(client, opts \\ [])

      


        Same as stream_members/2 but raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  {:ok, Ltix.OAuth.Client.t()} | {:error, Exception.t()}


      


Acquire an OAuth token for the memberships service.
Accepts a %LaunchContext{} or any struct implementing Ltix.Registerable
(including Ltix.Registration). With a launch context, the endpoint is
extracted from the launch claims. With a registration, pass the endpoint
via the :endpoint option.
From a launch context
{:ok, client} = Ltix.MembershipsService.authenticate(launch_context)
From a registration
{:ok, client} = Ltix.MembershipsService.authenticate(registration,
  endpoint: MembershipsEndpoint.new!("https://lms.example.com/memberships")
)
Options (launch context)
	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.


Options (registration)
	:endpoint (struct of type Ltix.LaunchClaims.MembershipsEndpoint) - Required. MembershipsEndpoint struct for the service endpoint.

	:deployment (term/0) - The deployment the token is for, as a struct implementing Ltix.Deployable or a deployment ID. Token requests include it.

	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.



  



    

  
    
      
    
    
      authenticate!(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate!(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  Ltix.OAuth.Client.t()


      


Same as authenticate/2 but raises on error.

  



    

  
    
      
    
    
      list_members(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_members(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Ltix.MembershipsService.MembershipContainer.t()}
  | {:error, Exception.t()}


      


Fetch all members from the memberships endpoint.
Follows all rel="next" pagination links and returns a complete
%MembershipContainer{}. The container implements Enumerable,
so you can pipe it directly into Enum or Stream functions.
Options
	:endpoint (struct of type Ltix.LaunchClaims.MembershipsEndpoint) - Override the endpoint stored on the client.

	:role (atom/0 | String.t/0 | struct of type Ltix.LaunchClaims.Role) - Filter by role. Accepts a role atom (e.g., :learner), URI string, %Role{} struct, or short name string (e.g., "Learner").

	:resource_link_id (String.t/0) - Query resource link membership.

	:per_page (integer/0) - Page size hint. The platform may return more or fewer than requested.

	:max_members (integer/0 | :infinity) - Safety limit for eager fetch. Returns a CollectionTooLarge error if exceeded. Set to :infinity to disable. The default value is 10000.



  



    

  
    
      
    
    
      list_members!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_members!(Ltix.OAuth.Client.t(), keyword()) ::
  Ltix.MembershipsService.MembershipContainer.t()


      


Same as list_members/2 but raises on error.

  



    

  
    
      
    
    
      stream_members(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_members(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Fetch members as a lazy stream.
Returns {:ok, stream} where each element is a %Member{}.
Use this for large rosters where you want to process members
incrementally or stop early. list_members/2 returns the whole roster.
Later page failures and member parsing errors raise during enumeration.
Streams take no :max_members limit because they fetch one page at a
time. Use Stream.take/2 to stop after a number of members.
Options
	:endpoint (struct of type Ltix.LaunchClaims.MembershipsEndpoint) - Override the endpoint stored on the client.

	:role (atom/0 | String.t/0 | struct of type Ltix.LaunchClaims.Role) - Filter by role. Accepts a role atom (e.g., :learner), URI string, %Role{} struct, or short name string (e.g., "Learner").

	:resource_link_id (String.t/0) - Query resource link membership.

	:per_page (integer/0) - Page size hint. The platform may return more or fewer than requested.



  



    

  
    
      
    
    
      stream_members!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_members!(Ltix.OAuth.Client.t(), keyword()) :: Enumerable.t()


      


Same as stream_members/2 but raises on error.

  


        

      


  

    
Ltix.MembershipsService.Member 
    



      
A single member in a roster response from the memberships service.
Each member has a user_id (matching sub from launch JWTs) and
roles (parsed into %Role{} structs). Additional fields like
name, email, and picture depend on platform consent.
Fields Ltix does not recognize, such as platform-specific extensions,
are in extensions with their original JSON keys.
Examples
{:ok, member} = Ltix.MembershipsService.Member.from_json(%{
  "user_id" => "user-1",
  "roles" => ["http://purl.imsglobal.org/vocab/lis/v2/membership#Learner"],
  "name" => "Jane Doe",
  "email" => "jane@example.edu"
})

member.user_id
#=> "user-1"

member.name
#=> "Jane Doe"

hd(member.roles).name
#=> :learner

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json)

      


        Parse a member from a JSON map in a membership container response.



    


    
      
        to_map(member)

      


        Serialize a member to a map with the JSON keys of a membership container response.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.MembershipsService.Member{
  email: String.t() | nil,
  extensions: %{optional(String.t()) => term()} | nil,
  family_name: String.t() | nil,
  given_name: String.t() | nil,
  lis_person_source_id: String.t() | nil,
  lti_1_1_legacy_user_id: String.t() | nil,
  message: [Ltix.LaunchClaims.t()] | nil,
  middle_name: String.t() | nil,
  name: String.t() | nil,
  picture: String.t() | nil,
  roles: [Ltix.LaunchClaims.Role.t()],
  status: :active | :inactive | :deleted,
  unrecognized_roles: [String.t()],
  user_id: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a member from a JSON map in a membership container response.
Returns {:ok, member} on success or {:error, exception} if
required fields are missing or invalid.

  



  
    
      
    
    
      to_map(member)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serialize a member to a map with the JSON keys of a membership container response.
Fields that are nil are omitted, and extensions are merged in. The message section is not included.
Examples
iex> member = %Ltix.MembershipsService.Member{
...>   user_id: "user-1",
...>   status: :active,
...>   name: "Jane Doe",
...>   roles: [Ltix.LaunchClaims.Role.from_atom(:learner)]
...> }
iex> Ltix.MembershipsService.Member.to_map(member)
%{
  "user_id" => "user-1",
  "status" => "Active",
  "name" => "Jane Doe",
  "roles" => ["http://purl.imsglobal.org/vocab/lis/v2/membership#Learner"]
}

  


        

      


  

    
Ltix.MembershipsService.MembershipContainer 
    



      
A roster response from the memberships service.
Contains the context (course/section) information and a list of
members. Implements Enumerable, so you can pipe it directly into
Enum or Stream functions to iterate over members.
Examples
{:ok, roster} = Ltix.MembershipsService.list_members(client)

roster.context.id
#=> "course-123"

roster
|> Enum.filter(&(&1.status == :active))
|> Enum.map(& &1.email)

Enum.count(roster)

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json)

      


        Parse a membership container from a decoded JSON response body.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.MembershipsService.MembershipContainer{
  context: Ltix.LaunchClaims.Context.t(),
  id: String.t() | nil,
  members: [Ltix.MembershipsService.Member.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(term()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a membership container from a decoded JSON response body.
Returns {:ok, container} on success or {:error, exception} if the body
is not a membership container or a member fails to parse.

  


        

      


  

    
Ltix.GradeService 
    



      
Manage line items, post scores, and read results from a platform's
gradebook using the
Assignment and Grade Services (AGS) v2.0.
AGS has two workflows depending on the launch claim.
Coupled. The platform creates a single line item for the resource
link. The tool posts scores against that line item directly.
{:ok, client} = Ltix.GradeService.authenticate(launch_context)
:ok = Ltix.GradeService.post_score(client, score)
Programmatic. The tool manages its own line items and can create,
update, or delete them.
{:ok, client} = Ltix.GradeService.authenticate(launch_context)
{:ok, items} = Ltix.GradeService.list_line_items(client)
{:ok, item} = Ltix.GradeService.create_line_item(client,
  label: "Quiz 1", score_maximum: 100
)
:ok = Ltix.GradeService.post_score(client, score, line_item: item)

      


      
        Summary


  
    Functions
  


    
      
        authenticate(context_or_registerable, opts \\ [])

      


        Acquire an OAuth token for the grade service.



    


    
      
        authenticate!(context_or_registerable, opts \\ [])

      


        Same as authenticate/2 but raises on error.



    


    
      
        create_line_item(client, opts)

      


        Create a new line item.



    


    
      
        create_line_item!(client, opts)

      


        Same as create_line_item/2 but raises on error.



    


    
      
        delete_line_item(client, opts \\ [])

      


        Delete a line item.



    


    
      
        delete_line_item!(client, opts \\ [])

      


        Same as delete_line_item/2 but raises on error.



    


    
      
        get_line_item(client, opts \\ [])

      


        Fetch a single line item.



    


    
      
        get_line_item!(client, opts \\ [])

      


        Same as get_line_item/2 but raises on error.



    


    
      
        list_line_items(client, opts \\ [])

      


        Fetch all line items from the container endpoint.



    


    
      
        list_line_items!(client, opts \\ [])

      


        Same as list_line_items/2 but raises on error.



    


    
      
        list_results(client, opts \\ [])

      


        Fetch results for a line item.



    


    
      
        list_results!(client, opts \\ [])

      


        Same as list_results/2 but raises on error.



    


    
      
        post_score(client, score, opts \\ [])

      


        Post a score for a user.



    


    
      
        post_score!(client, score, opts \\ [])

      


        Same as post_score/3 but raises on error.



    


    
      
        stream_line_items(client, opts \\ [])

      


        Fetch line items as a lazy stream.



    


    
      
        stream_line_items!(client, opts \\ [])

      


        Same as stream_line_items/2 but raises on error.



    


    
      
        stream_results(client, opts \\ [])

      


        Fetch results for a line item as a lazy stream.



    


    
      
        stream_results!(client, opts \\ [])

      


        Same as stream_results/2 but raises on error.



    


    
      
        update_line_item(client, item)

      


        Update a line item.



    


    
      
        update_line_item!(client, item)

      


        Same as update_line_item/2 but raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  {:ok, Ltix.OAuth.Client.t()} | {:error, Exception.t()}


      


Acquire an OAuth token for the grade service.
Accepts a %LaunchContext{} or any struct implementing Ltix.Registerable
(including Ltix.Registration). With a launch context, the endpoint and
scopes are extracted from the AGS claim. With a registration, pass the
endpoint via the :endpoint option, built with
Ltix.LaunchClaims.AGSEndpoint.new/1.
From a launch context
{:ok, client} = Ltix.GradeService.authenticate(launch_context)
From a registration
{:ok, client} = Ltix.GradeService.authenticate(registration,
  endpoint:
    AGSEndpoint.new!(
      line_items: "https://lms.example.com/lineitems",
      scopes: ["https://purl.imsglobal.org/spec/lti-ags/scope/lineitem"]
    )
)
Options (launch context)
	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.


Options (registration)
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Required. AGS endpoint struct.

	:deployment (term/0) - The deployment the token is for, as a struct implementing Ltix.Deployable or a deployment ID. Token requests include it.

	:req_options (keyword/0) - Options passed through to Req.request/2. The default value is [].

	:local_network_access (nil | :none | :local | :loopback) - Addresses platform requests may connect to besides public ones. :local
adds private network addresses, and :loopback adds those and this
machine. Defaults to config :ltix, :local_network_access, then :none.

	:storage_adapter (module/0) - Module implementing Ltix.StorageAdapter, which signs token requests. Defaults to the application configuration.

	:storage_adapter_options (keyword/0) - Options passed to the storage adapter's signing callbacks. The default value is [].

	:require_all_scopes (boolean/0) - Return a ScopeMismatch error unless every scope the endpoints need was granted. The default value is false.



  



    

  
    
      
    
    
      authenticate!(context_or_registerable, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate!(Ltix.LaunchContext.t() | Ltix.Registerable.t(), keyword()) ::
  Ltix.OAuth.Client.t()


      


Same as authenticate/2 but raises on error.

  



  
    
      
    
    
      create_line_item(client, opts)



        
          
        

    

  


  

      

          @spec create_line_item(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Ltix.GradeService.LineItem.t()} | {:error, Exception.t()}


      


Create a new line item.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:label (String.t/0) - Required. Human-readable label.

	:score_maximum (number/0) - Required. Maximum score (must be > 0).

	:resource_link_id (String.t/0) - Bind to a resource link.

	:resource_id (String.t/0) - Tool's resource identifier.

	:tag (String.t/0) - Qualifier tag.

	:start_date_time (struct of type DateTime) - When the line item starts accepting submissions.

	:end_date_time (struct of type DateTime) - When the line item stops accepting submissions.

	:grades_released (boolean/0) - Hint about releasing grades.

	:extensions (nil | map/0) - Extension properties keyed by fully qualified URLs, given as strings or atoms. The default value is %{}.



  



  
    
      
    
    
      create_line_item!(client, opts)



        
          
        

    

  


  

      

          @spec create_line_item!(Ltix.OAuth.Client.t(), keyword()) ::
  Ltix.GradeService.LineItem.t()


      


Same as create_line_item/2 but raises on error.

  



    

  
    
      
    
    
      delete_line_item(client, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_line_item(Ltix.OAuth.Client.t(), keyword()) ::
  :ok | {:error, Exception.t()}


      


Delete a line item.
Returns :ok on success.
By default, returns an error for the platform-coupled line item
(the line_item URL from the launch claim). Pass force: true
to override.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Defaults to the endpoint's line_item.

	:force (boolean/0) - Delete even if this is the coupled line item from the launch claim. The default value is false.



  



    

  
    
      
    
    
      delete_line_item!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_line_item!(Ltix.OAuth.Client.t(), keyword()) :: :ok


      


Same as delete_line_item/2 but raises on error.

  



    

  
    
      
    
    
      get_line_item(client, opts \\ [])



        
          
        

    

  


  

      

          @spec get_line_item(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Ltix.GradeService.LineItem.t()} | {:error, Exception.t()}


      


Fetch a single line item.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Defaults to the endpoint's line_item.



  



    

  
    
      
    
    
      get_line_item!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec get_line_item!(Ltix.OAuth.Client.t(), keyword()) ::
  Ltix.GradeService.LineItem.t()


      


Same as get_line_item/2 but raises on error.

  



    

  
    
      
    
    
      list_line_items(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_line_items(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, [Ltix.GradeService.LineItem.t()]} | {:error, Exception.t()}


      


Fetch all line items from the container endpoint.
Follows all rel="next" pagination links and returns a flat list
of %LineItem{} structs.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:resource_link_id (String.t/0) - Filter to line items bound to this resource link.

	:resource_id (String.t/0) - Filter by the tool's resource identifier.

	:tag (String.t/0) - Filter by tag.

	:per_page (integer/0) - Page size hint.

	:max_line_items (integer/0 | :infinity) - Safety limit for eager fetch. Returns a CollectionTooLarge error if exceeded. Set to :infinity to disable, or use stream_line_items/2 for large gradebooks. The default value is 10000.



  



    

  
    
      
    
    
      list_line_items!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_line_items!(Ltix.OAuth.Client.t(), keyword()) :: [
  Ltix.GradeService.LineItem.t()
]


      


Same as list_line_items/2 but raises on error.

  



    

  
    
      
    
    
      list_results(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_results(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, [Ltix.GradeService.Result.t()]} | {:error, Exception.t()}


      


Fetch results for a line item.
GETs {line_item}/results. Follows all rel="next" pagination links
and returns a list of %Result{} structs.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Defaults to the endpoint's line_item.

	:user_id (String.t/0) - Filter results to a single user.

	:per_page (integer/0) - Page size hint.

	:max_results (integer/0 | :infinity) - Safety limit for eager fetch. Returns a CollectionTooLarge error if exceeded. Set to :infinity to disable, or use stream_results/2 for large courses. The default value is 10000.



  



    

  
    
      
    
    
      list_results!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_results!(Ltix.OAuth.Client.t(), keyword()) :: [
  Ltix.GradeService.Result.t()
]


      


Same as list_results/2 but raises on error.

  



    

  
    
      
    
    
      post_score(client, score, opts \\ [])



        
          
        

    

  


  

      

          @spec post_score(Ltix.OAuth.Client.t(), Ltix.GradeService.Score.t(), keyword()) ::
  :ok | {:error, Exception.t()}


      


Post a score for a user.
The score is POSTed to {line_item}/scores. When no :line_item option
is given, uses the endpoint's line_item URL (coupled flow).
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Defaults to the endpoint's line_item.



  



    

  
    
      
    
    
      post_score!(client, score, opts \\ [])



        
          
        

    

  


  

      

          @spec post_score!(Ltix.OAuth.Client.t(), Ltix.GradeService.Score.t(), keyword()) ::
  :ok


      


Same as post_score/3 but raises on error.

  



    

  
    
      
    
    
      stream_line_items(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_line_items(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Fetch line items as a lazy stream.
Returns {:ok, stream} where each element is a %LineItem{}. Use this
for large gradebooks where you want to process line items incrementally
or stop early. list_line_items/2 returns the whole list. Later page
failures and parsing errors raise during enumeration.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:resource_link_id (String.t/0) - Filter to line items bound to this resource link.

	:resource_id (String.t/0) - Filter by the tool's resource identifier.

	:tag (String.t/0) - Filter by tag.

	:per_page (integer/0) - Page size hint.



  



    

  
    
      
    
    
      stream_line_items!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_line_items!(Ltix.OAuth.Client.t(), keyword()) :: Enumerable.t()


      


Same as stream_line_items/2 but raises on error.

  



    

  
    
      
    
    
      stream_results(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_results(Ltix.OAuth.Client.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, Exception.t()}


      


Fetch results for a line item as a lazy stream.
Returns {:ok, stream} where each element is a %Result{}. Use this
for large courses where you want to process results incrementally or
stop early. list_results/2 returns the whole list. Later page failures
and parsing errors raise during enumeration.
Options
	:endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint) - Override the endpoint stored on the client.

	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Defaults to the endpoint's line_item.

	:user_id (String.t/0) - Filter results to a single user.

	:per_page (integer/0) - Page size hint.



  



    

  
    
      
    
    
      stream_results!(client, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_results!(Ltix.OAuth.Client.t(), keyword()) :: Enumerable.t()


      


Same as stream_results/2 but raises on error.

  



  
    
      
    
    
      update_line_item(client, item)



        
          
        

    

  


  

      

          @spec update_line_item(Ltix.OAuth.Client.t(), Ltix.GradeService.LineItem.t()) ::
  {:ok, Ltix.GradeService.LineItem.t()} | {:error, Exception.t()}


      


Update a line item.
PUTs the full line item to its id URL. Callers should GET first to
avoid overwriting fields they did not intend to change.

  



  
    
      
    
    
      update_line_item!(client, item)



        
          
        

    

  


  

      

          @spec update_line_item!(Ltix.OAuth.Client.t(), Ltix.GradeService.LineItem.t()) ::
  Ltix.GradeService.LineItem.t()


      


Same as update_line_item/2 but raises on error.

  


        

      


  

    
Ltix.GradeService.LineItem 
    



      
A line item (gradebook column) in the platform's gradebook.
Line items hold results for a specific activity and set of users.
Each has a label, maximum score, and optional bindings to resource
links or tool resources.
Examples
{:ok, item} = Ltix.GradeService.LineItem.from_json(%{
  "id" => "https://lms.example.com/lineitems/1",
  "label" => "Chapter 5 Test",
  "scoreMaximum" => 60,
  "tag" => "grade"
})

item.label
#=> "Chapter 5 Test"

item.score_maximum
#=> 60

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json)

      


        Parse a line item from a decoded JSON map.



    


    
      
        to_map(item)

      


        Serialize a line item to a map with camelCase string keys.



    


    
      
        validate(item)

      


        Validate that a line item has the required fields for publishing.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.GradeService.LineItem{
  end_date_time: DateTime.t() | nil,
  extensions: %{optional(String.t()) => term()} | nil,
  grades_released: boolean() | nil,
  id: String.t() | nil,
  label: String.t() | nil,
  resource_id: String.t() | nil,
  resource_link_id: String.t() | nil,
  score_maximum: number() | nil,
  start_date_time: DateTime.t() | nil,
  tag: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a line item from a decoded JSON map.
Accepts any map and extracts known fields. Fields with the wrong type are
nil. Unrecognized keys are kept in extensions for lossless
round-trips. startDateTime and endDateTime become DateTime structs in
UTC.
Examples
iex> {:ok, item} = Ltix.GradeService.LineItem.from_json(%{"label" => "Quiz 1", "scoreMaximum" => 100})
iex> {item.label, item.score_maximum}
{"Quiz 1", 100}

  



  
    
      
    
    
      to_map(item)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serialize a line item to a map with camelCase string keys.
Examples
iex> item = %Ltix.GradeService.LineItem{label: "Quiz 1", score_maximum: 100}
iex> map = Ltix.GradeService.LineItem.to_map(item)
iex> {map["label"], map["scoreMaximum"]}
{"Quiz 1", 100}

  



  
    
      
    
    
      validate(item)



        
          
        

    

  


  

      

          @spec validate(t()) :: :ok | {:error, Exception.t()}


      


Validate that a line item has the required fields for publishing.
Checks that label is present and non-blank, that score_maximum is
a positive number, and that date times are DateTime structs.
Examples
iex> item = %Ltix.GradeService.LineItem{label: "Quiz 1", score_maximum: 100}
iex> Ltix.GradeService.LineItem.validate(item)
:ok

iex> item = %Ltix.GradeService.LineItem{label: nil, score_maximum: 100}
iex> {:error, error} = Ltix.GradeService.LineItem.validate(item)
iex> Exception.message(error)
"Ltix.GradeService.LineItem field :label is required [AGS §3.2.7]"

  


        

      


  

    
Ltix.GradeService.Result 
    



      
A result record from the platform's gradebook.
Results are read-only. The platform provides them via the result
service. Each result represents the current grade for a specific
line item and user.
When result_maximum is nil, consumers should treat it as 1
per the spec default.
Examples
{:ok, result} = Ltix.GradeService.Result.from_json(%{
  "userId" => "5323497",
  "resultScore" => 0.83,
  "resultMaximum" => 1
})

result.result_score
#=> 0.83

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_json(json)

      


        Parse a result from a decoded JSON map.



    


    
      
        to_map(result)

      


        Serialize a result to a map with camelCase string keys.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.GradeService.Result{
  comment: String.t() | nil,
  extensions: %{optional(String.t()) => term()} | nil,
  id: String.t() | nil,
  result_maximum: number() | nil,
  result_score: number() | nil,
  score_of: String.t() | nil,
  scoring_user_id: String.t() | nil,
  user_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, Exception.t()}


      


Parse a result from a decoded JSON map.
Accepts any map and extracts known fields. Fields with the wrong type are
nil. Unrecognized keys are kept in extensions.
Examples
iex> {:ok, result} = Ltix.GradeService.Result.from_json(%{"userId" => "123", "resultScore" => 0.5})
iex> {result.user_id, result.result_score}
{"123", 0.5}

  



  
    
      
    
    
      to_map(result)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serialize a result to a map with camelCase string keys.
Examples
iex> result = %Ltix.GradeService.Result{user_id: "123", result_score: 0.5}
iex> Ltix.GradeService.Result.to_map(result)
%{"userId" => "123", "resultScore" => 0.5}

  


        

      


  

    
Ltix.GradeService.Score 
    



      
A score to post to the platform's gradebook.
Scores are write-only. The tool constructs them and POSTs to the
platform. Use new/1 to build a validated score, then pass it to
Ltix.GradeService.post_score/3.
The grading_progress must be :fully_graded for the platform to
record the score as a final grade. Other values are considered
partial and the platform may ignore them.
Examples
{:ok, score} = Ltix.GradeService.Score.new(
  user_id: "12345",
  score_given: 85,
  score_maximum: 100,
  activity_progress: :completed,
  grading_progress: :fully_graded
)

score.score_given
#=> 85

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attributes)

      


        Build a validated score from a keyword list or a map.



    


    
      
        new!(attributes)

      


        Same as new/1 but raises on error.



    


    
      
        to_map(score)

      


        Serialize a score to a map with camelCase string keys.



    


    
      
        validate(score)

      


        Validate a score the same way as new/1.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.GradeService.Score{
  activity_progress:
    :initialized | :started | :in_progress | :submitted | :completed,
  comment: nil | binary(),
  extensions: nil | %{optional(binary() | atom()) => any()},
  grading_progress:
    :fully_graded | :pending | :pending_manual | :failed | :not_ready,
  score_given: nil | number(),
  score_maximum: nil | number(),
  scoring_user_id: nil | binary(),
  submission:
    nil
    | %{
        optional(:started_at) => DateTime.t(),
        optional(:submitted_at) => DateTime.t()
      },
  timestamp: nil | DateTime.t(),
  user_id: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attributes)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, Exception.t()}


      


Build a validated score from a keyword list or a map.
Auto-generates a timestamp with microsecond precision if not provided.
Options
	:timestamp (DateTime.t/0) - When the score was set. Auto-generated if not provided.

	:comment (String.t/0) - Plain text comment visible to both student and instructor.

	:extensions (nil | map/0) - Required. Extension properties keyed by fully qualified URLs, given as strings or atoms. The default value is %{}.

	:user_id (String.t/0) - Required. LTI user ID of the score recipient.

	:scoring_user_id (String.t/0) - LTI user ID of the person who provided the score.

	:activity_progress ("initialized" | "started" | "in_progress" | "submitted" | "completed") - Required. User's progress toward completing the activity.

	:grading_progress ("fully_graded" | "pending" | "pending_manual" | "failed" | "not_ready") - Required. Status of the grading process. Must be :fully_graded for final scores.

	:score_given (number/0) - Score value (must be >= 0). Requires score_maximum when present.

	:score_maximum (number/0) - Maximum possible score (must be > 0). Required when score_given is present.

	:submission (map/0) - Keyword list or map with optional :started_at and :submitted_at DateTime values. submitted_at must not precede started_at.


Examples
iex> {:ok, score} = Ltix.GradeService.Score.new(user_id: "u1", activity_progress: :completed, grading_progress: :fully_graded)
iex> score.user_id
"u1"
Strings are also accepted for activity_progress and grading_progress,
which is convenient when values come from form params.
iex> {:ok, score} = Ltix.GradeService.Score.new(%{user_id: "u1", activity_progress: "completed", grading_progress: "fully_graded"})
iex> score.activity_progress
:completed

  



  
    
      
    
    
      new!(attributes)



        
          
        

    

  


  

      

          @spec new!(keyword() | map()) :: t()


      


Same as new/1 but raises on error.

  



  
    
      
    
    
      to_map(score)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Serialize a score to a map with camelCase string keys.
Examples
iex> {:ok, score} = Ltix.GradeService.Score.new(user_id: "u1", activity_progress: :completed, grading_progress: :fully_graded, timestamp: ~U[2024-01-15 10:30:00.123456Z])
iex> map = Ltix.GradeService.Score.to_map(score)
iex> map["timestamp"]
"2024-01-15T10:30:00.123456Z"

  



  
    
      
    
    
      validate(score)



        
          
        

    

  


  

      

          @spec validate(t()) :: :ok | {:error, Exception.t()}


      


Validate a score the same way as new/1.
Useful for a score built or changed as a struct.
Examples
iex> score = Ltix.GradeService.Score.new!(user_id: "u1", activity_progress: :completed, grading_progress: :fully_graded)
iex> Ltix.GradeService.Score.validate(score)
:ok
iex> {:error, error} = Ltix.GradeService.Score.validate(%{score | user_id: nil})
iex> error.field
:user_id

  


        

      


  

    
Ltix.Errors 
    



      
Structured error types for LTI 1.3 validation.
Uses Splode for composable, class-based errors. There are three
error classes, each with a default HTTP status code.
	Class	Status	Meaning
	:invalid	400	Spec-violating input (bad claims, missing params)
	:security	401	Security framework violations (signature, nonce, expiry)
	:unknown	500	Unexpected / catch-all errors

A single failure is returned directly. Several failures found
at once are returned together in their class, such as
%Ltix.Errors.Invalid{errors: [...]}.
Use status_code/1 to get the HTTP status for any Ltix error.
error = Ltix.Errors.Invalid.MissingClaim.exception(claim: "sub", spec_ref: "Core §5.3")
Ltix.Errors.status_code(error)
#=> 400
When Plug is available, all errors also implement Plug.Exception,
so Phoenix error views use the correct status automatically.
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    Types
  


    
      
        class()

      


    


    
      
        class_module()

      


    


    
      
        error_class()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        splode_error?(arg1, splode)

      


    


    
      
        status_code(error)

      


        Returns the HTTP status code for an Ltix error.



    


    
      
        traverse_errors(error_or_errors, fun)

      


        Traverses errors, calling fun for each leaf error, and returns a nested
map of results grouped by each error's path.



    


    
      
        unwrap!(result, opts \\ nil)

      


        Raises an error if the result is an error, otherwise returns the result
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      class()



        
          
        

    

  


  

      

          @type class() :: %{
  :__struct__ => class_module(),
  :__exception__ => true,
  :errors => [t()],
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}


      



  



  
    
      
    
    
      class_module()



        
          
        

    

  


  

      

          @type class_module() ::
  Ltix.Errors.Unknown | Ltix.Errors.Security | Ltix.Errors.Invalid


      



  



  
    
      
    
    
      error_class()



        
          
        

    

  


  

      

          @type error_class() :: :unknown | :security | :invalid


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  :__struct__ => module(),
  :__exception__ => true,
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      splode_error?(arg1, splode)



        
          
        

    

  


  


  



  
    
      
    
    
      status_code(error)



        
          
        

    

  


  

      

          @spec status_code(Exception.t()) :: pos_integer()


      


Returns the HTTP status code for an Ltix error.
Each error has a status code derived from its class.
	Class	Default status
	:invalid	400
	:security	401
	:unknown	500

Individual errors may override the default for their class. Exceptions
that are not Ltix errors return 500.
Examples
iex> error = Ltix.Errors.Invalid.MissingClaim.exception(claim: "sub", spec_ref: "Core §5.3")
iex> Ltix.Errors.status_code(error)
400

  



  
    
      
    
    
      traverse_errors(error_or_errors, fun)



        
          
        

    

  


  

Traverses errors, calling fun for each leaf error, and returns a nested
map of results grouped by each error's path.
See Splode.traverse_errors/2 for full documentation.
Example
iex> Elixir.Ltix.Errors.traverse_errors(error, fn error ->
...>   Exception.message(error)
...> end)
%{name: ["name is required"]}

  



    

  
    
      
    
    
      unwrap!(result, opts \\ nil)



        
          
        

    

  


  

Raises an error if the result is an error, otherwise returns the result
Alternatively, you can use the defsplode macro, which does this automatically.
Options
	:error_opts - Options to pass to to_error/2 when converting the returned error
	:unknown_error_opts - Options to pass to the unknown error if the function returns only :error.
not necessary if your function always returns {:error, error}.

Examples
  def function(arg) do
case do_something(arg) do
  :success -> :ok
  {:success, result} -> {:ok, result}
  {:error, error} -> {:error, error}
end
  end
  def function!(arg) do
YourErrors.unwrap!(function(arg))
  end

  


        

      


  

    
Ltix.Errors.Invalid exception
    



      
Error class for spec-violating input data.
Covers malformed JWTs, missing/invalid claims, missing OIDC parameters,
invalid options and fields, and unknown registrations/deployments.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid without raising it.
Keys
	:errors


  


        

      


  

    
Ltix.Errors.Security exception
    



      
Error class for security framework violations.
Covers JWT signature failures, token expiry, issuer/audience mismatches,
algorithm restrictions, nonce replay, CSRF state mismatches, and key ID issues.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security without raising it.
Keys
	:errors


  


        

      


  

    
Ltix.Errors.Unknown exception
    



      
Catch-all error class for unexpected errors.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown without raising it.
Keys
	:errors


  


        

      


  

    
Ltix.Test 
    



      
Helpers for testing applications that use Ltix.
Reduces LTI test setup to a single call. setup_platform!/1 generates
RSA keys, builds JWKS payloads, and creates registrations and
deployments.
setup do
  %{platform: Ltix.Test.setup_platform!()}
end
Your application's own storage adapter (configured in config/test.exs)
handles persistence. setup_platform!/1 provides the platform-side
simulation, which is RSA keys, a JWKS endpoint stub, and
registration/deployment data your adapter can look up. Without an adapter of your own, start the
in-memory Ltix.Test.StorageAdapter with the platform.
Add the optional :plug dependency to your test environment to use
setup_platform!/1 and HTTP stubs. The stubs take effect only when Ltix
sends its requests through Req.Test, so add this to config/test.exs.
config :ltix, req_options: [plug: {Req.Test, :ltix}]
Connecting to your storage adapter
Pass a :registration function to create records in your own persistence
layer. The function receives a valid Ltix.Registration with the
platform details and returns your app's struct (which must implement
Ltix.Registerable).
setup do
  jwk = MyApp.Lti.generate_jwk!()

  platform = Ltix.Test.setup_platform!(
    registration: fn reg ->
      MyApp.Lti.create_registration!(%{
        issuer: reg.issuer,
        client_id: reg.client_id,
        auth_endpoint: reg.auth_endpoint,
        jwks_uri: reg.jwks_uri,
        token_endpoint: reg.token_endpoint,
        jwk_id: jwk.id
      })
    end,
    tool_jwk: Ltix.JWK.new!(private_key_pem: jwk.private_key_pem, kid: jwk.kid),
    deployment: fn dep, my_reg ->
      MyApp.Lti.create_deployment!(%{
        deployment_id: dep.deployment_id,
        registration_id: my_reg.id
      })
    end
  )

  %{platform: platform}
end
Controller tests (full OIDC flow)
Simulate a platform-initiated launch against your controller endpoints.
Your app's storage adapter resolves registrations and nonces as it would
in production.
test "instructor launch renders dashboard", %{conn: conn, platform: platform} do
  conn = post(conn, ~p"/lti/login", Ltix.Test.login_params(platform))

  state = get_session(conn, :lti_state)
  nonce = Ltix.Test.extract_nonce(redirected_to(conn, 302))

  conn =
    conn
    |> recycle()
    |> Plug.Test.init_test_session(%{lti_state: state})
    |> post(~p"/lti/launch",
      Ltix.Test.launch_params(platform,
        nonce: nonce,
        state: state,
        roles: [:instructor],
        name: "Jane Doe"
      )
    )

  assert html_response(conn, 200) =~ "Dashboard"
end
Unit tests (direct context construction)
When testing business logic that receives a %LaunchContext{}, skip
the OIDC flow entirely with build_launch_context/2.
test "instructors can manage grades", %{platform: platform} do
  context = Ltix.Test.build_launch_context(platform,
    roles: [:instructor],
    name: "Jane Smith"
  )

  assert MyApp.Permissions.can_manage_grades?(context)
end
Hand-built tokens
To send a token launch_params/2 doesn't build, start from
valid_lti_claims/2, change the claims, and sign them with the
platform's key using sign_id_token/3.
claims = Map.delete(Ltix.Test.valid_lti_claims(platform, %{"nonce" => nonce}), "sub")
params = %{"id_token" => Ltix.Test.sign_id_token(claims, platform.jwk), "state" => state}
Advantage service tests
When testing code that calls Ltix.GradeService or
Ltix.MembershipsService, stub the OAuth token endpoint and each
operation your code calls. Each stub handles one operation, stubbing an
operation again replaces its stub, and a request without a matching stub
fails the test with its method and URL.
setup do
  platform = Ltix.Test.setup_platform!()

  Ltix.Test.stub_token_response(scopes: [
    "https://purl.imsglobal.org/spec/lti-ags/scope/lineitem",
    "https://purl.imsglobal.org/spec/lti-ags/scope/score"
  ])

  Ltix.Test.stub_list_line_items([
    %Ltix.GradeService.LineItem{
      id: "https://platform.example.com/lineitems/1",
      label: "Quiz",
      score_maximum: 100
    }
  ])

  Ltix.Test.stub_post_score()

  %{platform: platform}
end

test "posts a score to every line item", %{platform: platform} do
  context = Ltix.Test.build_launch_context(platform,
    ags_endpoint: %{
      line_items: "https://platform.example.com/lineitems",
      scopes: [
        "https://purl.imsglobal.org/spec/lti-ags/scope/lineitem",
        "https://purl.imsglobal.org/spec/lti-ags/scope/score"
      ]
    }
  )

  {:ok, client} = Ltix.GradeService.authenticate(context)

  score =
    Ltix.GradeService.Score.new!(
      user_id: "student-42",
      score_given: 85,
      score_maximum: 100,
      activity_progress: :completed,
      grading_progress: :fully_graded
    )

  for item <- Ltix.GradeService.list_line_items!(client) do
    :ok = Ltix.GradeService.post_score(client, score, line_item: item)
  end
end
See the Testing LTI Launches cookbook for
more examples, including role customization, raw claim overrides, and
memberships service testing.
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    Functions
  


    
      
        assert_storage_adapter!(adapter, opts)

      


        Assert that a storage adapter satisfies Ltix.StorageAdapter.



    


    
      
        build_launch_context(platform, opts \\ [])

      


        Build a %LaunchContext{} directly for unit testing.



    


    
      
        extract_nonce(redirect_uri)

      


        Extract the nonce from a login redirect URI.



    


    
      
        launch_params(platform, opts)

      


        Build POST params for Ltix.handle_callback/3.



    


    
      
        login_params(platform, opts \\ [])

      


        Build POST params for Ltix.handle_login/3.



    


    
      
        setup_platform!(opts \\ [])

      


        Set up a simulated LTI platform in one call.



    


    
      
        sign_id_token(claims, jwk, opts \\ [])

      


        Sign claims as an ID token with a platform key.



    


    
      
        stub_create_line_item(item)

      


        Stub create_line_item/2 to return the given line item.



    


    
      
        stub_delete_line_item(opts \\ [])

      


        Stub delete_line_item/2 to succeed.



    


    
      
        stub_get_line_item(item, opts \\ [])

      


        Stub get_line_item/2 to return the given line item.



    


    
      
        stub_list_line_items(line_items)

      


        Stub list_line_items/2 and stream_line_items/2 to return the given
line items.



    


    
      
        stub_list_members(members, opts \\ [])

      


        Stub list_members/2 and stream_members/2 to return the given members.



    


    
      
        stub_list_results(results, opts \\ [])

      


        Stub list_results/2 and stream_results/2 to return the given results.



    


    
      
        stub_post_score(opts \\ [])

      


        Stub post_score/3 to succeed.



    


    
      
        stub_token_response(opts \\ [])

      


        Stub the OAuth token endpoint for advantage service tests.



    


    
      
        stub_update_line_item(item, opts \\ [])

      


        Stub update_line_item/2 to return the given line item.



    


    
      
        valid_lti_claims(platform, overrides \\ %{})

      


        Return a complete, valid LTI claim set.



    


    
      
        verify_deep_linking_response(platform, jwt)

      


        Verify a Deep Linking response JWT signed by the tool.



    





      


      
        Functions


        


  
    
      
    
    
      assert_storage_adapter!(adapter, opts)



        
          
        

    

  


  

      

          @spec assert_storage_adapter!(module(), keyword()) :: :ok


      


Assert that a storage adapter satisfies Ltix.StorageAdapter.
Checks registration and deployment lookups, returned records, and nonce
replay prevention. For an adapter that exports key_id/2 and sign/4,
also checks that its signatures verify against your published key set
and that it returns an error for a key ID it can't sign with. Returns
:ok or raises ExUnit.AssertionError with the failing contract check.
Two parts of the contract can't be checked from outside your storage,
that nonce records are kept until expires_at and that storage failures
return {:error, reason}.
The deployment, nonce, and signing callbacks receive the registration
record your adapter's get_registration/3 returns, as they do in a launch.
Use isolated test storage and your application's normal test cleanup.
Options
	:registration is a required 1-arity factory. Receives a valid
Ltix.Registration and returns your stored record implementing
Ltix.Registerable. Preserve the supplied issuer and client ID.

	:deployment is a required 2-arity factory. Receives an
Ltix.Deployment and your registration record. Returns the stored
record implementing Ltix.Deployable. Preserve the supplied deployment
ID. Lookups must return the same stored record.

	:registration_identity and :deployment_identity are optional 1-arity
functions that return a record's storage identity, such as & &1.id.
By default, the complete factory and lookup records must match. Use
these functions when lookups preload associations or change metadata.
Protocol-converted fields must still match.

	:jwks is a 1-arity function that receives a registration record and
returns the key set your tool publishes for it, such as the result of
Ltix.JWK.to_jwks/1. Required when the adapter exports key_id/2 and
sign/4, and rejected when it exports neither. The key set must
include the key key_id/2 returns, without private keys.

	:storage_adapter_options is the keyword list each callback receives
as its last argument. Defaults to [].

	:prepare_process is a 0-arity function called in each concurrent
callback process. Use it to allow database sandbox access or set
process-local adapter state. Defaults to a no-op.

	:auto_create_deployments defaults to false, requiring missing
deployments to return {:error, :not_found}. Set to true for adapters
that create a deployment when none exists. Return distinct storage
identities to check that registrations with the same deployment ID
get separate automatically created deployments.

	:timeout is the positive timeout in milliseconds for concurrent
process preparation and validation. Defaults to 5000.
test "storage adapter satisfies the contract" do
  parent = self()
  :ok = Ltix.Test.assert_storage_adapter!(MyApp.LtiStorage,
registration: fn registration ->
  MyApp.Lti.create_registration!(Map.from_struct(registration))
end,
deployment: fn deployment, registration ->
  MyApp.Lti.create_deployment!(%{
    deployment_id: deployment.deployment_id,
    registration_id: registration.id
  })
end,
prepare_process: fn ->
  Ecto.Adapters.SQL.Sandbox.allow(MyApp.Repo, parent, self())
end
  )
end



  



    

  
    
      
    
    
      build_launch_context(platform, opts \\ [])



        
          
        

    

  


  

      

          @spec build_launch_context(Ltix.Test.Platform.t(), keyword()) ::
  Ltix.LaunchContext.t()


      


Build a %LaunchContext{} directly for unit testing.
Returns the context Ltix.handle_callback/3 would return for a launch
from launch_params/2 with the same launch options, without the OIDC flow.
context = Ltix.Test.build_launch_context(platform,
  roles: [:instructor, :teaching_assistant],
  name: "Jane Smith",
  context: %{id: "course-1", title: "Elixir 101"}
)
For Deep Linking contexts, pass message_type: :deep_linking.
context = Ltix.Test.build_launch_context(platform,
  message_type: :deep_linking,
  deep_linking_settings: %{accept_types: ["ltiResourceLink"]}
)
Options
	:message_type (:resource_link | :deep_linking) - :deep_linking for a Deep Linking request. The default value is :resource_link.

	:roles (list of atom/0 | String.t/0 | struct of type Ltix.LaunchClaims.Role) - Role atoms such as :instructor, %Ltix.LaunchClaims.Role{} structs, or role URIs. URIs Ltix does not recognize are listed in unrecognized_roles. The default value is [:instructor].

	:subject (nil | String.t/0) - User identifier. Defaults to "user-12345". Pass nil for an anonymous launch.

	:name (String.t/0) - Full name.

	:email (String.t/0) - Email address.

	:given_name (String.t/0) - Given name.

	:family_name (String.t/0) - Family name.

	:target_link_uri (String.t/0) - Launch URL. The default value is "https://tool.example.com/launch".

	:context (struct of type Ltix.LaunchClaims.Context | map/0) - Course or section, as a %Ltix.LaunchClaims.Context{} or a map of its fields. The :id defaults to "context-001".

	:resource_link (struct of type Ltix.LaunchClaims.ResourceLink | map/0) - Resource link of a resource link launch, as a %Ltix.LaunchClaims.ResourceLink{} or a map of its fields. Defaults to %{id: "resource-link-001", title: "Example Assignment"}.

	:deep_linking_settings (struct of type Ltix.LaunchClaims.DeepLinkingSettings | map/0) - Settings of a Deep Linking request, as a %Ltix.LaunchClaims.DeepLinkingSettings{} or a map of its fields. Fields you leave out accept the five standard content types, every presentation target, and multiple items.

	:ags_endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint | map/0) - Grade service endpoint, as a %Ltix.LaunchClaims.AGSEndpoint{} or a map of its fields. Requires :scopes.

	:memberships_endpoint (struct of type Ltix.LaunchClaims.MembershipsEndpoint | String.t/0 | map/0) - Memberships service endpoint, as a %Ltix.LaunchClaims.MembershipsEndpoint{}, its URL, or a map of its fields. :service_versions defaults to ["2.0"].

	:claims (map/0) - Raw claims merged over the built claims, keyed by claim name.



  



  
    
      
    
    
      extract_nonce(redirect_uri)



        
          
        

    

  


  

      

          @spec extract_nonce(String.t()) :: String.t()


      


Extract the nonce from a login redirect URI.
{:ok, result} = Ltix.handle_login(params, redirect_uri)
nonce = Ltix.Test.extract_nonce(result.redirect_uri)

  



  
    
      
    
    
      launch_params(platform, opts)



        
          
        

    

  


  

      

          @spec launch_params(Ltix.Test.Platform.t(), keyword()) :: map()


      


Build POST params for Ltix.handle_callback/3.
Signs a JWT with the platform's private key and returns
%{"id_token" => jwt, "state" => state}. Takes the same launch options
as build_launch_context/2, plus the :nonce and :state of the login.
Options
	:nonce (String.t/0) - Required. Nonce from the login redirect, read with extract_nonce/1.

	:state (String.t/0) - Required. State from the login result.

	:message_type (:resource_link | :deep_linking) - :deep_linking for a Deep Linking request. The default value is :resource_link.

	:roles (list of atom/0 | String.t/0 | struct of type Ltix.LaunchClaims.Role) - Role atoms such as :instructor, %Ltix.LaunchClaims.Role{} structs, or role URIs. URIs Ltix does not recognize are listed in unrecognized_roles. The default value is [:instructor].

	:subject (nil | String.t/0) - User identifier. Defaults to "user-12345". Pass nil for an anonymous launch.

	:name (String.t/0) - Full name.

	:email (String.t/0) - Email address.

	:given_name (String.t/0) - Given name.

	:family_name (String.t/0) - Family name.

	:target_link_uri (String.t/0) - Launch URL. The default value is "https://tool.example.com/launch".

	:context (struct of type Ltix.LaunchClaims.Context | map/0) - Course or section, as a %Ltix.LaunchClaims.Context{} or a map of its fields. The :id defaults to "context-001".

	:resource_link (struct of type Ltix.LaunchClaims.ResourceLink | map/0) - Resource link of a resource link launch, as a %Ltix.LaunchClaims.ResourceLink{} or a map of its fields. Defaults to %{id: "resource-link-001", title: "Example Assignment"}.

	:deep_linking_settings (struct of type Ltix.LaunchClaims.DeepLinkingSettings | map/0) - Settings of a Deep Linking request, as a %Ltix.LaunchClaims.DeepLinkingSettings{} or a map of its fields. Fields you leave out accept the five standard content types, every presentation target, and multiple items.

	:ags_endpoint (struct of type Ltix.LaunchClaims.AGSEndpoint | map/0) - Grade service endpoint, as a %Ltix.LaunchClaims.AGSEndpoint{} or a map of its fields. Requires :scopes.

	:memberships_endpoint (struct of type Ltix.LaunchClaims.MembershipsEndpoint | String.t/0 | map/0) - Memberships service endpoint, as a %Ltix.LaunchClaims.MembershipsEndpoint{}, its URL, or a map of its fields. :service_versions defaults to ["2.0"].

	:claims (map/0) - Raw claims merged over the built claims, keyed by claim name.



  



    

  
    
      
    
    
      login_params(platform, opts \\ [])



        
          
        

    

  


  

      

          @spec login_params(Ltix.Test.Platform.t(), keyword()) :: map()


      


Build POST params for Ltix.handle_login/3.
Options
	:login_hint - login hint value (defaults to "user-hint")
	:target_link_uri - launch URL (defaults to "https://tool.example.com/launch")


  



    

  
    
      
    
    
      setup_platform!(opts \\ [])



        
          
        

    

  


  

      

          @spec setup_platform!(keyword()) :: Ltix.Test.Platform.t()


      


Set up a simulated LTI platform in one call.
Generates platform-side RSA keys, builds a registration and deployment,
and stubs the JWKS HTTP endpoint. The configured Ltix.JWT.KeySet must be
started. Your app's own storage adapter (configured via
config :ltix, storage_adapter: ...) handles persistence during the OIDC
flow.
Options
	:issuer - platform issuer URL (defaults to "https://platform.example.com")
	:client_id - OAuth client ID (defaults to "tool-client-id")
	:deployment_id - deployment identifier (defaults to "deployment-001")
	:registration - either an app struct implementing Ltix.Registerable
(mutually exclusive with :issuer and :client_id), or a 1-arity
function that receives an Ltix.Registration and returns your app's
struct. The function form lets you create a matching record in your
own persistence layer using the platform details (issuer, client_id,
endpoints). Works with :issuer and :client_id overrides.
	:deployment - either an app struct implementing Ltix.Deployable
(mutually exclusive with :deployment_id), or a 2-arity function
(Ltix.Deployment, registration) where registration is whatever
the registration step returned. Lets you create a deployment record
linked to your registration.
	:tool_jwk - the Ltix.JWK your tool signs with for this platform.
Pass the key your own storage adapter signs with. Defaults to the
key Ltix.Test.StorageAdapter signs with.


  



    

  
    
      
    
    
      sign_id_token(claims, jwk, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_id_token(map(), Ltix.JWK.t(), keyword()) :: String.t()


      


Sign claims as an ID token with a platform key.
Use it to build launch tokens by hand, such as a token missing a claim.
claims = Map.delete(Ltix.Test.valid_lti_claims(platform), "sub")
id_token = Ltix.Test.sign_id_token(claims, platform.jwk)
Options
	:kid (nil | String.t/0) - Key ID for the token header. Defaults to the key's kid. Pass nil to leave it out.

	:alg (String.t/0) - Signing algorithm. The default value is "RS256".



  



  
    
      
    
    
      stub_create_line_item(item)



        
          
        

    

  


  

      

          @spec stub_create_line_item(Ltix.GradeService.LineItem.t()) :: :ok


      


Stub create_line_item/2 to return the given line item.
Pass the line item you want the platform to "return" (typically the
same fields the caller sent, plus an :id assigned by the platform).
Ltix.Test.stub_create_line_item(
  %LineItem{id: "https://lms.example.com/lineitems/new", label: "Quiz 1", score_maximum: 100}
)

  



    

  
    
      
    
    
      stub_delete_line_item(opts \\ [])



        
          
        

    

  


  

      

          @spec stub_delete_line_item(keyword()) :: :ok


      


Stub delete_line_item/2 to succeed.
Ltix.Test.stub_delete_line_item()
Options
	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Limits the stub to requests for this line item, and replaces only the stub for it.



  



    

  
    
      
    
    
      stub_get_line_item(item, opts \\ [])



        
          
        

    

  


  

      

          @spec stub_get_line_item(Ltix.GradeService.LineItem.t(), keyword()) :: :ok


      


Stub get_line_item/2 to return the given line item.
Ltix.Test.stub_get_line_item(
  %LineItem{id: "https://lms.example.com/lineitems/1", label: "Quiz 1", score_maximum: 100}
)
Options
	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Limits the stub to requests for this line item, and replaces only the stub for it.



  



  
    
      
    
    
      stub_list_line_items(line_items)



        
          
        

    

  


  

      

          @spec stub_list_line_items([Ltix.GradeService.LineItem.t()]) :: :ok


      


Stub list_line_items/2 and stream_line_items/2 to return the given
line items.
Ltix.Test.stub_list_line_items([
  %LineItem{id: "https://lms.example.com/lineitems/1", label: "Quiz 1", score_maximum: 100},
  %LineItem{id: "https://lms.example.com/lineitems/2", label: "Quiz 2", score_maximum: 50}
])
Responds to a request with a :per_page size one page at a time, linking
to the next page like a platform does.

  



    

  
    
      
    
    
      stub_list_members(members, opts \\ [])



        
          
        

    

  


  

      

          @spec stub_list_members([Ltix.MembershipsService.Member.t()], keyword()) :: :ok


      


Stub list_members/2 and stream_members/2 to return the given members.
Ltix.Test.stub_list_members([
  %Member{user_id: "student-1", roles: [Role.from_atom(:learner)], name: "Alice"},
  %Member{user_id: "student-2", roles: [Role.from_atom(:instructor)], name: "Bob"}
])
Responds to a request with a :per_page size one page at a time, linking
to the next page like a platform does.
Options
	:context (struct of type Ltix.LaunchClaims.Context | map/0) - Course or section, as a %Ltix.LaunchClaims.Context{} or a map of its fields. The :id defaults to "context-001".

	:id (String.t/0) - Container ID URL.



  



    

  
    
      
    
    
      stub_list_results(results, opts \\ [])



        
          
        

    

  


  

      

          @spec stub_list_results([Ltix.GradeService.Result.t()], keyword()) :: :ok


      


Stub list_results/2 and stream_results/2 to return the given results.
Ltix.Test.stub_list_results([
  %Result{user_id: "student-1", result_score: 0.85, result_maximum: 1},
  %Result{user_id: "student-2", result_score: 0.92, result_maximum: 1}
])
Responds to a request with a :per_page size one page at a time, linking
to the next page like a platform does.
Options
	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Limits the stub to requests for this line item, and replaces only the stub for it.



  



    

  
    
      
    
    
      stub_post_score(opts \\ [])



        
          
        

    

  


  

      

          @spec stub_post_score(keyword()) :: :ok


      


Stub post_score/3 to succeed.
Ltix.Test.stub_post_score()
Options
	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Limits the stub to requests for this line item, and replaces only the stub for it.



  



    

  
    
      
    
    
      stub_token_response(opts \\ [])



        
          
        

    

  


  

      

          @spec stub_token_response(keyword()) :: :ok


      


Stub the OAuth token endpoint for advantage service tests.
Stubs the OAuth token endpoint so advantage service tests don't make
real HTTP calls. Call this in your test setup before authenticating a
service client.
Ltix.Test.stub_token_response(scopes: [
  "https://purl.imsglobal.org/spec/lti-ags/scope/lineitem",
  "https://purl.imsglobal.org/spec/lti-ags/scope/score"
])
Options
	:scopes - list of granted scope URIs (defaults to []). An empty list
grants the requested scopes.
	:access_token - token string (defaults to "test-token")
	:expires_in - token lifetime in seconds (defaults to 3600)


  



    

  
    
      
    
    
      stub_update_line_item(item, opts \\ [])



        
          
        

    

  


  

      

          @spec stub_update_line_item(Ltix.GradeService.LineItem.t(), keyword()) :: :ok


      


Stub update_line_item/2 to return the given line item.
Ltix.Test.stub_update_line_item(
  %LineItem{id: "https://lms.example.com/lineitems/1", label: "Updated Quiz", score_maximum: 100}
)
Options
	:line_item (String.t/0 | struct of type Ltix.GradeService.LineItem) - Line item URL or struct. Limits the stub to requests for this line item, and replaces only the stub for it.



  



    

  
    
      
    
    
      valid_lti_claims(platform, overrides \\ %{})



        
          
        

    

  


  

      

          @spec valid_lti_claims(Ltix.Test.Platform.t(), map()) :: map()


      


Return a complete, valid LTI claim set.
The issuer, audience, and deployment ID are the platform's. Caller
can override individual claims via the overrides map.
claims = Ltix.Test.valid_lti_claims(platform, %{"nonce" => nonce})
id_token = Ltix.Test.sign_id_token(claims, platform.jwk)

  



  
    
      
    
    
      verify_deep_linking_response(platform, jwt)



        
          
        

    

  


  

      

          @spec verify_deep_linking_response(Ltix.Test.Platform.t(), String.t()) ::
  {:ok, map()} | {:error, Exception.t()}


      


Verify a Deep Linking response JWT signed by the tool.
Decodes the JWT using the public key of the platform's tool_jwk and
returns the parsed claims on success.
Returns Ltix.Errors.Security.SignatureInvalid when the token is
malformed or was not signed with the tool's key.
{:ok, response} = Ltix.DeepLinking.build_response(context, items)
{:ok, claims} = Ltix.Test.verify_deep_linking_response(platform, response.jwt)
assert claims["https://purl.imsglobal.org/spec/lti/claim/message_type"] ==
         "LtiDeepLinkingResponse"

  


        

      


  

    
Ltix.Test.Platform 
    



      
A simulated LTI platform for testing.
Has everything needed to simulate platform-side behavior in tests, which
is the registration and deployment (the records the tool stores), plus the
platform's signing key. Sign tokens with
Ltix.Test.sign_id_token/3 and publish the key with Ltix.JWK.to_jwks/1.
tool_jwk is the key the tool signs with in tests, and
Ltix.Test.verify_deep_linking_response/2 verifies against it.
Created by Ltix.Test.setup_platform!/1.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ltix.Test.Platform{
  deployment: Ltix.Deployable.t(),
  jwk: Ltix.JWK.t(),
  registration: Ltix.Registerable.t(),
  tool_jwk: Ltix.JWK.t() | nil
}


      



  


        

      


  

    
Ltix.Test.StorageAdapter 
    



      
In-memory StorageAdapter for tests.
Uses an Agent to store registrations, deployments, and nonces. Each
test should start its own adapter via start_link/1 and register it
with set_pid/1.
Manual usage
{:ok, pid} = Ltix.Test.StorageAdapter.start_link(
  platforms: [platform]
)
Ltix.Test.StorageAdapter.set_pid(pid)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        set_pid(pid)

      


        Register the adapter PID in the calling process.



    


    
      
        start_link(opts \\ [])

      


        Start the storage adapter agent.



    


    
      
        tool_jwk()

      


        Return the key the adapter signs with.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      set_pid(pid)



        
          
        

    

  


  

Register the adapter PID in the calling process.
Processes the caller starts, such as tasks and LiveViews, use the same
adapter.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Start the storage adapter agent.
Options
	:platforms - list of Ltix.Test.Platform structs whose registration
and deployment the adapter resolves (defaults to [])
	:registrations - list of structs implementing Ltix.Registerable
that have no deployment (defaults to [])


  



  
    
      
    
    
      tool_jwk()



        
          
        

    

  


  

      

          @spec tool_jwk() :: Ltix.JWK.t()


      


Return the key the adapter signs with.
The key is generated the first time it is needed, and signing works
without starting the adapter.

  


        

      


  

    
Ltix.Errors.Invalid.CollectionTooLarge exception
    



      
An eager collection fetch exceeded its safety limit.
The following fields of this exception are public and can be accessed freely.
	:option (atom/0) - the limit option, such as :max_members or :max_results
	:count (non_neg_integer/0) - the number of entries fetched when the limit was exceeded


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.CollectionTooLarge without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.CollectionTooLarge{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  count: term(),
  max: term(),
  option: term(),
  path: term(),
  service: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.CollectionTooLarge without raising it.
Keys
	:service
	:option
	:count
	:max
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.ContentItemTypeNotAccepted exception
    



      
Content item type not in the platform's accept_types list.
The following fields of this exception are public and can be accessed freely.
	:index (non_neg_integer/0) - the item's position in the list passed to Ltix.DeepLinking.build_response/3


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.ContentItemTypeNotAccepted without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) ::
  %Ltix.Errors.Invalid.ContentItemTypeNotAccepted{
    __exception__: term(),
    accept_types: term(),
    bread_crumbs: term(),
    class: term(),
    index: term(),
    path: term(),
    spec_ref: term(),
    splode: term(),
    stacktrace: term(),
    type: term(),
    vars: term()
  }


      


Create an Elixir.Ltix.Errors.Invalid.ContentItemTypeNotAccepted without raising it.
Keys
	:index
	:type
	:accept_types
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.ContentItemsExceedLimit exception
    



      
Multiple content items returned when the platform only accepts one.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.ContentItemsExceedLimit without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.ContentItemsExceedLimit{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  count: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.ContentItemsExceedLimit without raising it.
Keys
	:count
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.CoupledLineItem exception
    



      
Attempted to delete the platform-coupled line item without force: true.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.CoupledLineItem without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.CoupledLineItem{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  line_item_url: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.CoupledLineItem without raising it.
Keys
	:line_item_url
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.DeploymentNotFound exception
    



      
Unknown deployment_id [Core §3.1.3; Core §5.3.3].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.DeploymentNotFound without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.DeploymentNotFound{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  deployment_id: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.DeploymentNotFound without raising it.
Keys
	:deployment_id


  


        

      


  

    
Ltix.Errors.Invalid.InvalidClaim exception
    



      
Claim present but wrong value or format.

      


      
        Summary


  
    Functions
  


    
      
        exception(msg)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidClaim without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(msg)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidClaim{
  __exception__: term(),
  bread_crumbs: term(),
  claim: term(),
  class: term(),
  message: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  value: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidClaim without raising it.
Keys
	:claim
	:value
	:message
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidContentItem exception
    



      
An item passed to Ltix.DeepLinking.build_response/3 is not a content item.
The following fields of this exception are public and can be accessed freely.
	:index (non_neg_integer/0 or nil) - the item's position in the list, or nil when the items are not a list
	:value (term/0) - the item, or its "type" when that is invalid


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidContentItem without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidContentItem{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  index: term(),
  path: term(),
  reason: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  value: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidContentItem without raising it.
Keys
	:index
	:value
	:reason
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidEndpoint exception
    



      
Wrong endpoint struct passed to an Advantage service.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidEndpoint without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidEndpoint{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  service: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidEndpoint without raising it.
Keys
	:service
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidField exception
    



      
A field given to a constructor, such as Ltix.Registration.new/1, is unknown, missing, or has an invalid value.
The following fields of this exception are public and can be accessed freely.
	:field (atom/0 or list/0) - the field's name, or a list of keys for a field nested inside another, such as [:icon, :url]
	:reason (atom/0 or String.t/0) - :unknown, :required, or a description of the invalid value


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidField without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidField{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  field: term(),
  path: term(),
  reason: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  struct: term(),
  value: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidField without raising it.
Keys
	:struct
	:field
	:value
	:reason
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidJSON exception
    



      
Malformed JSON or JWT structure [Cert §6.1.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidJSON without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidJSON{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidJSON without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidMessageType exception
    



      
build_response called on a non-deep-linking launch context.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidMessageType without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidMessageType{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  message_type: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidMessageType without raising it.
Keys
	:message_type
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.InvalidOption exception
    



      
An option passed to an Ltix function is unknown, missing, or has an invalid value.
The following fields of this exception are public and can be accessed freely.
	:reason (atom/0 or String.t/0) - :unknown, :required, :not_configured, or a description of the invalid value


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.InvalidOption without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.InvalidOption{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  key: term(),
  path: term(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  value: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.InvalidOption without raising it.
Keys
	:key
	:value
	:reason


  


        

      


  

    
Ltix.Errors.Invalid.LineItemNotAccepted exception
    



      
Content item includes a line_item but the platform does not accept line items.
The following fields of this exception are public and can be accessed freely.
	:index (non_neg_integer/0) - the item's position in the list passed to Ltix.DeepLinking.build_response/3


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.LineItemNotAccepted without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.LineItemNotAccepted{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  index: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.LineItemNotAccepted without raising it.
Keys
	:index
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.MalformedResponse exception
    



      
Service returned an unparseable response body.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.MalformedResponse without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.MalformedResponse{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  reason: term(),
  service: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.MalformedResponse without raising it.
Keys
	:service
	:reason
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.MediaTypeNotAccepted exception
    



      
File content item media type not matched by the platform's accept_media_types.
The following fields of this exception are public and can be accessed freely.
	:index (non_neg_integer/0) - the item's position in the list passed to Ltix.DeepLinking.build_response/3


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.MediaTypeNotAccepted without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.MediaTypeNotAccepted{
  __exception__: term(),
  accept_media_types: term(),
  bread_crumbs: term(),
  class: term(),
  index: term(),
  media_type: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.MediaTypeNotAccepted without raising it.
Keys
	:index
	:media_type
	:accept_media_types
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.MissingClaim exception
    



      
Missing required LTI claim.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.MissingClaim without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.MissingClaim{
  __exception__: term(),
  bread_crumbs: term(),
  claim: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.MissingClaim without raising it.
Keys
	:claim
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.MissingLineItemId exception
    



      
Line item has no id.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.MissingLineItemId without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.MissingLineItemId{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  line_item: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.MissingLineItemId without raising it.
Keys
	:line_item
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.MissingParameter exception
    



      
Missing OIDC login parameter [Sec §5.1.1.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.MissingParameter without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.MissingParameter{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  parameter: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.MissingParameter without raising it.
Keys
	:parameter
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.PresentationTargetNotAccepted exception
    



      
Content item presentation not in the platform's accept_presentation_document_targets list.
The following fields of this exception are public and can be accessed freely.
	:index (non_neg_integer/0) - the item's position in the list passed to Ltix.DeepLinking.build_response/3
	:target (String.t/0) - "iframe", "window", or "embed"


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.PresentationTargetNotAccepted without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) ::
  %Ltix.Errors.Invalid.PresentationTargetNotAccepted{
    __exception__: term(),
    accept_presentation_document_targets: term(),
    bread_crumbs: term(),
    class: term(),
    index: term(),
    path: term(),
    spec_ref: term(),
    splode: term(),
    stacktrace: term(),
    target: term(),
    vars: term()
  }


      


Create an Elixir.Ltix.Errors.Invalid.PresentationTargetNotAccepted without raising it.
Keys
	:index
	:target
	:accept_presentation_document_targets
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.RegistrationNotFound exception
    



      
Unknown issuer/client_id combination [Sec §5.1.1.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.RegistrationNotFound without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.RegistrationNotFound{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  client_id: term(),
  issuer: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.RegistrationNotFound without raising it.
Keys
	:issuer
	:client_id


  


        

      


  

    
Ltix.Errors.Invalid.ScopeMismatch exception
    



      
Client lacks the required OAuth scope.
The following fields of this exception are public and can be accessed freely.
	:scopes (list of String.t/0) - the scopes that would authorize the request, none of which the client was granted


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.ScopeMismatch without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.ScopeMismatch{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  granted_scopes: term(),
  path: term(),
  scopes: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.ScopeMismatch without raising it.
Keys
	:scopes
	:granted_scopes
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.ServiceNotAvailable exception
    



      
An Advantage service or token request cannot be made because an endpoint it needs is missing or unsupported.
The following fields of this exception are public and can be accessed freely.
	:reason (String.t/0 or nil) - what is missing


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.ServiceNotAvailable without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.ServiceNotAvailable{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  reason: term(),
  service: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.ServiceNotAvailable without raising it.
Keys
	:service
	:reason
	:spec_ref


  


        

      


  

    
Ltix.Errors.Invalid.TokenRequestFailed exception
    



      
OAuth token request failed.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Invalid.TokenRequestFailed without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Invalid.TokenRequestFailed{
  __exception__: term(),
  body: term(),
  bread_crumbs: term(),
  class: term(),
  error: term(),
  error_description: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Invalid.TokenRequestFailed without raising it.
Keys
	:error
	:error_description
	:status
	:body
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.AccessDenied exception
    



      
Platform denied access to a service request or key set fetch.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.AccessDenied without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.AccessDenied{
  __exception__: term(),
  body: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  url: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.AccessDenied without raising it.
Keys
	:status
	:body
	:url
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.AccessTokenExpired exception
    



      
OAuth access token has expired.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.AccessTokenExpired without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.AccessTokenExpired{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  expires_at: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.AccessTokenExpired without raising it.
Keys
	:expires_at
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.AlgorithmNotAllowed exception
    



      
JWT alg is not RS256 [Sec §5.1.3 step 6; Sec §6.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.AlgorithmNotAllowed without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.AlgorithmNotAllowed{
  __exception__: term(),
  algorithm: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.AlgorithmNotAllowed without raising it.
Keys
	:algorithm
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.AudienceMismatch exception
    



      
Tool's client_id not the only JWT aud, or azp present and not client_id [Sec §5.1.3 step 3; Sec §5.1.3 step 5].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.AudienceMismatch without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.AudienceMismatch{
  __exception__: term(),
  actual: term(),
  bread_crumbs: term(),
  claim: term(),
  class: term(),
  expected: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.AudienceMismatch without raising it.
Keys
	:claim
	:expected
	:actual
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.AuthenticationFailed exception
    



      
Platform returned an authentication error response [Sec §5.1.1.5].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.AuthenticationFailed without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.AuthenticationFailed{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  error: term(),
  error_description: term(),
  error_uri: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.AuthenticationFailed without raising it.
Keys
	:error
	:error_description
	:error_uri
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.IssuerMismatch exception
    



      
JWT iss doesn't match registration [Sec §5.1.3 step 2].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.IssuerMismatch without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.IssuerMismatch{
  __exception__: term(),
  actual: term(),
  bread_crumbs: term(),
  class: term(),
  expected: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.IssuerMismatch without raising it.
Keys
	:expected
	:actual
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.KidMissing exception
    



      
No kid in JWT header [Cert §6.1.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.KidMissing without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.KidMissing{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.KidMissing without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.KidNotFound exception
    



      
kid not found in JWKS [Cert §6.1.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.KidNotFound without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.KidNotFound{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  kid: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.KidNotFound without raising it.
Keys
	:kid
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.LocalNetworkAccessDenied exception
    



      
A platform request connected to a local or loopback address that isn't allowed.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.LocalNetworkAccessDenied without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) ::
  %Ltix.Errors.Security.LocalNetworkAccessDenied{
    __exception__: term(),
    address_space: term(),
    bread_crumbs: term(),
    class: term(),
    path: term(),
    splode: term(),
    stacktrace: term(),
    url: term(),
    vars: term()
  }


      


Create an Elixir.Ltix.Errors.Security.LocalNetworkAccessDenied without raising it.
Keys
	:url
	:address_space


  


        

      


  

    
Ltix.Errors.Security.NonceMissing exception
    



      
No nonce claim in JWT [Sec §5.1.3 step 9].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.NonceMissing without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.NonceMissing{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.NonceMissing without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.NonceNotFound exception
    



      
Nonce not issued by this tool [Sec §5.1.3 step 9].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.NonceNotFound without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.NonceNotFound{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.NonceNotFound without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.NonceReused exception
    



      
Nonce previously seen — replay attack [Sec §5.1.3 step 9].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.NonceReused without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.NonceReused{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.NonceReused without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.SignatureInvalid exception
    



      
JWT signature verification failed [Sec §5.1.3 step 1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.SignatureInvalid without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.SignatureInvalid{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.SignatureInvalid without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.StateMismatch exception
    



      
CSRF state doesn't match [Sec §7.3.1].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.StateMismatch without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.StateMismatch{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.StateMismatch without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.TokenExpired exception
    



      
Token exp claim is in the past, or iat claim is older than the maximum token age [Sec §5.1.3 steps 7-8].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.TokenExpired without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.TokenExpired{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.TokenExpired without raising it.
Keys
	:spec_ref


  


        

      


  

    
Ltix.Errors.Security.TokenNotYetValid exception
    



      
Token iat or nbf claim is in the future [Sec §5.1.3 step 8; RFC 7519 §4.1.5].

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Security.TokenNotYetValid without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Security.TokenNotYetValid{
  __exception__: term(),
  bread_crumbs: term(),
  claim: term(),
  class: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Security.TokenNotYetValid without raising it.
Keys
	:claim
	:spec_ref


  


        

      


  

    
Ltix.Errors.Unknown.KeySetNotStarted exception
    



      
The key set a launch needs is not running.
The following fields of this exception are public and can be accessed freely.
	:key_set (atom/0) - the name of the Ltix.JWT.KeySet


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown.KeySetNotStarted without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown.KeySetNotStarted{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  key_set: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown.KeySetNotStarted without raising it.
Keys
	:key_set


  


        

      


  

    
Ltix.Errors.Unknown.RedirectNotAllowed exception
    



      
A platform endpoint returned an unsafe or invalid redirect.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown.RedirectNotAllowed without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown.RedirectNotAllowed{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  location: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  url: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown.RedirectNotAllowed without raising it.
Keys
	:status
	:url
	:location
	:spec_ref


  


        

      


  

    
Ltix.Errors.Unknown.StorageError exception
    



      
A storage adapter callback failed or returned an unexpected value.
The following fields of this exception are public and can be accessed freely.
	:result (term/0) - the value the callback returned
	:reason (String.t/0 or nil) - what is wrong with a result that looks successful, such as a deployment for a different deployment_id


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown.StorageError without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown.StorageError{
  __exception__: term(),
  bread_crumbs: term(),
  callback: term(),
  class: term(),
  path: term(),
  reason: term(),
  result: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown.StorageError without raising it.
Keys
	:callback
	:result
	:reason


  


        

      


  

    
Ltix.Errors.Unknown.TransportError exception
    



      
HTTP or connection error from a platform endpoint.
The following fields of this exception are public and can be accessed freely.
	:status (integer/0 or nil) - the HTTP status, or nil when no response arrived
	:body (term/0) - the response body, or a description of the connection error
	:headers (map/0 or nil) - the response headers, such as "retry-after"
	:url (String.t/0 or nil) - the requested URL


      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown.TransportError without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown.TransportError{
  __exception__: term(),
  body: term(),
  bread_crumbs: term(),
  class: term(),
  headers: term(),
  path: term(),
  spec_ref: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  url: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown.TransportError without raising it.
Keys
	:status
	:body
	:headers
	:url
	:spec_ref


  


        

      


  

    
Ltix.Errors.Unknown.Unknown exception
    



      
Generic unexpected error.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.Ltix.Errors.Unknown.Unknown without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %Ltix.Errors.Unknown.Unknown{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  error: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.Ltix.Errors.Unknown.Unknown without raising it.
Keys
	:error
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